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FUNDING BY APPROPRIATION

Department of Energy Budget by Appropriation

Energy and Water Development, and Related Agencies
Energy Programs
Energy Efficiency and Renewable Energy
Electricity Delivery and Energy Reliability
Nuclear Energy
Office of Technology Transitions
21st Century Clean Transportation Plan Investments

Fossil Energy Programs

Clean Coal Technology

Fossil Energy Research and Development

Use of Prior Year Balances

Naval Petroleum and Oil Shale Reserves

Elk Hills School Lands Fund

Strategic Petroleum Reserve

Northeast Home Heating Oil Reserve
Total, Fossil Energy Programs

Uranium Enrichment Decontamination and Decommissioning
(UED&D) Fund
Energy Information Administration
Non-Defense Environmental Cleanup
Science
Advanced Research Projects Agency - Energy (ARPA-E)
Departmental Administration
Office of Indian Energy
Office of the Inspector General
Title 17 - Innovative Technology
Loan Guarantee Program
Advanced Technology Vehicles Manufacturing Loan Program
Total, Energy Programs
Atomic Energy Defense Activities
National Nuclear Security Administration
Weapons Activities
Defense Nuclear Nonproliferation
Naval Reactors
Office of the Administrator
Federal Salaries and Expenses
Total, National Nuclear Security Administration

Environmental and Other Defense Activities
Defense Environmental Cleanup
Other Defense Activities
Total, Environmental and Other Defense Activities
Total, Atomic Energy Defense Activities

Power Marketing Administrations
Southeastern Power Administration
Southwestern Power Administration
Western Area Power Administration
Falcon and Amistad Operating and Maintenance Fund
Colorado River Basins Power Marketing Fund
Total, Power Marketing Administrations

Federal Energy Regulatory Commission (FERC)
Subtotal, Energy and Water Development and Related Agencies

Uranium Enrichment Decontamination and Decommissioning Fund

Discretionary Payments

Uranium Enrichment Decontamination and Decommissioning Fund

Contribution
Excess Fees and Recoveries, FERC

Title XVII Loan Guarantee Program Section 1703 Negative Credit Subsidy

Receipt

Total, Funding by Appropriation

Funding by Appropriation

($K)
FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs. FY 2016
Enacted Current Enacted Request1 $ | %

1,914,195 1,840,847 2,069,194 2,898,400 +829,206 +40.1%
146,975 143,901 206,000 262,300 +56,300 +27.3%
833,379 821,883 986,161 993,896 +7,735 +0.8%
0 0 0 8,400 +8,400 N/A
0 0 0 1,335,000  +1,335,000 N/A
-6,600 -2,876 0 0 0 N/A
560,587 548,885 632,000 600,000 -32,000 -5.1%
0 0 0 -240,000 0 N/A
19,950 20,640 17,500 14,950 -2,550 -14.6%
15,580 15,580 0 0 0 N/A
200,000 200,000 212,000 257,000 +45,000 +21.2%
1,600 1,600 7,600 6,500 -1,100 -14.5%
791,117 783,829 869,100 638,450 -230,650 -26.5%
625,000 625,000 673,749 673,749 0 N/A
117,000 117,000 122,000 131,125 +9,125 +7.5%
246,000 246,030 255,000 218,400 -36,600 -14.4%
5,067,738 5,132,813 5,347,000 5,672,069 +325,069 +6.1%
279,982 279,982 291,000 500,000 +209,000 +71.8%
125,043 135,686 130,971 144,866 +13,895 +10.6%
0 0 0 22,930 +22,930 N/A
40,500 40,500 46,424 44,424 -2,000 -4.3%
17,000 17,000 17,000 10,000 -7,000 -41.2%
4,000 4,000 6,000 5,000 -1,000 -16.7%
10,207,929 10,188,471 11,019,599 13,559,009  +2,539,410 +23.0%
8,180,359 8,180,609 8,846,948 9,243,147 +396,199 +4.5%
1,615,248 1,612,651 1,940,302 1,807,916 -132,386 -6.8%
1,233,840 1,233,840 1,375,496 1,420,120 +44,624 +3.2%
-413 -413 0 0 0 N/A
370,000 370,000 363,766 412,817 +49,051 +13.5%
11,399,034 11,396,687 12,526,512 12,884,000 +357,488 +2.9%
4,990,017 4,989,555 5,289,742 5,226,950 -62,792 -1.2%
753,449 753,449 776,425 791,552 +15,127 +1.9%
5,743,466 5,743,004 6,066,167 6,018,502 -47,665 -0.8%
17,142,500 17,139,691 18,592,679 18,902,502 +309,823 +1.7%
0 0 0 0 0 N/A
11,400 11,400 11,400 11,057 -343 -3.0%
91,740 91,740 93,372 95,581 +2,209 +2.4%
228 228 228 232 +4 +1.8%
-23,000 -23,000 -23,000 -23,000 0 N/A
80,368 80,368 82,000 83,870 +1,870 +2.3%
0 0 0 0 0 N/A
27,430,797 27,408,530 29,694,278 32,545,381  +2,851,103 +9.6%
-463,000 -463,000 0 -155,100 -155,100 N/A
463,000 463,000 0 155,100 +155,100 N/A
-28,485 -17,325 -23,587 -9,426 +14,161 +60.0%
0 0 -68,000 -37,000 +31,000 +45.6%
27,402,312 27,391,205 29,602,691 32,498,955 +2,896,264 +9.8%

YFy 2017 Requestincludes mandatory spending: $1.335B for Clean Transportation Plan, $674M for UED&D Fund, $150M for ARPA-E, and $100M for Science.
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Other Defense Activities
Proposed Appropriation Language

For Department of Energy expenses, including the purchase, construction, and acquisition of plant and capital equipment
and other expenses, necessary for atomic energy defense, other defense activities, and classified activities, in carrying out
the purposes of the Department of Energy Organization Act (42 U.S.C. 7101 et seq.), including the acquisition or
condemnation of any real property or any facility or for plant or facility acquisition, construction, or expansion,
[$774,425,000]15791,552,000, to remain available until expended: Provided, That [$253,729,000]5258,061,000 shall be
available until September 30, [2016]2017, for program direction.

Explanation of Changes

No change.

Other Defense Activities 7 FY 2017 Congressional Budget Justification



Other Defense Activities

($K)
FY 2015 FY 2015 FY 2016 FY 2017
Enacted Current Enacted Request
Other Defense Activities 754,000 754,000 776,425 791,552
Rescission of Prior Year Balances -551 -551 0 0
Total Other Defense Activities 753,449 753,449 776,425 791,552

Overview

The Other Defense Activities appropriation funds elements that relate to and support the defense-oriented activities within
the Department. These include Environment, Health, Safety and Security (EHSS), Enterprise Assessments (EA), Specialized
Security Activities (SSA), Legacy Management (LM), Hearings and Appeals (HA), and Defense Related Administrative Support
(DRAS). Funding from DRAS is used to offset funding within the Departmental Administration (DA) for work supporting
defense-oriented activities in the Department. DRAS represents one third of the Departmental Administration gross
spending level as NNSA represents a little more than a third of DOE’s total budget.

Highlights and Major Changes in the FY 2017 Budget Request

e Specialized Security Activities’ funding is increased in FY 2017 to assure coverage of National Security related activities.

e  EHSS funding provides for coordination and policy direction for the Insider Threat activities. Also, an increase in
funding will maintain Headquarters Security Operations and provide additional support for physical equipment
maintenance and replacement.

In FY 2015, the Department was reorganized into three Under Secretariats—Science and Energy, Nuclear Security, and
Management and Performance—that recognizes the complex interrelationship among DOE Program Offices. The FY 2017
Budget Request continues crosscutting programs which coordinate across the Department and seek to tap DOE’s full
capability to effectively and efficiently address the United States’ energy, environmental, and national security challenges.
These crosscutting initiatives will be discussed further within the Programs in which the crosscuts are funded. The below
ODA programs contains the following crosscut:

Cybersecurity: DOE is engaged in two categories of cyber-related activities: protecting the DOE enterprise from a range of
cyber threats that can adversely impact mission capabilities and improving cybersecurity in the electric power subsector
and the oil and natural gas subsector. The cybersecurity crosscut supports central coordination of the strategic and
operational aspects of cybersecurity and facilitates cooperative efforts such as the Joint Cybersecurity Coordination Center
(JC3) for incident response and the implementation of Department-wide Identity, Credentials, and Access Management
(ICAM).

FY 2017 Crosscuts ($K)
‘ Cybersecurity
Environment, Health, Safety and Security 5,409
Office of Enterprise Assessments 5,502
Office of Legacy Management 1,140
Total, Crosscuts 12,051

Other Defense Activities 8 FY 2017 Congressional Budget Justification



Environment, Health, Safety and Security
Office of Enterprise Assessments
Specialized Security Activities

Office of Legacy Management
Defense-Related Administrative Support
Office of Hearings and Appeals

Total, Other Defense Activities
Rescission

Total, Other Defense Activities

Other Defense Activities

Other Defense Activities

Funding by Congressional Control

($K)
FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
180,998 182,998 180,998 197,212 +16,214
73,534 71,534 73,534 76,473 +2,939
203,152 203,152 230,377 237,912 +7,535
171,980 171,980 167,180 154,320 -12,860
118,836 118,836 118,836 119,716 +880
5,500 5,500 5,500 5,919 +419
754,000 754,000 776,425 791,552 +15,127
-551 -551 0 0 0
753,449 753,449 776,425 791,552 +15,127
9 FY 2017 Congressional Budget Justification




Environment, Health, Safety and Security
Overview

The Office of Environment, Health, Safety and Security (EHSS) provides corporate leadership and strategic approaches for
protecting Department of Energy (DOE) workers, the public, the environment and national security assets. This is
accomplished through the maintenance of corporate-level policies and standards and providing implementation guidance;
sharing operating experience, lessons learned, and best practices; and providing assistance and supporting services to line
management with the goal of mission success as DOE’s environment, health, safety and security advocate.

EHSS accomplishes its overall mission in the following focus areas:

Environment, Health and Safety Policy and Support:

e Protecting the health and safety of DOE’s Federal and contractor workforce, addressing the health effects legacy of the
Nation’s nuclear weapons program, and conducting national and international health studies.

e Minimizing DOE’s radiological and other environmental footprints and improving DOE’s safety performance through
analysis, policy development, and sharing lessons learned.

e Promoting the safe design, construction and operation of DOE’s facilities, both nuclear and non-nuclear, and providing
cross-organizational leadership in resolving related issues.

Security Policy and Support:

e Establishing effective policies, through a collaborative, enterprise approach, by which the national security assets
entrusted to the Department are protected and secured.

e  Furthering DOE’s national security, nonproliferation and open governmental goals through the identification of
classified, controlled and unclassified information.

e  Providing specialized security services to DOE Headquarters facilities and securing the work environment for Federal
and contractor personnel.

As the Department’s environment, health, safety and security advocate, EHSS supports the Department by identifying the
risks in these areas that could jeopardize DOE’s mission. EHSS works closely with DOE line management who is ultimately
responsible for ensuring that the Department’s work is managed and performed in a manner that protects workers, the
public, and the Department’s material and information assets. As part of this partnership, EHSS develops and promulgates
environment, health, safety and security policy and provides expert advice and implementation assistance to help line
management accomplish the Department’s mission in a safe and secure manner. EHSS also represents the Department in
national and international environment, health, safety, and security matters.

EHSS plays a leadership role in meeting the Department’s expectation that all of its organizations embrace a healthy
organizational culture where safe and secure performance of work and involvement of workers are deeply, strongly, and
consistently held by managers and workers. EHSS contributes to more efficient and cost-effective mission accomplishment
by providing quality products and timely expertise aimed at eliminating or mitigating major risks that can lead to adverse
impacts to mission. EHSS also informs Secretarial decisions and improves DOE performance by providing expert advice to
the Department’s senior nuclear safety and nuclear security decision makers.

Working Capital Fund (WCF) estimates for FY 2017 have increased over the FY 2016 estimates to fund the third year of OPM
credit monitoring and projected inflation increases in existing WCF programs including corporate business systems, building
occupancy, interagency transfers, and telecommunications. EHSS’s share of this estimated increase is $1,946,000 and is
included in the Program Direction Budget Request.

Other Defense Activities/
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Environment, Health, Safety and Security
Environment, Health and Safety
Worker Safety
Nuclear Safety
Environment
Health Programs
Domestic Health Programs
Health Research
Former Worker Medical Screening
Employee Compensation Program
International Health Programs
Russian Health Studies
Japanese Health Studies
Marshall Islands Program

Total, Environment, Health and Safety
Security
Insider Threat Program
Security Operational Support
Classification, Declassification and Controlled Information
Security Investigations
Headquarters Security Operations
Total, Security
Total, Environment, Health, Safety and Security
Program Direction
Total, Environment, Health, Safety and Security
Rescission
Total, Environment, Health, Safety and Security

Environment, Health, Safety and Security
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted* Current! Enacted Request FY 2016
4,346 4,346 4,346 5,013 +667
5,696 5,696 5,696 5,768 +72
2,407 2,407 2,407 2,407 0
2,420 2,420 2,270 2,270 0
19,850 19,850 19,850 19,850 0
6,340 6,340 5,340 5,340 0
2,750 2,750 2,750 2,750 0
14,000 16,000 14,000 14,000 0
6,300 6,300 6,300 6,300 0
64,109 66,109 62,959 63,698 +739
2,000 2,000 3,000 3,000 0
5,762 5,762 5,762 6,462 +700
8,457 8,457 8,607 9,757 +1,150
7,445 7,445 7,445 8,705 +1,260
30,990 30,990 30,990 39,071 +8,081
54,654 54,654 55,804 66,995 +11,191
118,763 120,763 118,763 130,693 +11,930
62,235 62,235 62,235 66, 519 +4,284
180,998 182,998 180,998 197,212 +16,214
-87 -87 0 0 0
180,911 182,911 180,998 197,212 +16,214

1 Reflects a reprogramming of $2,000,000 between Enterprise Assessments and the Office of Environment, Health, Safety and Security in FY 2015.

Other Defense Activities/
Environment, Health, Safety and Security
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Environment, Health, Safety and Security
Explanation of Major Changes ($K)

FY 2017 vs
FY 2016
Enacted
Environment, Health, Safety and Security:
Program Direction: Provides increases for salaries and benefits, working capital fund, and information technology, and an increase of 2 FTEs for the
Employee Concerns program. +4,284
Headquarters Security Operations: The increase includes funding for the Protective Force contract that was awarded in April 2015 to meet the increased
labor costs and security measures to meet the current Interagency Security Committee (DHS) standards ($7,981,000) and an increase of $100,000 for
Headquarters Physical Security Systems to include the cost, maintenance, and replacement of the access control system at both the Forrestal and
Germantown facilities, replacement of the current security turnstile system, and the Classified Waste Destruction Facility, located in Germantown. +8,081
Nuclear Safety: An increase for cost escalation for the Filter Test Facility. +72
Security Operational Support: An increase for Security Technology Integration to provide for the identification and assessment of effective, safe and
reliable physical security technologies to replace systems currently in operation at nuclear facilities, laboratories, the Strategic Petroleum Reserve and the
Department’s Power Marketing Administrations. The increase is also for Vulnerability Assessments, and this is offset by a decrease to the Human
Reliability Program. +700
Security Investigations: Increase is for costs by OPM to conduct security clearance investigations, and an increase in costs for the issuance of HSPD-12
credentials. +1,260
Classification/Declassification: Increase is to provide additional support for the timely review of classified documents to prevent the
inadvertent release of sensitive information to the public. +1,150
Worker Safety: Increase is for the Employee Concerns Program being transferred to EHSS, and an increase for Information Technology. +667
Total, Environment, Health, Safety and Security +16,214

Other Defense Activities/
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Environment, Health and Safety

Description

The Environment, Health and Safety subprogram provides technical and analytical expertise to protect and enhance the
safety of DOE workers, the public, and the environment. This subprogram maintains policies and guidance for the
establishment of safe, environmentally sound work practices to achieve best-in-class performance in occupational, facility,
nuclear, and radiation safety; protection of the environment and cultural and natural resources; and quality assurance.
Environment, Health and Safety provides assistance to DOE offices and laboratories through site-specific activities, such as
nuclear facility safety basis reviews, and corporate-wide services, such as accrediting commercial laboratories used by DOE
sites for regulatory compliance and employee monitoring programs; administering the accident investigation program;
supporting the Radiation Emergency Assistance Center/Training Site; and testing of high efficient particulate air filters.
Corporate databases, such as those pertaining to accidents and illnesses, occurrence reporting, radiation monitoring and
dose assessment, safety basis information, and hazardous substances inventories are maintained and used to support
analyses of health and safety performance for senior management.

Environment, Health and Safety provides technical support for the implementation of Department-wide safety and
environmental programs such as the DOE Federal occupational safety and health program, the voluntary protection
program which encourages and rewards safety performance that exceeds industry averages through universally recognized
certifications, environmental management systems which support sustainable practices that promote pollution prevention,
greenhouse gas reduction, and effective resource utilization, and radiological clearance and control programs for the safe
reuse and recycle of DOE equipment and materials and radiological release of lands and buildings. These DOE-wide safety
and environmental programs are integrated with mission activities to optimize protection and effective implementation.

The Environment, Health and Safety subprogram also provides support to the Department of Labor for the implementation
of the Energy Employees Occupational lliness Compensation Program Act, the former worker medical screening program,
and radiation health studies in Japan and Russia. These projects and programs provide for the evaluation and
documentation of health effects and outcomes that support the basis for national and international worker protection
policies and standards, which, in turn, provide updated levels of protection appropriate for the risk posed to DOE workers
and the public.

In FY 2017, Environment, Health and Safety will continue:

e Developing cost-effective solutions for achieving best-in-class safety performance founded on integrated safety
management and enhanced through such concepts as safety culture, voluntary protection, and environmental
management systems.

e Honoring the national and Departmental commitment to current and former workers through cost-effective
implementation of the former worker medical screening program and support to the Department of Labor for the
implementation of the Energy Employees Occupational lliness Compensation Program Act.

Worker Safety

Worker safety and health policies establish Department-wide safe work practices to achieve best-in-class safety
performance as compared to industrial operations resulting in work conducted with a full understanding of health and
safety related risks and controls necessary to mitigate those risks leading to minimization or avoidance of worker
compensation liabilities. Funding provides for the maintenance of existing standards and the development of new
requirements based on new or evolving working conditions and new developments in health science; technical assistance to
DOE programs, laboratories, and sites in implementing health and safety requirements and programs; promotion of
improvements in overall safety culture; and implementation of corporate health- and safety-related programs and
information technology systems. Funding also provides for collecting, analyzing, and trending operational data to identify
strengths and weaknesses of safety programs in support of continuous improvement in safety performance and cost
effective implementation. Funding provides for the Employee Concerns Program that manages and provides a DOE
enterprise approach to ensure that employee concerns related to environment, health, safety and security and the
management of DOE and NNSA programs and facilities are addressed.

Nuclear Safety
Nuclear Safety activities include establishing and maintaining nuclear safety policies and requirements to ensure adequate

Other Defense Activities/
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protection of workers, the public, and the environment from hazards associated with the design and operation of DOE
nuclear facilities. This includes the establishment of general facility safety requirements in fire protection, response to
natural phenomena, maintenance, and quality assurance to ensure that products and services meet or exceed the
Department's objectives. Nuclear safety provides assistance to field elements in implementing requirements and resolving
issues; and provides oversight of DOE nuclear operations and facilities.

Environment

Environmental activities support DOE’s strategic sustainability performance objectives by fostering efficient use of resources
and energy, assisting in the responsible management of natural and cultural resources on and around DOE facilities,
reducing DOE’s carbon footprint, and avoiding future environmental liabilities. Funding provides technical support for the
development of policies, requirements, and guidance related to environmental compliance; the encouragement of green
purchasing; sustainable environmental stewardship, pollution prevention, and greenhouse gas reduction; and
implementation of environmental performance tracking across the DOE complex. Environmental activities also provide
technical support to ensure DOE’s public and environmental radiation protection program is consistent with the
Department’s risk management strategies and national and international radiation protection standards associated with the
management of DOE radioactive wastes and associated property and is based on sound science and risk management
principles. Funding supports programs that provide assurance that environmental monitoring and sampling data meet DOE
data quality objectives and ensures computer codes that are used to demonstrate compliance with DOE public and
environmental protection requirements are appropriate and employ the best science. Funding also supports the
development and maintenance of plans, models, and guidance to respond to radiological- and nuclear-related emergencies
and support for interagency and national consensus standard development with a goal to harmonize Federal radiation
protection policies and guidance for protection of the public and environment.

Domestic Health Programs:

Health Research

Domestic health research activities provide for the conduct of health studies on DOE workers and communities surrounding
DOE sites, technical assistance to DOE Programs in addressing specific health issues, support to national assets used to
respond to radiological events throughout the country, and expertise to support national and international efforts in
response to disease outbreaks. These activities also support the maintenance of the electronic comprehensive
epidemiologic data resource; the beryllium and U.S. transuranium and uranium registries; and the illness and injury
surveillance database and access to the data these systems contain.

Former Worker Medical Screening

Former worker medical screening activities provide for the conduct of medical screenings for former DOE and DOE-related
beryllium vendor employees to identify adverse health conditions that may have resulted from work conducted at DOE or
DOE-related beryllium vendor facilities on behalf of DOE, as mandated by Congress in the FY 1993 Defense Authorization
Act (Public Law 102-484). Workers who are found to have illnesses related to work on behalf of DOE are referred to the
Department of Labor for potential compensation through the Energy Employees Occupational Illness Compensation
Program Act.

Employee Compensation Program

DOE Energy Employees Occupational Iliness Compensation Program Act (EEOICPA) activities support the implementation of
Parts B and E of the Act by the Department of Labor to provide compensation to DOE and DOE-related vendor employees
who have become ill as a result of work for DOE. Part B provides for compensation to workers with beryllium disease,
silicosis, or radiation-induced cancer, and Part E provides for compensation and medical benefits to DOE contractor and
subcontractor employees whose illnesses were caused by exposure to any toxic substance, such as beryllium or other
chemical hazards. DOE’s support consists primarily of providing information regarding employment status, exposures to
radiation and toxic substances, and operational history of DOE facilities to the Department of Labor, the National Institute
for Occupational Safety and Health, and the President’s Advisory Board on Radiation and Worker Health in support of claims
filed by current and former DOE Federal and contractor employees.

International Health Programs:

Russian Health Studies

Other Defense Activities/
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The Russian health studies program supports the collaborative radiation health effects research program between U.S. and
Russian scientists to determine the risks associated with working at or living near Russian former nuclear weapons
production sites. The research is performed under the Cooperation in Research on Radiation Effects for the Purpose of
Minimizing the Consequences of Radioactive Contamination on Health and the Environment, an agreement between the
United States and Russia that was signed in 1994 and renewed in 2000, 2007, and 2011. The agreement is implemented
through the Joint Coordinating Committee for Radiation Effects Research, representing agencies from the United States and
the Russian Federation. The goals of the program are to better understand the relationship between health effects and
chronic, low-to-medium radiation exposure; determine radiation-induced cancer risks from exposure to gamma, neutron,
and alpha radiation; and improve and validate U.S. and international radiation protection standards and practices.

Japanese Health Studies

The Japanese health studies activity supports the Radiation Effects Research Foundation, managed through a bi-national
agreement between the United States and Japan, to conduct epidemiologic studies and medical surveillance of the survivors
of the atomic bombings of Hiroshima and Nagasaki. The foundation engages in innovative science to develop new research
methods and approaches for assessing radiation health effects that are used as a basis for the development of radiation
standards.

Marshall Islands Program

The Marshall Islands program provides for medical surveillance and treatment of Marshallese citizens affected by the
nuclear weapons testing conducted by the United States in the Pacific Ocean between 1946 and 1958. The program also
provides for environmental monitoring in support of safe resettlement of four atolls affected by the testing. The work is
performed as required by the Compact of Free Association Acts of 1986 and 2003 between the United States and the
Republic of the Marshall Islands and the Insular Areas Act of 2011 requiring enhanced monitoring of Runit Island Nuclear
Waste Containment Structure beginning in FY 2013.

Other Defense Activities/
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Activities and Explanation of Changes

Health and Safety

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Environment, Health, Safety and Security
$62,959,000

$63,698,000

+$739,000

Worker Safety $4,346,000

$5,013,000

+$667,000

e Research, update, and maintain existing DOE
regulations, directives and technical standards,
and develop new safety and health requirements
based on new or evolving working conditions,
when warranted;

e Provide technical assistance to DOE programs,
laboratories, and sites in the implementation of
health and safety requirements and programs,
such as integrated safety management;

e Provide support in development of technical
qualification standards and description of
required competencies and training for Federal
staff involved in management of defense nuclear
facilities;

e Promote the implementation of the DOE
voluntary protection program, which encourages
and rewards safety performance that exceeds
industry averages;

e Provide for the health and safety aspects of the
DOE human reliability program, designed to

ensure that individuals who occupy positions that

afford access to certain national security
materials and nuclear explosive devices meet

high standards for trustworthiness, dependability,

and physical and mental reliability;

e Provide technical support for the implementation

of the DOE contractor employee assistance
program that provides for the collection and

analysis of causes of lost time and disabilities and

the medical and psychological interventions
available to reduce those losses;

e Maintain the electronic Radiation Exposure
Monitoring System, which serves as the

e Continuation of all FY 2016 activities; and

e Support the DOE enterprise-wide Employee
Concerns Program that provides management
and administration of the program to ensure that
employee concerns related to environment,
health, safety, and security and the management
of DOE and NNSA programs and facilities are
addressed utilizing well established processes
that include prompt identification, reporting, and
resolution of employee concerns regarding DOE
facilities or operations in a manner that provides
the highest degree of safe operations.

Increase is for the Employee Concerns program
transferred from the Office of Economic Impact and
Diversity. There is also an increase to information
technology due to increased costs of services.

Other Defense Activities/
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Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016

Department’s central repository for radiation
exposure information at DOE in support of 10
C.F.R. 835, Occupational Radiation Protection,
Subpart |, requirements regarding annual
monitoring of individual occupational radiation
exposure records for DOE employees,
contractors, and subcontractors, as well as
members of the public who visit DOE sites;

e Provide technical support for the implementation
of the DOE Federal employee occupational safety
and health program, as required by Presidential
Executive Order 12196, Occupational Safety and
Health Programs for Federal Employees; Section
19 of Public Law 91-596, the Occupational Safety
and Health Act of 1970; and 29 C.F.R. 1960, Basic
Program Elements for Federal Employee
Occupational Safety and Health Programs and
Related Matters;

e Conduct and communicate analysis and trending
of safety performance information to identify
excellent performance and areas needing
improvement in order to reduce or prevent
adverse events and injuries and minimize mission
interruptions;

e Provide information to DOE operating entities
regarding operating experience, lessons learned,
and suspect, defective, and counterfeit items;

e Provide overall program administration and
assistance, including training, to DOE program
offices in support of implementing the
Department’s accident investigation program,
which provides for independent Federal
investigations of high-consequence incidents
involving worker fatalities or serious injuries,
acute exposures to radiation or chemicals,
environmental releases, or significant loss of
capital assets. Upon request or as directed by
DOE leadership, assist DOE program offices in

Other Defense Activities/
Environment, Health, Safety and Security 17 FY 2017 Congressional Budget Justification



Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016

conducting specific accident investigations;

e  Maintain the differing professional opinion
program and process, including a web page and
online submittal form that DOE and contractor
employees can use to identify and document
differing professional opinions concerning
technical issues;

e  Maintain corporate health- and safety-related
information management technology systems,
such as the Computerized Accident/Incident
Reporting System, the Occurrence Reporting and
Processing System, the Radiation Exposure
Monitoring System, and the lessons learned
system; and

e Support continuous improvement in meeting the
Department’s safety culture and safety conscious
work environment (SCWE) across the complex
and to ensure consistent leadership and focus on
all aspects of DOE’s safety culture initiatives.

Nuclear Safety $5,696,000 $5,768,000 +$72,000

e Assess, update, and maintain DOE regulations, e Continuation of all FY 2016 activities. Provides for cost escalation for operation of the Filter
directives, and technical standards and lead the Test Facility.
development of nuclear safety and quality
assurance requirements based on new or
evolving facility hazards and/or operating
conditions, when warranted (including fire
protection, natural phenomena hazards, nuclear
materials packaging, and maintenance);

e  Maintain a DOE-wide nuclear safety research and
development program to provide corporate-level
leadership supporting the coordination and
integration of nuclear safety science and
technology, share nuclear safety research and
development information across the Department,
and coordinate the conduct of nuclear safety
research and development activities;

e  Provide technical assistance to DOE program and
line organizations, national laboratories, and sites
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Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016

in implementing nuclear safety and quality
assurance requirements and programs and
resolving issues and recommendations identified
by the Defense Nuclear Facilities Safety Board;

e Provide technical assistance to national standards
development organizations in developing and
maintaining nuclear safety and quality assurance
consensus standards;

e  Support DOE program offices in assessing
conduct of operations, maintenance, and/or
training evaluations for hazard category 1, 2, and
3 nuclear facilities prior to authorizing startup or
restart of these facilities or their operations;

e Facilitate continuous improvement to the DOE
facility representative and safety system
programs, supporting approximately 280 site
office resident nuclear safety subject matter
experts funded by and reporting to DOE line
management;

e Assist in coordinating information exchanges in
various safety concepts relevant to DOE including
nuclear safety; safety and organizational culture,
high reliability performance and human
performance improvement; and probabilistic risk
assessment with the Institute of Nuclear Power
Operations, a non-profit organization established
by the commercial nuclear power industry to
promote the highest levels of safety and reliability
in the operation of nuclear power plants;

e  Maintain web-based systems to provide the
status of the safety basis of each hazard category
1, 2, or 3 DOE nuclear facility and provide public
information on how to obtain copies of safety
basis and related documents for DOE nuclear
facilities;

e Implement safety software quality assurance
activities that provide for the maintenance of the
DOE safety software central registry of approved
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FY 2016 Enacted FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

computer codes, including a user-oriented
communication forum, and operation of the
safety software expert working group for enabling
effective and consistent use of high-quality safety
software across DOE; and

e Provide for the testing of 100 percent of all high
efficiency particulate air filters used in safety
class and safety significant systems, and other
ventilation systems for confinement of
radioactive materials prior to their use at DOE
nuclear facilities.

Environment $2,407,000 $2,407,000

$0

e Research, update, and maintain existing DOE e Continuation of all FY 2016 activities.
regulations, directives, and technical standards,
and develop new sustainability, environmental
protection, and public radiation protection
requirements based on new or evolving science,
protection strategies, national radiation
protection guidance, and techniques based on
new or evolving DOE activities and programs,
when warranted;

e  Provide technical assistance to DOE programs,
laboratories, and sites in implementing
sustainability, environmental protection, and
public radiation protection requirements and
programs;

e  Provide technical support to DOE site and
program offices and laboratories in evaluating
and resolving regulatory compliance issues
through the interpretation of regulatory
requirements, development of cost-effective
implementation strategies, and maintenance of
web-based compliance tools;

e Coordinate and develop consolidated responses
to proposed changes in environmental
regulations that may impact Departmental
operations, in order to improve implementation
and optimize the use of protective resources;

No change in work scope.
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Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016

e Review data from environmental reports required
by Federal and state environmental protection
agencies to validate adherence to reporting
requirements; evaluate the effectiveness of the
Department’s toxic chemical release reduction
and pollution prevention efforts; produce annual
reports on DOE environmental sustainability
performance; and develop annual radionuclide
emissions summaries submitted to the
Environmental Protection Agency under an
interagency agreement;

e Conduct proficiency and quality assurance audits
and reviews of environmental analytical
laboratories and commercial waste treatment,
storage, and disposal vendors used by DOE
operating entities in support of ongoing
operations, remediation, and other cleanup
projects; compliance programs; and long-term
monitoring and surveillance activities to ensure
consistency of services while minimizing the
number of DOE audits of these commercial
service providers;

e Support development and maintenance of
software toolkits to assist DOE operating
elements in meeting data quality objectives
related to environmental field sampling and to
support user training at DOE field element sites;

e Administer the DOE environmental awards
program such as the Green Buy Awards and the
Migratory Birds Protection awards and support
the Department in other sustainability awards
programs that recognize DOE entities for
outstanding achievement in sustainable
environmental stewardship;

e Provide assistance to and oversight of DOE site
property radiological clearance and control
programs to ensure the public and environment
are protected from radiological harm associated
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Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016

with the use or disposition of DOE property;

e Continue development and maintenance of
residual radioactivity models and codes that
support evaluations and safe disposition of lands,
structures, equipment, soil, and other material
that may contain small amounts of residual
radioactive material;

e Support development of Federal radiation
protection policies and guidelines and consistent,
cost effective implementation of radiation
protection programs within DOE including the
review, evaluation and implementation of the
2014 and 2015 updates to the recommendations
of the International Commission on Radiological
Protection and associated revisions to Federal
guidance reports on radiation protection;

e Provide assistance to support development and
effective use of national consensus standards for
radiation protection, radioactive waste and
materials management, environmental
protection, and climate change preparedness;

e Support the Center for Radiation Protection
Knowledge at the Oak Ridge National Laboratory
to ensure U.S. leadership in radiation dosimetry
and risk assessment; and

e Maintain operational guidelines and other
radiological criteria that support protective action
decisions and Federal policy governing response
to and recovery from radiological and nuclear
terrorism incidents (radiological dispersal devices
and improvised nuclear devices) and major
nuclear accidents and support NNSA emergency
response and preparedness activities associated
with such incidents.

Domestic Health Programs $27,460,000 $27,460,000 1]

Health Research 52,270,000 Health Research 52,270,000
e Provide for the operation and maintenance of the e  Continuation of all FY 2016 activities. No change to work scope.
electronic comprehensive epidemiologic data
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FY 2016 Enacted FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

resource, the illness and injury surveillance
database, and the U.S. transuranium and uranium
registries;

e Support the Radiation Emergency Assistance
Center/Training Site, which provides medical
expertise to DOE occupational medicine clinics,
supplies chelating pharmaceuticals to treat
radiation-exposed workers, and trains physicians
to respond to radiological accidents anywhere in
the United States;

e Provide for the maintenance of the beryllium
registry, which collects, analyzes, summarizes,
and disseminates health and exposure data to
improve chronic beryllium disease prevention
programs; and

e Provide for the conduct of public health studies
and other activities performed by the
Department of Health and Human Services
through the National Institute for Occupational
Safety and Health, the National Center for
Environmental Health, and the Agency for Toxic
Substances and Disease Registry to provide third-
party objectivity regarding the effect of DOE
operations on communities surrounding DOE
sites.

Former Worker Medical Screening $19,850,000 Former Worker Medical Screening $19,850,000
e Conduct site assessments to identify groups of at- e  Continuation of all FY 2016 activities.

risk former DOE Federal and contractor/
subcontractor workers and DOE site-specific
exposures;

e Provide for outreach efforts to inform former
workers of the availability and benefits of the
program;

e Provide for approximately 8,000 medical
screenings annually to check for adverse health
effects that could be related to occupational
exposures to radiation, noise, beryllium, asbestos,
silica, lead, cadmium, chromium, and solvents,

No change in work scope.
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FY 2016 Enacted FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

conducted by independent health experts
through seven cooperative agreements held by a
consortia of universities, labor unions, and
commercial organizations throughout the United
States with expertise in administration of medical
programs;

e Refer workers who are found to have illnesses
related to work on behalf of DOE to the
Department of Labor for potential compensation
through the Energy Employees Occupational
Iliness Compensation Program Act; and

e Support the DOE central institutional review
board, jointly funded with Science and the
National Nuclear Security Administration, which
reviews all medical screening programs funded by
DOE and/or involving the DOE workforce to
ensure that the risks to human participants are
minimized and reasonable in relation to the
anticipated benefits.

Employee Compensation Program 55,340,000 Employee Compensation Program 55,340,000
e Conduct searches for records related to the e Continuation of all FY 2016 activities.

employment and hazardous exposures for
workers who applied to the Department of Labor
for benefits under EEOICPA, declassify relevant
records, and provide copies of those records to
the Department of Labor and the National
Institute for Occupational Safety and Health;

e Provide for large-scale records research projects
conducted by the Department of Labor, the
National Institute for Occupational Safety and
Health, and the President’s Advisory Board on
Radiation and Worker Health;

e Provide for the continued transition of hard copy,
paper records to electronic records, as well as
records indexing projects to improve the
efficiency of responses to the Department of
Labor and the National Institute for Occupational
Safety and Health; and

No change in work scope.
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Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016

e  Continue coordination and interface between
former worker medical screening activities and
EEOICPA activities, including identifying
mechanisms for outreach to former workers and
enhancing the exchange of medical, site, and
exposure information among former worker
medical screening service providers, the
Department of Labor, and the National Institute
for Occupational Safety and Health to assist the
agencies tasked with adjudicating claims.

International Health Program $23,050,000 $23,050,000 SO

Russian Health Studies 52,750,000 Russian Health Studies $2,750,000
e Provide for the conduct of radiation exposure e Continuation of all FY 2016 activities. No change in work scope.
historical dose reconstruction studies,
epidemiologic studies, and for a tissue repository
of Russian nuclear workers and people living in
communities surrounding the Russian nuclear
facilities;
e Assess radiation health effects of ionizing
radiation; and
e  Publish analyses of radiation health effects
assessments.

Japanese Health Studies 514,000,000 Japanese Health Studies 514,000,000
e Conduct epidemiologic studies and medical e Continuation of all FY 2016 activities. No change in work scope.
surveillance of the survivors of the atomic
bombings of Hiroshima and Nagasaki;
e Assess radiation health effects of ionizing
radiation; and
e  Publish analyses of radiation health effects
assessments.
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Explanation of Changes
FY 2016 Enacted FY 2017 Request EY 2017 vs EY 2016
Marshall Islands Program 56,300,000 Marshall Islands Program 56,300,000
e Conduct whole-body counting and plutonium e Continuation of all FY 2016 activities. No change in work scope.

urinalyses to measure individual exposure to
radionuclides;

e Conduct comprehensive annual screening
examinations;

e Provide medical care for specified Marshallese;
and

e Provide environmental monitoring services in
support of resettlement activities.
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Security

Description

The Security subprogram provides support to develop and assist in the implementation of safeguards and security programs
that provide protection to national security and other vital national assets entrusted to DOE, and to implement the U.S.
Government’s nuclear weapons-related technology classification and declassification program. Policies and guidance related
to physical, personnel, and information security and nuclear materials accountability are designed to promote
responsiveness to national security needs and changing threat environments. Assistance is provided to DOE programs and
site offices and laboratories via working groups, site-specific support, and corporate program support to implement cost-
effective security measures tailored to Departmental mission accomplishment. Corporate security-related information
management systems are maintained to identify and reduce the potential for undue risk to individual sites, the Department,
and national security. This subprogram also provides for the continuous physical protection and security of DOE facilities
and information in the National Capital Area and access authorization security background investigations for DOE
Headquarters Federal and contractor personnel. Additionally, DOE implements the information control program for the U.S.
Government to mitigate national security threats by preventing the release of information regarding weapons of mass
destruction and other data that could lead to damage of the Nation’s energy infrastructure. Support is also provided to
review over 400 million pages of documents at the National Archives for potential release as required by Executive Order
13526.

In FY 2017, Security activities will include developing comprehensive, reasonable, and cost effective security policies and
operational guidelines to assure that the Nation’s nuclear and energy assets and DOE’s personnel and facilities are secure
from insider and external threats.

Insider Threat Program

The DOE Insider Threat Program is intended to deter cleared employees from becoming insider threats; detect insiders who
pose a risk to personnel, facilities, or classified or sensitive information; and mitigate the risks through administrative,
investigative or other response actions. The Deputy Secretary of Energy designated an EHSS Senior Executive as the Senior
Insider Threat Official to provide guidance and oversight for the insider threat program. On a continuing basis this
Designated Senior Official advises and reports directly to the Secretary and Deputy Secretary regarding the planning,
construct and operation of the Insider Threat Program. In FY 2017, the Insider Threat Program will continue to cut across
several components of DOE and the Designated Senior Official will continue to coordinate resource needs with those
components. This budget justification shows only the funding needed to implement EHSS'’s share of program
responsibilities. Funding provides the DOE share for the inter-agency Security, Suitability and Credential Line of Business
(SSCLoB) budget supporting Executive Branch-wide reforms to the security clearance, employment suitability, and
credentialing processes and reform efforts pursuant to addressing the Administration's Insider Threat and Security
Clearance Reform Cross-Agency Priority Goal.

Security Operational Support

Security operational support provides technical expertise to develop safeguards and security requirements and guidance;
provide assistance to DOE operations; conduct security technology research, development, test and evaluations to
effectively mitigate current and emerging threats; and maintain and manage corporate-level safeguards and security-related
programs and information technology systems. These activities support Departmental objectives by providing an
appropriately tailored level of security requirements and cost effective protection options for a wide range of scientific,
research, and national security operations based on the significance of the national assets involved. Security policies,
requirements, and guidance are developed to be clear and easily implemented, with the goal of securing nuclear material
and classified matter and protecting the highly specialized DOE workforce.

Classification, Declassification, and Controlled Information

The classification, declassification, and controlled information activity ensures that the Department meets its statutory
responsibility to implement the U.S. Government-wide program to classify and declassify nuclear weapons-related
information (i.e., Restricted Data and Formerly Restricted Data) in order to prevent proliferation of nuclear weapons and
technology. This activity supports the implementation of Executive Order 13526, Classified National Security Information, to
classify other information critical to national security (i.e., National Security Information), such as security-related
information concerning U.S. nuclear sites, energy critical infrastructure, and chemical/biological and radiological dispersal
devices. Funding provides for declassification review of DOE records and the development of policies, requirements, and
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guidance and technical support for the protection of controlled unclassified information.

Security Investigations

Security investigation activities provide for background investigations conducted by the Office of Personnel Management
and the Federal Bureau of Investigation of DOE Headquarters Federal and contractor personnel who require access to
classified information or certain quantities of special nuclear material, as required by Section 145 of the Atomic Energy Act
of 1954 (as amended) and Executive Order 12968, Access to Classified Information. The conduct of investigations and
granting of access authorizations are based on 10 C.F.R. 710, Criteria and Procedures for Determining Eligibility for Access to
Classified Matter or Special Nuclear Material. DOE program offices provide funding for security investigations for personnel
whose access authorizations are managed through offices other than DOE Headquarters.

This activity also provides support to personnel security programs associated with maintaining access authorizations to
personnel who meet the criteria noted above. The conduct of investigations and granting of access authorizations is based
on 10 C.F.R. 710, Criteria and Procedures for Determining Eligibility for Access to Classified Matter or Special Nuclear
Material.

Headquarters Security Operations

Headquarters security operations provide a comprehensive safeguards and security program for the protection of DOE
Headquarters facilities and assets in the Washington, DC, area. This is accomplished through the deployment of a protective
force; security education programs; the management and operation of countermeasures, alarms, and access control
equipment; and the implementation of security-related programs. Funding provides for a secure work environment and
assures management, workers, and stakeholders that activities within Headquarters facilities are effectively protected.
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Activities and Explanation of Changes

Security

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Security $55,804,000

Security $66,995,000

+$11,191,000

Insider Threat Program $3,000,000

$3,000,000

$0

e Develop and maintain a robust program to deter,
detect, and centrally analyze and respond to
insider threats facing the Department;

e Deploy information technology enabled
techniques, detectors, and triggers on all DOE
and NNSA classified and unclassified computer
networks to identify anomalous activity;

e Enhance existing information-sharing
partnerships with law enforcement, intelligence,
and community organizations;

e Develop measures of success and program
review criteria.

e Develop and implement insider threat program
training in fundamentals of counterintelligence,
security, agency procedures for insider threat
response, as well as applicable laws and
regulations on gathering, integrating, retaining,
safeguarding and use of collected insider threat
data; and

e  Produce an annual report for the Secretary to
provide to the President.

e Provide for the inter-agency Security, Suitability
and Credentialing Line of Business operating
budget.

e Develop and maintain a robust program to deter,
detect, and centrally analyze and respond to
insider threats facing the Department;

e Enhance existing information-sharing
partnerships with law enforcement, intelligence,
and community organizations;

e Assist Field Sites in the establishment of Local
Insider Threat Working Groups.

e Develop measures of success and program
review criteria.

e Develop and implement insider threat program
training in fundamentals of counterintelligence,
security, agency procedures for insider threat
response, as well as applicable laws and
regulations on gathering, integrating, retaining,
safeguarding and use of collected insider threat
data; and

e  Produce an annual report for the Secretary to
provide to the President.

e Provide for the inter-agency Security, Suitability
and Credentialing Line of Business operating
budget.

Assist Field Sites in the establishment of Local Insider
Threat Working Groups.

Security Operational Support $5,762,000

$6,462,000

$+700,000

e Research, update, and maintain existing DOE
regulations, directives and technical standards,
and develop new safeguards and security
requirements based on new or evolving threats
or working conditions, when warranted;

e Provide technical assistance to DOE programs,
laboratories, and sites in implementing
safeguards and security requirements and
programs;

e Continuation of all FY 2016 activities; and

e Provide for the identification and assessment of
effective, safe and reliable physical security
technologies to replace systems currently in
operation at nuclear facilities, laboratories, the
Strategic Petroleum Reserve and the
Department’s Power Marketing Administrations.
Security technology assessments will be
conducted on systems having the highest cost-

An increase for Security Technology Integration to
provide for the identification and assessment of
effective, safe and reliable physical security
technologies to replace systems currently in
operation at nuclear facilities, laboratories, the
Strategic Petroleum Reserve and the Department’s
Power Marketing Administrations. An additional
increase is also for Vulnerability Assessments, and
this is offset by a decrease to the Human Reliability
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

e Provide technical support, training, and
awareness materials for the security-related
aspects of the human reliability program,
including deployment of the human reliability
program database and standard certification
management system to ensure that over 10,000

individuals with access authorizations/clearances

who occupy positions requiring access to special
nuclear materials, nuclear explosive devices, or
related facilities and information meet the
highest standards of reliability and physical and
mental suitability;

e Provide support to the security awareness
special interest group for DOE and contractor
safeguards and security awareness coordinators
to share security awareness methods and
products, solve problems, and disseminate
security-related information to satisfy
Presidential and other regulatory requirements;

e Operate, maintain, and perform data analysis of
the electronic Safeguards and Security
Information Management System, a centralized
classified browser-based database that serves as
the repository of current and historical DOE
safeguards and security information pertaining
to inspection deficiencies, corrective action
status, facility clearance levels, classified
addresses, and asset information;

e Provide technical support and assistance for risk
communication, risk management, vulnerability
assessments, and security system performance
evaluations, verifications, and validations, which
are used to identify and cost-effectively address
and mitigate current and emerging threats to
Departmental assets at the site level;

e Provide assistance to DOE programs, sites, and
laboratories in the use of security technology as
a means to mitigate vulnerabilities, reduce

benefit potential while driving down risk from an
enterprise perspective.

Program.
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FY 2016 Enacted FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

recurring costs, and lessen environmental
impacts, and maintain the Security Technology
Information Archive for the collection, storage,
and dissemination of security technology cost,
performance, safety, and implementation
information; and

e  Maintain corporate security-related information
technology systems, such as the DOE electronic
Foreign Ownership, Control, or Influence
program mandated by the Federal acquisition
regulations system (48 C.F.R. 904.7003, 952.204-
2, 970.0404, 904.404, and 952.204-73) and by
Executive Order 12829, National Industrial
Security Program; the DOE foreign visits and
assignments program that enables foreign
nationals’ participation in unclassified DOE work,
as well as classified visits involving foreign
nationals; and the Radiological Source Registry
and Tracking database, which is used to
inventory approximately 18,000 radioactive
sealed sources at DOE sites in support of the
Department’s nonproliferation and antiterrorist
programs, U.S. and DOE regulatory compliance,
and international treaty obligations.

Classification, Declassification and Controlled Information
$8,607,000 $9,757,000

+$1,150,000

e Provide technical support in developing U.S. e Continuation of all FY 2016 activities.

Government and DOE-wide policy and technical
guidance to ensure that classified nuclear
weapons-related information and other
information critical to national security and to
U.S. Governmental, commercial, or private
interests is identified for proper protection;

e Provide specialized technical expertise to foreign
governments and to DOE and other U.S.
departments and agencies regarding the national
security implications of classification and
declassification decisions for nuclear

Increase is to provide additional support for the
timely review of classified documents to prevent the
inadvertent release of sensitive information to the
public.
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FY 2016 Enacted FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

proliferation issues;

e  Provide training and certification of DOE and
other agency personnel in classification and
information control programs and related areas;

e Provide support to the National Declassification
Center for review of 400 million pages at the
National Archives and follow-on record
collections;

e Review documents in support of DOE operations
and other U.S. Government entities, such as
Congress, Presidential Libraries, U.S. Patent
Office, the Defense Nuclear Facilities Safety
Board, the Government Accountability Office,
and the Inspector General; and

e  Perform the final review of classified DOE
documents and documents containing DOE
equities from all U.S. Government departments
and agencies, including DOE, when they are
requested under the Freedom of Information Act
and the mandatory provisions of Executive Order
13526, to ensure that DOE classified and
controlled information is identified and
protected from unauthorized release to the
public as required by 10 C.F.R. 1004, Freedom of
Information, and 10 C.F.R. 1045, Nuclear
Classification and Declassification.

Security Investigations $7,445,000 $8,705,000

+$1,260,000

e Provide for the Federal Bureau of Investigation to  Continuation of all FY 2016 activities.
conduct background investigations of DOE
Headquarters Federal and contractor employees
applying for or occupying sensitive positions, as
dictated by the Atomic Energy Act (as amended).
Provides for initial background investigations,
periodic reinvestigations, and reimbursement for
fingerprint and name checks;

e Provide for the Office of Personnel Management
to conduct most background investigations of
DOE Headquarters Federal and contractor

Increase funding required due to price increase for
background investigations. Also, the FY 2017
reinvestigation caseload is expected to increase.
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

employees. Funding provides for initial single-
scope background investigations, periodic
reinvestigations, and initial and reinvestigation
national agency checks;

e Research, update, and maintain existing DOE
regulations, directives, and technical standards,
and develop new personnel security
requirements based on new or evolving threats
or working conditions, when warranted;

e Provide technical assistance to DOE programs,
laboratories, and sites in implementing
personnel security requirements and programs;

e Conduct corporate-level access authorization
adjudications (i.e., performing case reviews,
conducting evaluations, and preparing decision
packages), as necessary;

e Operate and manage the electronic DOE
Integrated Security System, which consists of
interrelated databases and associated client
applications and web pages that automate the
processing and tracking of access authorizations,
access and visitor control, personal identity
verification, and related personnel security
processes; and

e Continue deployment of the personnel security
case management system, as well as the
integration of this system with DOE field site
human resources, financial management, and
access control systems to reduce overall
personnel security program costs by eliminating
redundant systems at DOE field sites and reduce
processing time by integrating directly with other
databases.

Headquarters Security Operations $30,990,000

$39,071,000

+$8,081,000

e Provide a protective force engaged in the
physical protection of classified information,
facilities, and the workforce 24 hours a day, 365
days a year at DOE Headquarters facilities and

Other Defense Activities/
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e Continuation of all FY 2016 activities; and

e  Replace and repair Headquarters physical
security systems at both the Forrestal and
Germantown facilities.
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Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016

satellite facilities in Washington, DC, and
Germantown, MD;

e Operate and maintain security alarms and access
control systems, including security screening
equipment, vehicle inspection scanning devices,
internet protocol video, turnstiles, unmanned
access/egress portals, other access control
equipment; and protective force shelters;

e  Conduct performance testing of information
control systems to ensure the protection of
sensitive and classified information vital to both
national and economic security;

e Conduct technical surveillance countermeasures
activities, such as surveys, inspections, in-
conference monitoring, pre-construction
consultation services, and threat analysis, in
support of Presidential Decision Directive 61,
Energy Department Counterintelligence, to
detect and prevent hostile intelligence collection
operations intent on penetrating DOE
installations to steal technology or sensitive or
classified information;

e Conduct the telecommunications security
activities consisting of emission security,
protected transmission systems, and
communications security to ensure the
protection of DOE's sensitive unclassified and
classified telecommunications through various
security components;

e Provide access authorization adjudication
services (i.e., case reviews and analysis,
interviews, and use of court reporters and
consulting physicians as needed) for DOE
Headquarters personnel to assure that access to
DOE classified information is permitted only
after a determination that such access will not
endanger the common defense and national
security;
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Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016

e Implement Homeland Security Presidential
Directive 12 requirements related to the secure
and reliable identification of DOE Federal and
contractor employees;

e Provide technical support for the
implementation of the DOE Headquarters
security awareness and classified matter
protection and control programs;

e Administer the DOE Headquarters facility
clearance registration and foreign ownership,
control, or influence programs for contractors
granted access to classified information; and

e Conduct safeguards and security surveys, self-
assessments, and program reviews to ensure
that DOE Headquarters operations comply with
Departmental and national-level requirements.
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Program Direction

Overview

Program Direction provides for Federal staffing and mission support services to provide overall direction and execution of
the EHSS mission of conducting the Department’s activities in environment, health, safety, and security policy, technical
assistance, analysis, and corporate programs.

Technical Support Services: Defense Nuclear Facilities Safety Board (DNFSB) Liaison Activities
Liaison activities facilitate the Department’s interaction with the DNFSB.

Other Related Expenses

Other related expenses provide support required for EHSS to accomplish its mission. Support includes working capital fund
services; training for Federal employees; funding for information technology equipment and services and DOE common
operating environment fees; and executive protection and other security-related equipment.
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Program Direction
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016

Program Direction Summary
Program Direction

Salaries and Benefits 45,573 45,573 46,024 47,405 +1,381
Travel 1,665 1,665 1,665 2,193 +528
Mission Support 300 300 300 285 -15
Other Related Expenses 14,697 14,697 14,246 16,636 +2,390
Total, Program Direction 62,235 62,235 62,235 66,519 +4,284
Federal FTEs 260 260 260 262 +2

Support Services and Other Related Expenses

Support Services
Technical Support

Defense Nuclear Facilities Safety Board Liaison Activities 300 300 300 285 -15
Total, Technical Support 300 300 300 285 -15
Total, Support Services 300 300 300 285 -15

Other Related Expenses

Working Capital Fund 10,055 10,055 9,604 11,485 +1,881
Tuition/Training of Federal Staff 223 223 223 260 +37
Other Services Procured 4,419 4,419 4,419 4,891 +472
Total, Other Related Expenses 14,697 14,697 14,246 16,636 +2,390
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Program Direction

Activities and Explanation of Changes

FY 2016 Enacted FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Program Direction $62,235,000

$66,519,000

+$4,284,000

Salaries and Benefits $46,024,000

$47,405,000

+$1,381,000

Provide: corporate-level leadership and strategic e Continuation of all FY 2016 activities.
vision to coordinate and integrate environment,
health, safety, and security policy development and
technical assistance; analysis; corporate safety and
security programs including insider threat activities;
quality assurance programs; executive protection;
and effective cross-organizational coordination to
resolve Defense Nuclear Facilities Safety Board-
related technical and management issues necessary
to ensure worker and public health and safety;
Manage the conduct of domestic and international
health programs;

Implement physical and personnel security
programs for DOE Headquarters facilities; and
Manage the U.S. Government-wide program to
classify and declassify nuclear weapons-related
technology and other national security information.

The increase reflects an expected rise in cost of
living adjustments in Federal employee salaries
and benefits, and an increase of 2 FTEs for the
Employee Concerns Program.

Travel $1,665,000

$2,193,000

+$528,000

Supports the management and conduct of e  Continuation of all FY 2016 activities.
environment, health, safety, and security programs

for the Department; and

Supports executive protection activities for the

Secretary, Deputy Secretary, and other dignitaries

as assigned.

Increase is to provide for increased travel costs,
including additional travel support for
Executive Protection.

Technical Mission Support $300,000 $285,000

-$15,000

Defense Nuclear Facilities Safety Board (Board) Liaison

Activities Activities

Promote resolution of recommendations and e Continuation of all FY 2016 activities.
agreed-upon safety issues;

Provide requested reports on nuclear safety issues;

Provide ready access to such facilities, personnel,

and information as are necessary for the Board to

carry out its responsibilities;

Other Defense Activities/
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

e Provide technical evaluation and analysis of safety
and management issues identified by the Board;
Provide advice and support to DOE line managers
on addressing and resolving such issues; and

e  Monitor Department-wide performance in
addressing issues raised by the Board.

Other Related Expenses $14,246,000

$16,636,000

+$2,390,000

e  Working capital fund fees, based on guideline
estimates issued by the working capital fund
manager, for the cost of common administrative
services such as building occupancy and alterations,
computer and telephone infrastructure and usage,
mail service, copying, printing and graphics,
procurement closeouts, supplies, online learning,
computer network support, and payroll processing;

e Federal employee training to obtain and/or
maintain the technical competence of Federal

employees, assuring that Federal personnel are fully

capable of performing current and future missions
of the Department;

e The DOE common operating environment initiative
that provides a single point of contact for all
common information technology systems and
services and brings security, service, efficiency, and
scale to these projects;

e Information technology investments that support
Headquarters Federal and contractor staff with
hardware, software, hotline, and other desktop
computer maintenance support on per-user count
and level of service;

e Information technology systems exclusive to EHSS
such as the classified local area network that
includes a Secret/Restricted Data network that
supports Headquarters users and the Secret
Internet Protocol Router Network that provides
access to the Department of Defense classified
network to effect coordination between the two
departments;

Other Defense Activities/
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The increase provides for cost recovery for the
Working Capital Fund increases and covers
expected increases for IT desktop services
support.
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

e  Executive protection services to the Secretary of
Energy and others designated by the Secretary; and
the conduct of inquiries and investigations into
significant matters of security concern; and

e Specialized security equipment and services.

Other Defense Activities/
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Environment, Health, Safety and Security
Safeguards and Security Crosscut

Environment, Health, Safety and Security (EHSS)

Protective Forces

Physical Security Systems

Information Security

Cyber Security
Protecting Networks and Information
Detect, Analyze, and Mitigate intrusions
Continuous Monitoring
Shaping the Cyber Security environment

Total, Cyber Security

Personnel Security

Material Control and Accountability
Program Management

Security Investigations
Transportation Security

Specialized Security Activities

Total, EHSS

Other Defense Activities/

Environment, Health, Safety and Security

($K)

FY 2017 vs. |FY 2017 vs.

Current | tnacted | Request | 12016 | FY2016

q S Chg. % Chg.
23,410 23,410 31,391 +7,981 +34.1%
5,488 5,488 5,588 +100 +1.8%
8,457 8,607 9,757 +1,150 +13.4%
3,291 4,315 4,315 0 0.0%
806 806 806 0 0.0%
248 248 248 0 0.0%
40 40 40 0 0.0%
4,385 5,409 5,409 0 0.0%
5,342 5,342 5,392 +50 +0.9%
0 0 0 0 na
5,762 5,762 6,462 +700 +12.1%
4,195 4,195 5,105 +910 +21.7%
0 0 0 0 na
0 0 0 0 na
57,039 58,213 69,104 +10,891 +18.7%
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Environment, Health, Safety and Security Funding by Appropriation by Site

($K)
FY 2015 FY 2016 FY 2017
Current Enacted Request

Environment, Health, Safety and Security

Argonne National Laboratory 945 945 945
Brookhaven National Laboratory 250 250 250
Chicago Operations Office 50 50 50
Consolidated Business Center 259 259 259
Idaho National Laboratory 150 150 150
Idaho Operations Office 400 400 400
Kansas City Plant 10 10 10
Lawrence Berkeley National Laboratory 1,500 0 0
Lawrence Livermore National Laboratory 3,050 3,050 3,050
Lexington Project Office 200 200 200
Los Alamos National Laboratory 95 95 95
Nevada Site Office 15 15 15
NNSA Service Center 1,000 1,000 1,000
Oak Ridge Institute for Science and Education 1,305 1,305 1,305
Oak Ridge National Laboratory 1,035 1,035 1,035
Oak Ridge Operations Office 2,795 2,795 2,795
Office of Scientific and Technical Information 300 300 300
Ohio Field Office 5 5 5
Pacific Northwest National Laboratory 1,905 1,905 1,095
Pantex Plant 10 10 10
Richland Operations Office 1,000 1,000 1,000
Sandia National Laboratory 1,210 1,210 1,210
Savannah River Operations Office 500 500 500
Savannah River Site 10 10 10
Washington, D.C., Headquarters 162,892 164,479 180,693
Y-12 National Security Complex 20 20 20
Total, Environment, Health, Safety and Security 182,998 180,998 197,212
Rescission -87 0 0
Total, Environment, Health, Safety and Security 182,911 180,998 197,212

1 Reflects a reprogramming of $2,000,000 between Enterprise Assessments and the Office of Environment, Health, Safety
and Security in FY 2015.
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Office of Enterprise Assessments

Overview

The Office of Enterprise Assessments (EA)! is responsible for providing assessments for the Department of Energy (DOE or
Department) senior leadership that report on whether Departmental operations are conducted in such a way as to provide
for the safety of its employees and the public and whether national security material and information assets are
appropriately protected. In addition, EA implements Congressionally-authorized enforcement programs, operates the DOE
National Training Center (NTC), and maintains collaborative relationships within and outside the Department. Because EA
reports directly to the Office of the Secretary, it is organizationally independent of the DOE entities that develop and
implement safety and security policy and programs and can therefore provide a “check and balance,” objectively

1) observing and reporting on the effectiveness of implementation of DOE policies and programs, 2) assessing compliance
with legally enforceable safety and security requirements, and 3) developing and delivering, safety and security training
programs that reflect best practices and lessons learned from EA assessments. EA activities complement, but do not replace
the responsibility of DOE line management - reporting through the Under Secretaries - to oversee compliance with safety
and security requirements. EA directly supports the Department’s, 2014-2018 Strategic Plan under Strategic Objective 11,
Operate the DOE enterprise safely, securely, and efficiently.

Since its establishment in 2014, EA has focused on several key initiatives, all of which will remain as priorities in FY 2017:

e Conducting comprehensive independent safeguards and security assessments at DOE Category | Special Nuclear
Material sites (those with the highest value national security assets), with follow-up assessments at certain sites.

e Expanding “limited notice” testing of DOE site security response capabilities and increased focus on the threat of
insider personnel who may seek to compromise DOE security.

e Expanding comprehensive cybersecurity assessments and unannounced “red teams” to improve DOE systems against
external and internal attacks.

e Expanded assessments of high hazard nuclear projects and operations, for example extensive monitoring of activities
related to the construction of the Hanford Site Waste Treatment and Immobilization Plant and on-the-ground
monitoring of recovery efforts at the Waste Isolation Pilot Plant in Carlsbad, New Mexico.

e  Establishing and expanding the DOE Training Reciprocity program that increases operational efficiency and
effectiveness while maintaining worker health and safety.

e Expanding EA’s analytical functions across all disciplines to identify emerging safety and security trends across the
Department, and identifying best practices and lessons learned which can be applied by DOE sites in improving safety
and security performance.

e Enhanced engagement and collaboration with DOE line management representatives at all levels throughout the
assessment planning, execution and reporting processes, to have a greater positive impact on the Department’s goal to
achieve its missions safely and securely.

e Standing up two new offices to increase assessment activities related to Worker Safety and Health, and Emergency
Management.

Highlights of the FY 2017 Request

The Secretary of Energy has challenged EA to expand its analytical capabilities, to identify emerging trends and systemic
weaknesses across the Department’s safety and security performance as a whole. The Secretary has also directed EA to
place a high priority on assessing a number of specific areas such as cybersecurity, worker protection, emergency
management, and insider threats; and asked EA to identify practical recommendations, based on lessons learned during EA
assessments, which can be used to improve safety and security across the DOE enterprise. These priorities are reflected in
the FY 2017 Budget Request.

Working Capital Fund (WCF) estimates for FY 2017 have increased over the FY 2016 estimates to fund the third year of OPM
credit monitoring and projected inflation increases in existing WCF programs including corporate business systems, building
occupancy, interagency transfers, and telecommunications. EA’s share of this estimate is included in the Program Direction
section of this request.

! Formerly the Office of Independent Enterprise Assessments.
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Office of Enterprise Assessments
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
Office of Enterprise Assessments
Nuclear Safety Assessments 6,621 4,621 6,621 6,621 0
Enforcement 1,947 1,947 1,947 1,947 0
Safety and Security Training (HS) 15,000 15,000 15,000 15,512 +512
Outreach and Analysis 500 500 500 500 0
Total, Office of Enterprise Assessments 24,068 22,068 24,068 24,580 +512
Program Direction 49,466 49,466 49,466 51,893 +2,427
Total, Office of Enterprise Assessments 73,534 71,534 73,534 76,473 +2,939
Rescission 0? 0 0 0 0
Total, Office of Enterprise Assessments 73,534 71,534 73,534 76,473 +2,939

Office of Enterprise Assessments
Explanation of Major Changes ($K)

FY 2017 vs
FY 2016
Enterprise Assessments: Provides increased support for the training reciprocity and collaboration program and incorporation of best practices and +512
lessons learned from EA assessments into safety and security training programs.
Program Direction: Increase funds the EA FTE allocation; provides for an anticipated increase in Federal staff travel, training and IT costs associated with +2,427
the standing up of Worker Safety and Health, and Emergency Management offices.
Total, Enterprise Assessments +2,939

! Reflects a reprogramming of $2,000,000 between Office of Enterprise Assessments and the Office of Environment, Health, Safety and Security in FY 2015.
2 Correction to the EA portion of the ODA rescission previously stated as -$54,000 in FY 2016 Congressional Budget.
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Enterprise Assessments

Description

The EA Program provides for the assessment of DOE performance in nuclear safety, the implementation of the enforcement
programs for health and safety, nuclear safety, and classified information security; the development and administration of
safety and security training that reflects the most current Departmental policy and lessons learned through safety and
security assessments; and the establishment and maintenance of collaborative relationships with internal and external
organizations.

Nuclear Safety Assessments

Provides for the planning and execution of independent assessments of DOE high hazard nuclear facility construction
projects, nuclear facilities and operations to determine compliance with nuclear safety requirements contained in Title 10
Code of Federal Regulations (C.F.R.) Part 830, Nuclear Safety Management, and DOE directives. EA has placed greater
emphasis on nuclear safety assessments, for example increasing its activities related to the Hanford Site Waste Treatment
and Immobilization Plant and monitoring recovery efforts at the Waste Isolation Pilot Plant following two major incidents in
2014.

Enforcement

Provides the Department with the capability to implement regulatory enforcement programs specified in Title 10 C.F.R. Part
851, Worker Safety and Health Program; Title 10 C.F.R. Part 820, Procedural Rules for DOE Nuclear Activities; and Title 10
C.F.R. Part 824, Procedural Rules for the Assessment of Civil Penalties for Classified Information Security Violations. These
activities provide a consistent and transparent method of contractor accountability for health and safety, nuclear safety and
classified information security performance that complements the Department’s contract management mechanisms. The
goal of the enforcement program is to ensure that DOE contractors adhere to worker safety and health, nuclear safety, and
classified information security requirements, and to promote proactive improvement through timely self-identification,
reporting, and correction of noncompliant conditions to enable contractors to achieve excellence in mission
accomplishment without the need for enforcement actions.

Safety and Security Training

Safety and security training activities assist the Department in developing and maintaining the proficiency and competency
of DOE safety and security personnel. Training activities also improve senior executives’ capabilities to fulfill safety and
security leadership responsibilities through standardized training for the protection of the environment, the safety and
health of the public and the workforce, and the security of critical Departmental and national security assets. The DOE
National Training Center (NTC), located in Albuquerque, New Mexico, serves as the primary resource for DOE safety and
security training. The NTC has led the development of the DOE Training Reciprocity Program to certify safety and security
training programs which meet certain standards, and thus may be utilized across DOE sites. The reciprocity program is
helping to reduce redundancy and inefficiency in training programs offered at DOE sites. The NTC is also expanding its
efforts to incorporate lessons learned and best practices identified during EA assessments into more effective training
programs.

Outreach and Analysis

Establishes and maintains collaborative relationships with line management, external stakeholders, and other U.S.
Government entities in order to inform the Secretary of their input and positions, and foster improvements in health, safety,
environmental and security performance at DOE sites. This helps determine complex-wide crosscutting issues and trends
and provides analytic materials to help EA leadership determine areas of critical need and vulnerability and address
Departmental issues.
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Activities and Explanation of Changes

Office of Enterprise Assessments

FY 2016 Enacted

FY 2017 Request

Office of Enterprise Assessments $24,068,000

$24,580,000

+$512,000

Nuclear Safety Assessments $6,621,000

$6,621,000 $0

e Conduct independent assessments of high
hazard nuclear facility construction projects to
ensure compliance with nuclear safety
requirements; and

e Provide independent assessments of DOE
nuclear facilities and operations to ensure
compliance with nuclear safety requirements.

Conduct independent assessments of high No change in work scope.
hazard nuclear facility construction projects to

ensure compliance with nuclear safety

requirements; and

Provide independent assessments of DOE

nuclear facilities and operations to ensure

compliance with nuclear safety requirements.

Enforcement $1,947,000

$1,947,000 S0

e Review and analyze operational data from the
DOE data management system designed for
noncompliance reporting, as well as reports
from independent assessment activities, the
DOE Occurrence Reporting and Processing
System, the DOE Computerized
Accident/Incident Reporting System, the DOE
Safeguards and Security Information
Management System, Federal accident
investigations, and DOE site and program office
assessments and evaluations to determine
whether enforcement investigations are
warranted and to identify trends in
noncompliance events;

e Conduct regulatory reviews;

e Conduct enforcement investigations;

e Develop and issue enforcement actions and
other regulatory outcomes, such as notices of
violation, enforcement letters, consent orders,
and compliance orders, and assess civil penalties
or other sanctions for regulatory violations; and

e Conduct periodic outreach and training activities
to communicate the Department’s approach to
safety and security enforcement, convey

Review and analyze operational data from the No change in work scope.
DOE data management system designed for
noncompliance reporting, as well as reports
from independent assessment activities, the
DOE Occurrence Reporting and Processing
System, the DOE Computerized
Accident/Incident Reporting System, the DOE
Safeguards and Security Information
Management System, Federal accident
investigations, and DOE site and program office
assessments and evaluations to determine
whether enforcement investigations are
warranted and to identify trends in
noncompliance events;

Conduct enforcement investigations;

Develop and issue enforcement case outcomes,
such as notices of violation, enforcement letters,
and consent orders, and assess civil penalties or
other sanctions for regulatory violations; and
Conduct periodic outreach and training activities
to communicate the Department’s approach to
safety and security enforcement, convey
noncompliance reporting expectations, and
provide information about DOE regulatory

Other Defense Activities/
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes

FY 2017 vs FY 2016
noncompliance reporting expectations, and performance.
provide information about DOE regulatory
performance.
Safety and Security Training (HS) $15,000,000 $15,512,000 +$512,000

Develop and provide security-and safety-related
training and professional development programs
at the DOE National Training Center (NTC), at
DOE sites through mobile training teams, and
through Webinars, video conferencing, and
synchronous distance learning;

Maintain and upgrade equipment and
technologies to support a greater web presence
and “just-in-time” online training products, such
as webcasts and topical area seminars; and
Expand the reciprocity program whereby
certified safety training programs are recognized
by other DOE contractors and sites and;

Operate and maintain the NTC, including
classrooms, administrative offices, weapons live-
fire ranges, and the Integrated Safety and
Security Training and Evaluation Complex, a
simulated DOE research and operational facility
designed to allow for the use and evaluation of
training methodologies and evolving safety and
security technologies through hands-on,
performance-based instruction.

Develop and provide security-and safety-related
training and professional development programs
at the NTC and at DOE sites through mobile
training teams, Webinars, video conferencing,
and synchronous distance learning;

Maintain and upgrade equipment and
technologies to support a greater web presence
and “just-in-time” online training products, such
as webcasts and topical area seminars;

Expand the use of the training reciprocity and
collaboration program whereby certified safety
training programs are recognized by other DOE
contractors and sites and provide mechanisms
for DOE contractors to work together to share
training content and develop DOE-wide courses;
Expand the incorporation of best practices and
lessons learned from EA assessments into NTC
training programs; and

Operate and maintain the NTC, including
classrooms, administrative offices, weapons live-
fire ranges, and the Integrated Safety and
Security Training and Evaluation Complex, a
simulated DOE research and operational facility
designed to allow for the use and evaluation of
training methodologies and evolving safety and
security technologies through hands-on,
performance-based instruction.

Provides increased support for the training
reciprocity and collaboration program and
incorporation of best practices and lessons learned
from EA assessments into NTC training programs.

Outreach and Analysis $500,000

$500,000

$0

Establish and maintain collaborative
relationships with organizations both internal
and external to DOE; and

Leverage and provide analytic materials to help

Other Defense Activities/
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Establish and maintain collaborative
relationships with organizations both internal
and external to DOE;

Establish outreach mechanisms to industry,
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Expanded activities to identify emerging safety and
security trends across the Department, and

identifying best practices and lessons learned which
can be applied by DOE sites in improving safety and
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Explanation of Changes
FY 2016 Enacted FY 2017 Request EY 2017 vs EY 2016
EA leadership determine areas of critical need government, and academic organizations to security performance.
and vulnerability. leverage expertise for addressing and resolving

departmental issues;

e Analyze site wide issues and trends and
determine complex-wide crosscutting issues and
trends; and

e Leverage and provide analytic materials
techniques and means to help EA leadership
understand areas of critical need and
vulnerability.
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Program Direction

Overview

Program Direction provides for Federal staffing and mission support services to provide overall direction and execution of
the EA mission to conduct expert evaluations of management performance in safety, security and other areas; implement
health and safety, nuclear safety, and classified information security enforcement programs; develop and administer safety
and security training that reflects the most current Departmental policy on safety and security issues; and establish and
maintain collaborative relationships with organizations both internal and external to DOE.

Critical to achieving its vision and goals is the ability of EA to maintain a highly qualified workforce with the expertise and
skills necessary to support, manage, and conduct its mission. The EA workforce is composed of health, safety, and security
professionals grounded in science, engineering, and technology that are led by effective program and project managers with
exceptional communication and leadership skills and supported by innovative resource management experts. The judicious
use of contractor support continues to be a practical and cost-effective means of providing a surge pool of technical experts.

Support Services - Independent Assessments

Independent assessment activities provide high value to the Department by identifying gaps and vulnerabilities in safety
(worker and nuclear safety, and emergency management), physical security and cybersecurity programs, and related
performance. Independent assessment activities are selected based on careful consideration and analysis of risk to
Departmental operations and performance trends, and are tailored to the unique missions and needs of each DOE program
and site office. Safeguards and security, information security, and cybersecurity-related independent assessment activities
are designed to determine whether special nuclear materials, classified matter (parts and information), controlled
unclassified and sensitive information are adequately protected from unauthorized or inadvertent disclosure or diversion,
including from the actions of malicious insiders. Assessment activities are also designed to evaluate whether the
Department’s overarching management and governance structure is effective in promoting robust protection strategies and
informed risk management decisions. Safety-related independent assessment activities help to ensure that workers and the
public are protected from the hazards associated with the Department’s operations, and to preclude events that could
negatively impact the Department’s ability to perform its mission and achieve its goals. Independent assessment activities
provide accurate and timely information and analysis to the Department’s senior leadership regarding the effectiveness of
the Department’s safety and security programs and other functions of interest. Information is made available to
Department management, congressional committees, and stakeholders, such as unions and local public interest groups, to
provide confidence that the Department’s operations are performed in a safe and secure manner.

Independent assessment activities complement but do not replace DOE line management’s responsibility for security,
safety, and contract performance management as required by Departmental policies. EA provides a check-and-balance
function that is vital for a self-regulating agency to provide assurance of its safety and security posture to its leadership, its
workers, the public and Congress, and to maintain confidence in the Department’s ability to be an effective self-regulator.
As required by DOE Order 227.1, Independent Oversight Program, independent assessment activities are performed by
personnel who are organizationally independent of the DOE program and site offices that implement policies and programs,
and who can therefore objectively observe and report on those policies and programs as they relate to Departmental
operations. Independent assessment processes are governed by documented, formal protocols that are continuously
evaluated, revised, and refined based on Departmental and national events and activities that have an impact on DOE
security and safety in order to provide more useful performance data and related information to line managers.

Other Related Expenses
Support includes working capital fund services; training for Federal employees; information technology equipment and
services, and the Energy Information Technology System.
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Program Direction
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
Program Direction
Salaries and Benefits 16,126 16,126 16,336 18,389 +2,053
Travel 1,235 1,235 1,235 1,667 +432
Support Services 28,013 28,013 27,765 27,544 -221
Other Related Expenses 4,092 4,092 4,130 4,293 +163
Total, Program Direction 49,466 49,466 49,466 51,893 +2,427
Federal FTEs 92 92 92 92 0
Support Services
Technical Support
Independent Assessments 28,013 28,013 27,765 27,544 -221
Total, Technical Support 28,013 28,013 27,765 27,544 -221
Total, Support Services 28,013 28,013 27,765 27,544 -221
Other Related Expenses
Working Capital Fund 2,718 2,718 2,756 2,719 -37
Training 78 78 78 113 +35
Other Services Procured 1,296 1,296 1,296 1,461 +165
Total, Other Related Expenses 4,092 4,092 4,130 4,293 +163
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Activities and Explanation of Changes

Program Direction

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Program Direction $49,466,000

$51,893,000

+$2,427,000

Salaries and Benefits $16, 336,000

$18,389,000

+$2,053,000

e Federal staffing and mission support services to
provide overall direction and execution of the EA
mission to conduct expert evaluations of
management performance in safety, security
and other areas; implement health and safety,
nuclear safety, and classified information
security enforcement programs; develop and
administer safety and security training that
reflects the most current Departmental policy
on safety and security issues; and establish and
maintain collaborative relationships with
organizations both internal and external to DOE
in order to foster improvements in health,
safety, environmental and security performance
at DOE sites.

e Federal staffing and mission support services to
provide overall direction and execution of the EA
mission to conduct expert evaluations of
management performance in safety, security
and other areas; implement health and safety,
nuclear safety, and classified information
security enforcement programs; develop and
administer safety and security training that
reflects the most current Departmental policy
on safety and security issues; and establish and
maintain collaborative relationships with
organizations both internal and external to DOE
in order to foster improvements in health,
safety, environmental and security performance
at DOE sites.

Increase funds the EA FTE allocation.

Travel $1,235,000

$1,667,000

+$432,000

e Provides for Federal employee travel in support
of EA enforcement, independent assessment,
training outreach and other mission-related
activities as directed by the Secretary.

e Provides for Federal employee travel in support
of EA enforcement, independent assessment,
training outreach and other mission-related
activities as directed by the Secretary.

Provides for increased Federal staff travel associated
with the standing up of Worker Safety and Health,
and Emergency Management offices.

Support Services $27,765,000

$27,544,000

-$221,000

Independent Assessments

e Observe operations and conduct technical
assessments and performance tests that
examine the effectiveness of safety and security
programs and policies, giving priority to the
highest security interests, such as strategic
quantities of special nuclear material, and
activities that present the most significant safety
risks to workers and the public, such as nuclear
facilities and operations;

e  Conduct performance tests for critical

Other Defense Activities/
Office of Enterprise Assessments/ Program Direction

Independent Assessments

e Observe operations and conduct technical
assessments and performance tests that
examine the effectiveness of safety and security
programs and policies, giving priority to the
highest security interests, such as strategic
guantities of special nuclear material, and
activities that present the most significant safety
risks to workers and the public, such as nuclear
facilities and operations;

e  Conduct performance tests for critical
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Independent Assessments
Decrease is realized via efficiency of operations with
no impact to overall mission.
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FY 2016 Enacted

FY 2017 Request Explanation of Changes

FY 2017 vs FY 2016
safeguards and security interests, including safeguards and security interests, including
protective force tests (e.g., force-on-force protective force tests (e.g., force-on-force
exercises) using weapons simulation systems exercises) using weapons simulation systems
and a specially trained composite adversary and a specially trained composite adversary
team to assess overall security effectiveness; team to assess overall security effectiveness;

e  Conduct limited-notice performance testing of Conduct limited-notice performance testing of
site protective forces to maximize response site protective forces to maximize response
realism and broaden the spectrum of tested realism and broaden the spectrum of tested
threat scenarios; threat scenarios;

e Conduct assessments of the implementation of Conduct assessments of the implementation of
the Department’s insider threat program to the Department’s insider threat program to
deter, detect, and mitigate potential insider deter, detect, and mitigate potential insider
threats posed by Federal and DOE contractor threats posed by Federal and DOE contractor
employees; employees;

e Conduct announced and unannounced internal Conduct announced and unannounced internal
and external network penetration testing to and external network penetration testing to
provide a full understanding of a site’s provide a full understanding of a site’s
cybersecurity protection posture; cybersecurity protection posture;

e Conduct the annual independent evaluation of Conduct the annual independent evaluation of
classified information systems security programs classified information systems security programs
for DOE as required by the Federal Information for DOE as required by the Federal Information
Security Management Act; Security Management Act;

e Conduct an annual evaluation of classified Conduct an annual evaluation of classified
information systems security programs for information systems security programs for
systems that process intelligence information on systems that process intelligence information on
behalf of the DOE Office of Intelligence and behalf of the DOE Office of Intelligence and
Counterintelligence; Counterintelligence;

e Provide input to the DOE Office of Inspector Provide input to the DOE Office of Inspector
General for the annual evaluation of the DOE General for the annual evaluation of the DOE
unclassified information systems security unclassified information systems security
program; program;

e Conduct annual “red team” cybersecurity Conduct annual “red team” cybersecurity
assessments of the computer networks within assessments of the computer networks within
the National Nuclear Security Administration the National Nuclear Security Administration
weapons laboratories; weapons laboratories;

e Conduct targeted reviews of selected nuclear Conduct targeted reviews of selected nuclear
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

safety functional areas across the DOE complex
based on such factors as performance trends,
changes to applicable requirements, and/or
performance information gaps;

e Maintain the nuclear safety site lead program to
monitor the status of DOE nuclear facilities and
activities and facilitate the selection and
execution of risk-informed assessment activities;

e  Conduct risk-informed reviews of worker safety
and health programs.

e Conduct reviews to assess emergency planning,
preparedness, and response and recovery
capabilities.

e Conduct special reviews and studies of safety
and security policies, programs, and
implementation to identify needed program
corrections;

e Develop reports identifying findings and
opportunities for improvement;

e Develop and broadly disseminate abstracts of
key results to promote performance
improvements;

e  Continuously analyze results, and develop
periodic summary reports that identify cross-
cutting issues and performance trends;

e  Conduct follow-up reviews to evaluate
corrective action effectiveness; and

e Provide lessons learned and trending of
inspection results to the National Training
Center to be used to develop or amend safety
and security curricula.

safety functional areas across the DOE complex
based on such factors as performance trends,
changes to applicable requirements, and/or
performance information gaps;

Maintain the nuclear safety site lead program to
monitor the status of DOE nuclear facilities and
activities and facilitate the selection and
execution of risk-informed assessment activities;
Conduct risk-informed reviews of worker safety
and health programs.

Conduct reviews to assess emergency planning,
preparedness, and response and recovery
capabilities.

Conduct special reviews and studies of safety
and security policies, programs, and
implementation to identify needed program
corrections;

Develop reports identifying findings and
opportunities for improvement;

Develop and broadly disseminate abstracts of
key results to promote performance
improvements;

Continuously analyze results, and develop
periodic summary reports that identify cross-
cutting issues and performance trends;
Conduct follow-up reviews to evaluate
corrective action effectiveness; and

Provide lessons learned and trending of
inspection results to the NTC to be used to
develop or amend safety and security curricula.

Other Related Expenses $4,130,000

$4,293,000

+$163,000

e  Working capital fund fees, based on guideline
estimates issued by the working capital fund
manager, for the cost of common administrative
services such as building occupancy and

Other Defense Activities/
Office of Enterprise Assessments/ Program Direction

Working capital fund fees, based on guideline
estimates issued by the working capital fund
manager, for the cost of common administrative
services such as building occupancy and
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The net increase provides for increased training for
Federal staff and expected increase in IT-costs, offset
by a reduction of working capital fund fees.
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

alterations, computer and telephone
infrastructure and usage, mail service, copying,
printing and graphics, procurement closeouts,
supplies, online learning, computer network
support, and payroll processing;

Federal employee training to obtain and/or
maintain the technical competence of EA
Federal employees, assuring that Federal
personnel are fully capable of performing
missions of the Department; and

The DOE common operating environment
initiative that provides a single point of contact
for all common information technology systems
and services and brings security, service,
efficiency, and scale to these projects.

Other Defense Activities/
Office of Enterprise Assessments/ Program Direction

alterations, computer and telephone
infrastructure and usage, mail service, copying,
printing and graphics, procurement closeouts,
supplies, online learning, computer network
support, and payroll processing;

Federal employee training to obtain and/or
maintain the technical competence of EA
Federal employees, assuring that Federal
personnel are fully capable of performing
missions of the Department; and

The Energy Information Technology System that
provides a single point of contact for all common
information technology systems and services
and brings security, service, efficiency.
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Other Defense Activities
Facilities Maintenance and Repair

The Department’s Facilities Maintenance and Repair activities are tied to its programmatic missions, goals, and objectives.

The Facilities Maintenance and Repair activities funded by this budget and displayed below are intended to halt asset

condition degradation.

Costs for Direct-Funded Maintenance and Repair (including Deferred Maintenance Reduction) ($K)

FY 2015 FY 2015 FY 2016 FY 2017
Actual Cost Planned Cost Planned Cost Planned Cost
National Training Center 409 409 411 504
Total, Direct-Funded Maintenance and Repair 409 409 411 504

Report on FY 2015 Expenditures for Maintenance and Repair

This report responds to legislative language set forth in Conference Report (H.R. 108-10) accompanying the Consolidated
Appropriations Resolution, 2003 (Public Law 108-7) (pages 886-887), which requests the Department of Energy provide an
annual year-end report on maintenance expenditures to the Committees on Appropriations. This report compares the
actual maintenance expenditures in FY 2015 to the amount planned for FY 2015, including Congressionally directed

changes.

Other Defense Activities

Total Costs for Maintenance and Repair (SK)

FY 2015 FY 2015

Actual Cost Planned Cost
National Training Center 409 409
Total, Maintenance and Repair 409 409

Other Defense Activities/
Office of Enterprise Assessments
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Enterprise Assessments
Safeguards and Security ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs

Enacted Current Enacted Request FY 2016
Protective Forces 0 0 0 0 0
Physical Security Systems 0 0 0 0 0
Information Security 0 0 0 0 0
Cybersecurity 4,044 4,044 4,039 5,502 +1,463
Personnel Security 0 0 0 0 0
Material Control and Accountability 0 0 0 0 0
Program Management 0 0 0 0 0
Transportation Security 0 0 0 0 0
Construction 0 0 0 0 0
Total, Safeguards and Security 4,044 4,044 4,039 5,502 +1,463
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Crosscutting Initiatives

The Department is organized into three Under Secretariats—Science and Energy, Nuclear Security, and Management and
Performance —which recognize the complex interrelationship among DOE Program Offices. The Budget Request continues
crosscutting programs which coordinate across the Department and seek to tap DOE’s full capability to effectively and
efficiently address the United States’ energy, environmental, and national security challenges. These crosscutting initiatives
will be discussed further within the Programs in which the crosscuts are funded. The Enterprise Assessments (EA) program
contains the following crosscut.

Cybersecurity: The Department of Energy (DOE) is engaged in two categories of cyber-related activities: protecting the DOE
enterprise from a range of cyber threats that can adversely impact mission capabilities and improving cybersecurity in the
electric power subsector and the oil and natural gas subsector. The cybersecurity crosscut supports central coordination of
the strategic and operational aspects of cybersecurity and facilitates cooperative efforts such as the Joint Cybersecurity
Coordination Center (JC3) for incident response and the implementation of Department-wide Identity, Credentials, and
Access Management (ICAM).

The Department maintains strong independent oversight of both classified and unclassified information technology systems
through EA cybersecurity assessment activities. These activities include announced internal and external network
penetration testing as well as unannounced "red-team" cybersecurity assessments to provide a full understanding of the
Department's cybersecurity protection posture against external and insider threats.

FY 2017 Crosscuts ($K)
Grid Exascale Subsurface Energy-Water Cyber
Modernization sCO2 Computing Engineering Nexus security Total
Enterprise
Assessments 0 0 0 0 0 4,668 4,668
Total, Crosscuts 0 0 0 0 0 4,668 4,668
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Department of Energy

FY 2017
Funding by Appropriation by Site
($K)
| FY2015¢ FY 2016 FY 2017

Enterprise Assessments

National Training Center 150 150 250

Pacific Northwest National Laboratory 125 125 160

Washington Headquarters 71,259 73,259 76,063
Total, Enterprise Assessments 71,534 73,534 76,473

1 Reflects a reprogramming of $2,000,000 between Office of Enterprise Assessments and the Office of Environment,
Health, Safety and Security in FY 2015.
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Legacy Management

FY 2015 Enacted | FY2015Current' | FY2016Enacted | FY 2017 Request
$171,811 ] $171,811 ] $167,180 ] $154,320

Overview

The Office of Legacy Management (LM) assists the Department in achieving the strategic goal of providing a long-term
solution to the environmental legacy of the Cold War and ensures that DOE fulfills its long-term commitments to: protect
human health and the environment; and, provide post-retirement benefits to former contractor workers. By funding the
long-term activities at over 90 closed sites in the LM subprogram, other DOE programs are able to concentrate on risk
reduction and site closure at the remaining operating sites.

The majority of LM’s activities are long-term, aimed at maintaining the Department’s regulatory and contractual
commitments. Short-term activities assist with the targeted outcome of the Department’s 2014-2018 Strategic Plan to
complete environmental remediation of our legacy and active sites. The mission of LM achieves the Strategic Plan goal of
Management and Performance: position the Department of Energy to meet the challenges of the 21% century and the
Nation’s Manhattan Project and Cold War legacy responsibilities by employing effective management and refining
operational and support capabilities to pursue departmental missions.

LM provides funding for Long-Term Surveillance and Maintenance (LTS&M), Environmental Justice (EJ), Archives and
Information Management (AIM), Pension and Benefit Continuity, Asset Management, and Program Direction.

Highlights and Major Changes in the FY 2017 Budget Request

LM will continue its core activities at $13 million below the FY 2016 funding level. A $19 million decrease in pension and
benefit continuity was partially offset by increases in the cost of LTS&M and expanded work scope associated with defense
related uranium mines. The funding levels of the program request will allow LM to perform LTS&M at over 90 sites, provide
funding for payment of post-retirement benefits to over 10,000 former contractor employees, support termination of
pension plans for remaining closure sites, manage records and information, pursue beneficial reuse of properties, and
support an interagency agreement to address abandoned uranium mines.

! There was a rescission of -$169,000 of Prior Year Funds in which resulted in funding level decrease for FY 2015.
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Legacy Management
Funding (SK)

Legacy Management

Legacy Management
Long-Term Surveillance and Maintenance
Environmental Justice
Archives and Information Management
Pension and Benefit Continuity
Asset Management

Total, Legacy Management

Program Direction

Rescission of Prior Year Balances?

Total, Legacy Management
Federal FTEs

2 Reflects a rescission of prior year funds of $169,000 in FY 2015.

Other Defense Activities/ Legacy Management

FY 2015 FY 2015 FY2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
46,051 46,051 45,252 49,923 +4,671
1,303 1,303 1,303 1,303 0
13,967 13,967 13,967 14,400 +433
88,200 88,200 84,000 64,880 -19,120
9,118 9,118 9,558 9,800 +242
158,639 158,639 154,080 140,306 -13,774
13,341 13,341 13,100 14,014 +914
-169 -169 0 0 0
171,811 171,811 167,180 154,320 -12,860
63 63 64 67 +3
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Legacy Management
Explanation of Major Changes ($K)

FY 2017 vs
FY 2016
e Legacy Management: Funding requirements decreased due to recent actions taken by the responsible contractors related to -19,120
health insurance payments in accordance with DOE Order 350.1, Contractor Human Resource Management Programs, Chapter
V, Benefits.
e  Program Direction: No significant change. LM will add three FTEs during FY 2017 to address uranium mining issues and +914
additional site responsibility.
e Legacy Management: Funding requirements for records/ IT management at increased site locations. +433
e Legacy Management: Funding requirements for LTS&M at additional sites and expanded work on defense related uranium +4,671
mines.
e Legacy Management: Funding requirements for a major maintenance project at the Grand Junction airport for calibration pads. +242
Total, Legacy Management -12,860
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Legacy Management

Overview
Long-Term Surveillance and Maintenance (LTS&M), Environmental Justice (EJ), Archives and Information Management
(AIM), Pension and Benefit Continuity, and Asset Management.

Long-Term Surveillance and Maintenance

This activity is required for remediated sites that have been closed. Before transferring to LM, cleanup is performed to a
level that protects human health and the environment. DOE maintains the sites to ensure the cleanup remains protective
of human health and the environment. Site conditions must meet the regulatory requirements established by state and
federal agencies in cooperation with local governments, Tribal Nations, and public stakeholders.

The funding requested for FY 2017 will allow LM to monitor and conduct LTS&M at its sites in accordance with legal,
contractual and regulatory agreements. Routine functions include soil, water, and air monitoring, long-term treatment of
contaminants, maintenance of disposal cells, and security. Funding for this activity is required to meet legal and regulatory
requirements for LM sites. LM is planning to manage 94 sites by the close of FY 2016 and 100 sites by the close of FY 2017.

LM led the effort to produce the defense related uranium mines (DRUM) report as required by Congress and delivered in
August 2014. Following eighteen months of intergovernmental coordination, the report concluded there are still numerous
data gaps associated with abandoned uranium mines. The funding requested for FY 2017 will support LM’s continued
involvement in a multi-agency effort to fill existing data gaps and to validate and verify existing information. This additional
effort will result in a better understanding of the magnitude and extent of the issues associated with DRUM.

A related cost, directly supporting this activity and embedded within the total activity cost, is safeguards and security for
LM properties. The costs include protective forces and physical security systems, as follows (in whole dollars): FY 2015 -
$160,000; FY 2016 - $200,000; and FY 2017 - $184,000. The cost is derived from protective forces and physical security
systems in Weldon Spring and Fernald.

Environmental Justice

Executive Order 12898, Federal Actions to Address Environmental Justice (EJ) in Minority and Low-Income Populations,
directed each Federal agency to make achieving EJ part of its mission. LM provides leadership and coordination of
Departmental EJ activities and represents the Department in interagency planning and activities. The FY 2017 funding
continues actions under a Memorandum of Understanding that includes participation from 17 Federal agencies to work
collaboratively with communities to increase their ability to sustain a healthy quality of life.

Archives and Information Management

LM is the custodian of legacy physical and electronic records for LM sites, including the major closure sites of Fernald,
Mound, and Rocky Flats. LM is responsible for approximately 114,000 cubic feet of physical records and approximately 54
terabytes of electronic records. LM’s responsibility in this area includes management of the records and information
systems (e.g., the Licensing Support Network) associated with the Yucca Mountain project.

Within this activity, LM provides records management services for its active program elements and maintains legacy
archives of inherited collections, including paper and electronic records and records in other media. Elements include
records management policy and procedure development, planning, and development of oversight processes and actions
that guide and govern physical and electronic records management operations, including preservation efforts for fragile or
deteriorating records. Functions within this activity encompass operational records retention, records maintenance and
use, and records disposition processes and activities to ensure proper documentation of LM’s environmental protection,
and hazardous waste disposition-related policies and activities.

The activity includes responding to requests associated with the Freedom of Information Act (FOIA), Privacy Act, and other
information requests (e.g., DOE stakeholders processing claims associated with the Energy Employees Occupational lliness
Compensation Program Act). LM currently receives ~1,600 information requests each year.

This activity also provides LM’s information management and technology needs. This work involves the coordination of
information collection, storage, dissemination, and destruction as well as managing the policies, guidelines, and standards
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regarding information management. LM maintains its information technology (IT) infrastructure — including maintaining
functional equipment, operating systems, and software capable of accessing electronic records —and provides planning,
design, and maintenance of an IT infrastructure to effectively support automated needs (e.g., platforms, networks, servers,
printers, etc.) and provides IT security for LM’s unclassified computing networks.

IT security involves all processes and activities pertaining to the securing of Federal data and systems through the creation
and definition of security policies, procedures and controls covering such services as identification, authentication, and non-
repudiation in accordance with Federal Information Processing Standards (FIPS) and the Federal Information Security
Management Act (FISMA). The cost of the embedded cyber security and information security functions are as follows (in
whole dollars): FY 2015 - $904,000 (includes security testing and evaluation); FY 2016 - $922,000; and FY 2017 - $1,190,000.
The primary reason for the increase in FY 2017 is a planned certification and accreditation effort associated with the move
of the Yucca Mountain Licensing Support Network to the LM managed data center in Morgantown, WV.

Pension and Benefit Continuity

This activity fulfills the Department’s commitment to its former contractor employees from closure sites and certain
employees from other sites. For sites that have been closed following the end of active programs and completion of site
remediation, LM is responsible for ensuring that former contractor employees receive the pensions and post-retirement
benefits (PRB) that are part of the contractual agreements for the respective sites. Dependent upon the contract provisions
for the respective sites, LM funds the contractor cost of providing retirement benefits to former contractor employees.
These retirement benefits include pension plans, health insurance, Medicare Part B reimbursement, and life insurance.
Several DOE contractors responsible for closure site pension plans are in the process of terminating pension plans through a
combination of lump sum buyouts and the purchase of insurance company annuities.

In FY 2017, LM will support the administration of pensions and/or PRB for the following sites: Fernald (OH), Grand Junction
(CO), Mound (OH), Paducah (KY), Pinellas (FL), Portsmouth (OH), and Rocky Flats (CO). The number of participants in the
pension and/or other benefit plans (including spouses covered under the retiree medical plans) is over 10,000. The total
number of participants is expected to decrease over time due to a closed participant population and normal mortality.

Asset Management

LM manages tens of thousands of acres of land and other assets. This activity focuses on management of those assets —
including administration of leases for property used in program functions, infrastructure and facility management —and on
reuse or transfer of the real and personal property to other agencies or private interests. Transferring land to a private
interest allows the land to be reused productively, reduces the Department’s “footprint” of the Cold War legacy, and
enables resumption of local property taxes. Transfer of excess assets to non-DOE ownership is a priority. LM has disposed
of more than ten properties since being created in FY 2004, and continues to evaluate assets for future property
disposition. Asset Management also includes LM’s Environmental Management Systems (EMS) Program for maintaining
environmental compliance and meeting sustainability goals for federal agencies. LM sustainability efforts include:
continuing to reduce greenhouse gas emissions, water use intensity, and energy use; increasing the portion of energy needs
met by renewable or alternative sources; and assessing the potential impacts of climate change on LM sites.

This activity also includes management of lease tracts for uranium mining on selected Federal lands in Colorado. By
managing lands for domestic production of uranium, LM enables prudent development of our natural resources. Uranium
lease management will continue to strengthen LM’s capacity for long-term management of uranium-mine related issues.

A related cost directly supporting this activity and embedded within the total activity cost is safeguards and security for LM

properties. The costs include protective forces, physical security systems, personnel security, information security, and
program management, as follows (in whole dollars): FY 2015 - $552,000; FY 2016 - $850,000; and FY 2017 - $1,003,000.
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Legacy Management

Activities and Explanation of Changes

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Long-Term Surveillance and Maintenance- $45,252,000

$49,923,000

+$4,671,000

Conduct surveillance and maintenance at 90
sites.

Accept responsibility for four additional sites by
the end of FY 2016.

Conduct needed actions to prepare for transfer
of future sites.

Conduct surveillance and maintenance at 94
sites.

Accept responsibility for six additional sites by
the end of FY 2017.

Conduct needed actions to prepare for transfer
of future sites.

Supports an interagency effort to address
defense-related uranium mines.

The increase supports the transfer
of new sites to LM and DOFE’s
contribution to an interagency
effort to address the legacy of
defense-related uranium mines.

Environmental Justice (EJ)- $1,303,000 $1,303,000 1]
e  Continue EJ functions as the Departmental focus Continue EJ functions as the Departmental No change.
for that program element. focus for that program element.
e  Promote EJ functions in the communities Promote EJ functions in the communities
affected by DOE closure actions. affected by DOE closure actions.
Archives and Information Management- $13,967,000 $14,400.000 $433,000

Continue records/IT management functions for
all sites and activities.

Accept responsibility for records/IT for sites
transferred to LM during the fiscal year.

Continue records/IT management functions for
all sites and activities.

Accept responsibility for records/IT for sites
transferred to LM during the fiscal year.

No significant change.

Pension and Benefit Continuity- $84,000,000

$64,880,000

-$19,120,000

Continue to pay pensions and/or PRB for eight
sites.

Continue to pay pensions and/or PRB for seven
sites.

Support termination of pension plans for the
retirees at three sites, as needed.

PRB costs reduced through the use
of health reimbursement
arrangements.

Pension and PRBs for the Yucca
Mountain site retirees terminated.

Other Defense Activities/ Legacy Management
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Asset Management- $9,558,000

$9,800,000

+$242,000

Continue asset management support for 90
sites.
Add four sites by the end of FY 2016.

Manage infrastructure and facilities at LM sites.

Continue management of the Uranium Leasing
program.

Continue to increase and manage beneficial
reuse initiatives at sites available for reuse.
Disposition of one property during FY 2016.

Continue asset management support for 94
existing sites.

Add six sites by the end of FY 2017.

Manage infrastructure and facilities at LM sites.
Continue management of the Uranium Leasing
Program.

Continue to increase and manage beneficial
reuse initiatives at sites available for reuse.
Perform a major maintenance project at the
Grand Junction airport for calibration pads.

e The increase supports a major
maintenance project at the Grand
Junction airport for calibration
pads.

Other Defense Activities/ Legacy Management
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Legacy Management
Performance Measures

In accordance with the GPRA Modernization Act of 2010, the Department sets targets for, and tracks progress toward, achieving performance goals for each program.
For more information, refer to the Department’s FY 2015 Annual Performance Report.

FY 2015 FY 2016 FY 2017
Performance Goal Conduct surveillance and maintenance actions at all sites within LM’s responsibility to ensure the effectiveness of cleanup remedies in
(Measure) accordance with legal agreements or identify sites subject to additional remedial action
Target 90 sites inspected 94 sites inspected 100 sites inspected
Result 90 sites inspected Not Applicable Not Applicable
Endpoint Target Inspections will continue indefinitely. Inspection of 100 percent of the sites will continue to be the goal.
Performance Goal Reduce the cost of performing long-term surveillance and maintenance activities while meeting all regulatory requirements to protect
(Measure) human health and the environment. Reduction is measured in percent from the life-cycle baseline. Goal is a 2 percent reduction each
year based on an independently-reviewed baseline.
Target 2 percent reduction below the baseline 2 percent reduction below the baseline 2 percent reduction below the baseline
Result Target met Not Applicable Not Applicable
Endpoint Target Two percent reduction below the life-cycle baseline each year.
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Program Direction

Overview

The LM mission is carried out by a workforce composed mainly of contractors paid mostly from program funds. Oversight,
policy, and inherently governmental functions (e.g., contract administration and budget formulation and execution) are
provided by a federal workforce funded from program direction. Within the program direction subprogram, most costs are
associated with Federal personnel salaries and benefits.

Highlights of the FY 2017 Budget Request

The FY 2017 Request includes three additional FTEs (and additional travel and training costs) to address growing site
management responsibilities.
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Program Direction
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
Program Direction Summary
Washington Headquarters
Salaries and Benefits 10,100 10,100 10,246 10,720 +474
Travel 508 508 522 598 +76
Support Services 581 581 346 524 +178
Other Related Expenses 2,152 2,152 1,986 2,172 +186
Total, Program Direction 13,341 13,341 13,100 14,014 +914
Federal FTEs 63 63 64 67 +3
Support Services and Other Related Expenses
Support Services
Technical Support
System Definition 110 110 50 50 0
Total, Technical Support 110 110 50 50 0
Management Support
Manpower Systems Analysis 125 125 94 51 -43
Training and Education 70 70 71 72 +1
Analysis of DOE Management Processes 110 110 50 50 0
Reports and Analyses Management and General Administrative Support 166 16 81 301 +220
Total Management Support 471 471 296 474 +178
Total, Support Services 581 581 346 524 +178
Other Related Expenses
Other Services and Supplies 250 250 203 224 +21
Energy IT Services 132 132 134 166 +32
Working Capital Fund 1,770 1,770 1,649 1,782 +133
Total, Other Related Expenses 2,152 2,152 1,986 2,172 +186

Other Defense Activities/ Legacy Management/
Program Direction
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Activities and Explanation of Changes

Program Direction

Explanation of Changes

FY 2016Enacted FY 2017 Request FY 2017 vs FY 2016
Program Direction- $13,100 $14,014 +$914
Salaries and Benefits- $10,246 $10,720 +5474

o Federal staff will perform functions to
ensure the objectives under each LM
program goal are met. Often the functions
include oversight, audit, and policy
development for contractors’ activities.

e Continue functions to manage LM’s activities in order to
achieve LM’s program goals.

e Increase the number of federal employees to meet the
additional site management responsibility and address
defense related uranium mine issues.

e The increase will allow 3 additional FTEs.

Travel- $522

$598

+$76

e Travel enables staff to conduct necessary
surveillance and maintenance functions,
business and site operations, oversight, and
related activities.

e Continue to conduct necessary functions at a growing
number of closed sites.

Additional travel funds are needed to meet
expanding site requirements.

Support Services- $346

$524

+$178

e Support services assist in the preparation of
both routine and ad hoc reports. In
addition, contractual support assists with
staff training.

e Continue in an effort to prepare more analyses and
reports with Federal staff. Some training will be done by
Federal staff.

e The increase reflects training for additional staff.

Other Related Expenses- $1,986

$2,172

+5186

e Other services include LM’s contribution to
the DOE Working Capital Fund (WCF) as
well as expenses not encompassed by the
fund, supplies, computer software and
hardware, and the Department’s IT
support.

e Continue with procuring services and supplies at relatively
the same level with the exception of WCF.

e The increase is due to higher WCF expenses,
including $114K for credit monitoring expenses,
and CIO labor increases on EITS contracts.

Other Defense Activities/ Legacy Management/
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Legacy Management
Facilities Maintenance and Repair

The Department’s Facilities Maintenance and Repair activities are tied to its programmatic missions, goals, and objectives. Facilities Maintenance and Repair activities
funded by this budget are displayed below.

Costs for Direct-Funded Maintenance and Repair (including Deferred Maintenance Reduction) (SK)

EY 2015 FY 2015 FY 2016 FY 2017
Actual Cost Planned Planned Planned
Cost Cost Cost

Office of Legacy Management
Comprehensive Environmental Response Compensation and Liabilities Act
(CERCLA) Sites 2,771 2,771 1,380 2,327
Non-CERCLA Sites 1,465 1,465 1,859 1,192
Total, Direct-Funded Maintenance and Repair 4,236 4,236 3,239 3,519

Report on FY 2014 Expenditures for Maintenance and Repair

This report responds to legislative language set forth in Conference Report (H.R. Conf. Rep. No. 108-10) accompanying the Consolidated Appropriations Resolution,
2003 (Public Law 108-7) (pages 886-887), which requests the Department of Energy provide an annual year-end report on maintenance expenditures to the Committees
on Appropriations.
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Protective Forces

Physical Security Systems
Information Security?

Cyber Security*

Personnel Security

Material Control and Accountability
Program Management
Security Investigations
Transportation Security
Construction

Total, Safeguards and Security

Legacy Management
Safeguards and Security Crosscut ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016

532 532 549 539 -10

113 113 139 136 -3

6 6 6 56 +50

904 904 922 1,140 +218

33 33 33 33 0

0 0 0 0 0

28 28 323 473 +150

0 0 0 0 0

0 0 0 0 0

0 0 0 0 0

1,616 1,616 1,972 2,377 +405

3 FY 2017 Request includes $50,000 to purchase new encryption software.
4FY 2017 increase supports a planned certification and accreditation effort associated with the Licensing Support Network. Additionally, cyber demands continue to

increase.
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Office of Hearings and Appeals
Program Direction

Overview

The Office of Hearings and Appeals (OHA) provides adjudicatory and conflict resolution services for DOE’s programs so that
disputes may be resolved at the agency level in a fair, impartial and efficient manner. OHA supports all DOE strategic goals,
including management and operational excellence. The bulk of OHA work is defense-related and consists of the
adjudication of security clearance cases that determine the eligibility of employees to have access to special nuclear
material or classified information.

Within the Other Defense Activities Appropriation, OHA operates with three staffs: the Personnel Security and Appeals
Division, the Employee Protection and Exceptions Division, and the Office of Conflict Prevention and Resolution.

OHA offers fair, timely, impartial, and customer-friendly processes for adjudicating matters pursuant to regulatory authority
or special delegation from the Secretary. Such cases include: (i) eligibility for a security clearance, (ii) whistleblower
protection for employees of DOE contractors, (iii) Freedom of Information and Privacy Act Appeals, (iv) relief from DOE
product efficiency regulations to prevent special hardship, and (v) and other matters that the Secretary may delegate. With
respect to alternative dispute resolution (ADR), OHA offers mediation and other services for a variety of matters.

Highlights of the FY 2017 Budget Request

The FY 2017 Budget Request supports increased workload and succession planning. OHA’s level of 26 FTEs (an increase of 4
FTEs from the FY 2016 requested level of 22 FTEs) accommodates the hiring and training of junior staff to replace the more
experienced staff that are likely to retire.
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Program Direction
Funding (SK)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs FY
Enacted Current Request Request 2016
Program Direction
Salaries and Benefits 4,181 4,181 4,106 4,333 +227
Travel 40 40 40 40 0
Support Services 0 0 44 60 +16
Other Related Expenses 1,279 1,279 1,310 1,486 +176
Subtotal, Program Direction 5,500 5,500 5,500 5,919 +419
Rescission of Balances -258 -258 0 0 0
Total, Program Direction 5,242 5,242 5,500 5,919 +419
Federal FTEs 22 22 22 26 +4
Support Services
Legal Research Support 0 0 44 60 +16
Other Related Expenses
Energy IT Services 165 165 175 195 +20
Working Capital Fund 1,114 1,114 1,135 1,291 +156
Total, Other Related Expenses 1,279 1,279 1,310 1,486 +176
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Activities and Explanation of Changes

Program Direction

Explanation of Changes

FY 2016 Request FY 2017 Request FY 2017 vs. FY 2016
Program Direction $5,500,000 $5,919,000 +$419,000
Salaries and Benefits $4,106,000 $4,333,000 +$227,000

Supports current staffing level of 22 FTEs.

e Supports staffing level of 26 FTEs.

e Increase reflects addition of 4 FTEs at
lower grades in anticipation of several
retirements of higher-graded staff.
There will need to be some overlap
between outgoing and incoming staff
for the purpose of transitioning duties
and allowing for on-the-job training.

Travel $40,000

$40,000

S0

Supports travel to conduct security hearings at DOE
field locations.

e Continuation of FY16 activities.

e No change in work scope.

Support Services $44,000 $60,000 +$16,000
e Supports computer legal research services for FY e Supports computer research services for FY e Increase allows OHA to fund legal
2016. 2017. research services.
Other Related Expenses $1,310,000 $1,486,000 +$176,000

Funding supports the Working Capital Fund (WCF),
which provides for shared service costs and
Departmental overhead expenses; Energy IT
Services; and other services.

e Continuation of FY 2016 activities.

e Increase reflects WCF estimated costs.
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Other Defense Activities

Argonne National Laboratory
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Argonne National Laboratory

Brookhaven National Laboratory
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Brookhaven National Laboratory

Chicago Operations Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Chicago Operations Office

Consolidated Business Center
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Consolidated Business Center

Fernald Site
Office of Legacy Management

Legacy Management

Total, Fernald Site

Grand Junction Office
Office of Legacy Management

Legacy Management

Total, Grand Junction Office

Idaho National Laboratory

Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Idaho National Laboratory

Idaho Operations Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Idaho Operations Office

Kansas City National Security Complex (KCNSC)
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Kansas City National Security Complex (KCNSC)

Other Defense Activities

Department Of Energy
FY 2017 Congressional Budget
Funding By Appropriation By Site

($K)
FY 2015 FY 2016 FY 2017
Current Enacted Request

945 945 945

945 945 945

250 250 250

250 250 250

50 50 50

50 50 50

259 259 259

259 259 259

16,202 15,785 13,369
16,202 15,785 13,369
33,641 34,150 34,205
33,641 34,150 34,205

150 150 150

150 150 150

400 400 400

400 400 400

10 10 10

10 10 10
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Other Defense Activities

Lawrence Berkeley National Laboratory
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Lawrence Berkeley National Laboratory

Lawrence Livermore National Laboratory

Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Lawrence Livermore National Laboratory

Lexington Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Lexington Office

Los Alamos National Laboratory
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Los Alamos National Laboratory

Morgantown Office
Office of Legacy Management

Legacy Management

Total, Morgantown Office

Mound Site
Office of Legacy Management

Legacy Management

Total, Mound Site

Nevada Field Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Nevada Field Office

NNSA Albuquerque Complex
Environment, Health, Safety and Security

Environment, Health, Safety and Security
Enterprise Assessments

Enterprise Assessments

Total, NNSA Albuquerque Complex

Other Defense Activities

Department Of Energy
FY 2017 Congressional Budget
Funding By Appropriation By Site

($K)

FY 2015 FY 2016 FY 2017
Current Enacted Request

1,500 0 0

1,500 0 0

3,050 3,050 3,050

3,050 3,050 3,050

200 200 200

200 200 200

95 95 95

95 95 95

11,432 11,462 11,925

11,432 11,462 11,925

17,235 15,611 12,583

17,235 15,611 12,583

15 15 15

15 15 15

1,000 1,000 1,000

150 150 250

1,150 1,150 1,250
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Other Defense Activities

Oak Ridge Institute for Science & Education
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Oak Ridge Institute for Science & Education

Oak Ridge National Laboratory
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Oak Ridge National Laboratory

Oak Ridge Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Oak Ridge Office

Office of Scientific & Technical Information
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Office of Scientific & Technical Information

Ohio Field Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Ohio Field Office

Pacific Northwest National Laboratory
Environment, Health, Safety and Security

Environment, Health, Safety and Security
Enterprise Assessments

Enterprise Assessments

Total, Pacific Northwest National Laboratory

Paducah Gaseous Diffusion Plant
Office of Legacy Management

Legacy Management

Total, Paducah Gaseous Diffusion Plant

Pantex Plant
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Pantex Plant

Other Defense Activities

Department Of Energy
FY 2017 Congressional Budget
Funding By Appropriation By Site

($K)

FY 2015 FY 2016 FY 2017
Current Enacted Request

1,305 1,305 1,305

1,305 1,305 1,305

1,035 1,035 1,035

1,035 1,035 1,035

2,795 2,795 2,795

2,795 2,795 2,795

300 300 300

300 300 300

5 5 5

5 5 5

1,905 1,905 1,905

125 125 160

2,030 2,030 2,065

3,000 3,000 2,933

3,000 3,000 2,933

10 10 10

10 10 10

77 FY 2017 Congressional Budget Justification



Other Defense Activities

Pinellas Site
Office of Legacy Management

Legacy Management

Total, Pinellas Site

Portsmouth Gaseous Diffusion Plant
Office of Legacy Management

Legacy Management

Total, Portsmouth Gaseous Diffusion Plant

Richland Operations Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Richland Operations Office

Rocky Flats Site
Office of Legacy Management

Legacy Management

Total, Rocky Flats Site

Sandia National Laboratories
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Sandia National Laboratories

Savannah River Operations Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Savannah River Operations Office

Savannah River Site Office

Environment, Health, Safety and Security
Environment, Health, Safety and Security

Total, Savannah River Site Office

Other Defense Activities

Department Of Energy
FY 2017 Congressional Budget
Funding By Appropriation By Site

($K)
FY 2015 FY 2016 FY 2017
Current Enacted Request
7,218 7,643 6,130
7,218 7,643 6,130
6,100 6,100 4,867
6,100 6,100 4,867
1,000 1,000 1,000
1,000 1,000 1,000
54,853 53,460 42,605
54,853 53,460 42,605
1,210 1,210 1,210
1,210 1,210 1,210

500 500 500
500 500 500
10 10 10
10 10 10

78 FY 2017 Congressional Budget Justification



Other Defense Activities

Washington Headquarters
Environment, Health, Safety and Security
Environment, Health, Safety and Security

Program Direction

Total, Environment, Health, Safety and Security

Hearings and Appeals

Program Direction

Office of Legacy Management

Legacy Management
Enterprise Assessments

Enterprise Assessments

Program Direction
Total, Enterprise Assessments
Specialized Security Activities
Specialized Security Activities

Total, Washington Headquarters

Weldon Spring Site Office
Office of Legacy Management

Legacy Management

Total, Weldon Spring Site Office

Y-12 Site Office
Environment, Health, Safety and Security

Environment, Health, Safety and Security

Total, Y-12 Site Office

Yucca Mountain Site Office
Office of Legacy Management

Legacy Management

Total, Yucca Mountain Site Office

Total, Other Defense Activities

Other Defense Activities

Department Of Energy
FY 2017 Congressional Budget
Funding By Appropriation By Site

($K)
FY 2015 FY 2016 FY 2017
Current Enacted Request
102,744 102,244 114,174
62,235 62,235 66,519
164,979 164,479 180,693
5,500 5,500 5,919
14,644 14,403 15,317
21,793 23,793 24,170
49,466 49,466 51,893
71,259 73,259 76,063
203,152 230,377 237,912
459,534 488,018 515,904
5,020 3,061 7,911
5,020 3,061 7,911
20 20 20
20 20 20
2,635 2,505 2,475
2,635 2,505 2,475
635,164 657,589 671,836
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Departmental Administration
Proposed Appropriation Language

For salaries and expenses of the Department of Energy necessary for departmental administration in carrying out the
purposes of the Department of Energy Organization Act (42 U.S.C. 7101 et seq.), [$248,142,000]5270,037,000, to remain
available until September 30, [2017]2018, including the hire of passenger motor vehicles and official reception and
representation expenses not to exceed $30,000, plus such additional amounts as necessary to cover increases in the
estimated amount of cost of work for others notwithstanding the provisions of the Anti-Deficiency Act (31 U.S.C. 1511 et
seq.): Provided, That such increases in cost of work are offset by revenue increases of the same or greater amount: Provided
further, That moneys received by the Department for miscellaneous revenues estimated to total
[$117,171,000]15125,171,000 in fiscal year [2016]2017 may be retained and used for operating expenses within this
account, as authorized by section 201 of Public Law 95-238, notwithstanding the provisions of 31 U.S.C. 3302: Provided
further, That the sum herein appropriated shall be reduced as collections are received during the fiscal year so as to result
in a final fiscal year [2016]2017 appropriation from the general fund estimated at not more than
[$153,511,000]5144,866,000. 53,000,000 is to support the Department's activities related to implementation of the Digital
Accountability and Transparency Act (DATA Act; Public Law 113-101; 31 U.S.C. 6101 note), to include changes in business
processes, workforce, or information technology to support high quality, transparent Federal spending information.

Explanation of Change

No change.

Departmental Administration 85 FY 2017 Congressional Budget Justification



Departmental Administration
($K)

FY 2015 Enacted | FY 2015 Current! | FY 2016 Enacted | FY 2017 Request
125043 | 135686 | 130971 | 144,866

Overview

The Departmental Administration (DA) appropriation funds 15 management and mission support organizations that have
enterprise-wide responsibility for administration, accounting, budgeting, contract and project management, congressional
and intergovernmental liaison, domestic and international energy policy, information management, life-cycle asset
management, legal services, workforce diversity and equal employment opportunity, ombudsman services, small business
advocacy, sustainability and public affairs.

The DA appropriation also budgets for Strategic Partnership Projects and receives Miscellaneous Revenues from other
sources. Additionally, the DA appropriation receives funding from the Other Defense Activities (ODA) appropriation,
Defense-Related Administrative Support (DRAS), which is used to offset funding within the DA appropriation which supports
defense-oriented activities at DOE.

In order to ensure statutory requirements and Secretarial priorities have resources to support mission critical areas of the
Department, the FY 2017 Budget requests that the Office of Indian Energy Policy and Programs be established as a stand-
alone account under Energy Programs.

Highlights of the FY 2017 Budget Request
In FY 2017, the DA Budget reflects increases to strengthen enterprise-wide management and mission support functions and
invest in initiatives with the potential for innovative and collaborative endeavors in the energy sector, as outlined below:

e Office of Management (MA): The FY 2017 Request level reflects the transfer of $16,000,000 and 24 FTEs from MA
to the newly established Project Management Oversight and Assessment Office (PM); an increase of $1,000,000
for FTEs and support services associated with the Office of the Under Secretary for Management and Performance;
and $200,000 to fund one FTE for the Ombudsman office.

e Chief Information Officer (CIO): The $19,856,000 increase supports replacement of legacy network infrastructure,
consolidation of data centers and enterprice e-mail as well as the implementation of other Administration
priorities.

e Chief Financial Officer (CFO): The $6,060,000 increase includes $3,000,000 support for Digital Accountability and
Transparency Act of 2014 (DATA Act) requirements requirements and $1,650,000 to support the development of
corporate budget formulation which will allow budgets to be formulated from the bottom up across the enterprise
in a standard framework.

e  Office of Economic Impact and Diversity (ED): $1,319,000 increase will support Minorities in Energy Initiative
activities and program direction to build capacity to provide statutory minority business and economic
development support and execute external Civil Rights programs in accordance with Title VI, Title IX, and Section
504 of the Rehabilitation Act of 1973 (protection from discrimination based on disabilities).

e  Office of Project Management Oversight and Assessments (PM): Establishing PM as a separate independent office
with 37 FTEs will better enable DOE to conduct independent reviews of projects that are $100,000,000 or greater
in the Environmental Management (EM) portfolio, and perform other critical Department-wide functions.

e  Office of Cost Estimating and Program Evaluation (CEPE-DOE): The newly established Department-wide CEPE will
establish cost estimating policy and ensure the capacity to independently determine costs of programs, projects
and acquisitions.

e  Office of the Energy Jobs Development (EJD): Established as a new office to consolidate ongoing workforce
activities across the Department and track energy sector job growth nation-wide.

! Funding reflects transfers totaling $10,643,000 from USAID to International Affairs.
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The Department is organized into three Under Secretariats — Science and Energy, Nuclear Security, and Management and
Performance — which recognizes the complex interrelationship among DOE Program Offices. The FY 2017 Budget continues
crosscutting programs which coordinate across the Department and seek to tap DOE’s full capability to effectively and
efficiently address the U.S.’s energy, environmental, and national security challenges. These crosscutting initiatives will be
discussed further within the programs in which the crosscuts are funded.

The FY 2017 DA appropriation contains funding for the following crosscuts:

Grid Modernization (Grid): U.S. prosperity and energy innovation in a global clean energy economy depends on the
modernization of the National Electric Grid. To support this transformation, the Department of Energy’s Grid Modernization
Initiative will create tools and technologies that measure, analyze, predict, and control the grid of the future; focus on key
policy questions related to regulatory practices, market designs, and business models building on analysis and findings of
the QER; ensure the development of a secure and resilient grid; and collaborate with stakeholders to test and demonstrate
combinations of promising new technologies.

Energy-Water Nexus (EWN): There is increasing urgency to address the energy-water nexus in an integrated way due to
changing precipitation and temperature patterns, accelerated drawdown of critical water supplies, population growth and
regional migration trends, and the introduction of new technologies that could shift water and energy demands The
energy-water nexus crosscut is an integrated set of cross-program collaborations designed to accelerate the Nation’s
transition to more resilient energy and coupled energy-water systems. The crosscut supports: (1) an advanced, integrated
data, modeling, and analysis platform to improve understanding and inform decision-making for a broad range of users and
at multiple scales; (2) investments in targeted technology research opportunities within the system of water-energy flows
that offer the greatest potential for positive impact; and (3) policy analysis and stakeholder engagement designed to build
from and strengthen the two preceding areas while motivating more rapid community involvement and response.

Cybersecurity: DOE is engaged in three categories of cyber-related activities: protecting the DOE enterprise from a range of
cyber threats that can adversely impact mission capabilities; bolstering the U.S. Government’s capabilities to address cyber
threats; and, improving cybersecurity in the electric power subsector and the oil and natural gas subsector. The
cybersecurity crosscut supports central coordination of the strategic and operational aspects of cybersecurity and facilitates
cooperative efforts such as the Joint Cybersecurity Coordination Center (JC3) for incident response and the implementation
of Department-wide Identity Control and Access Management (ICAM). The crosscut also enables the Cyber Sciences
Laboratory (CSL) to be funded and supported by multiple programs to focus on longer-term, higher-risk, game-changing
technologies targeted towards solving fundamental cybersecurity problems in the DOE mission space.

FY 2017 Crosscuts (SK)
Grid EWN Cybersecurity Total
Energy Systems and Policy Analysis 1,000 2,600 0 3,600
International Affairs 0 400 0 400
Chief Information Officer 0 0 20,026 20,026
Total, Crosscuts 1,000 3,000 20,026 24,026
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Departmental Administration
Office of the Secretary
Congressional & Intergovernmental Affairs (Cl)
Public Affairs
General Counsel (GC)
Economic Impact & Diversity
Chief Financial Officer
Chief Human Capital Officer
Office of Indian Energy Policy & Programs
Energy Policy and Systems Analysis
International Affairs (I1A)
Office of Small & Disadvantaged Business Utilization
Management
Project Management Oversight and Assessments
Cost Estimating and Program Evaluation
Office of the Energy Jobs Development
Strategic Partnership Projects (SPP)
Chief Information Officer (CIO)
Subtotal, Departmental Administration (Gross)
Adjustments
Defense-Related Administrative Support
Subtotal, Departmental Administration
Miscellaneous Revenues
Revenues Associated with SPP
Other Revenues
Subtotal, Miscellaneous Revenues

Total, Departmental Administration (Net)
Federal FTEs

Departmental Administration

Departmental Administration
Funding by Congressional Control (SK)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs FY
Enacted Current Enacted Request 2016

5,008 5,008 5,008 5,300 +292
6,300 5,846 6,300 6,200 -100
3,431 3,231 3,431 3,431 0
33,000 32,554 33,000 33,000 0
9,000 8,800 10,000 11,319 +1,319
47,000 47,000 47,024 53,084 +6,060
24,500 24,500 24,500 25,424 +924
16,000 16,000 16,000 0 -16,000
31,181 31,181 31,297 31,000 -297
13,000 24,943 18,000 19,107 +1,107
2,253 2,253 3,000 3,300 +300
62,946 62,946 65,000 59,114 -5,886
0 0 0 18,000 +18,000
0 0 0 5,000 +5,000
0 0 0 3,700 +3,700
42,000 42,000 40,000 40,000 0
74,164 74,164 73,218 93,074 +19,856
369,783 380,426 375,778 410,053 +34,275
-6,733 -6,733 -8,800 -20,300 -11,500
-118,836 -118,836 -118,836 -119,716 -880
244,214 254,857 248,142 270,037 +21,895
-42,000 -42,000 -40,000 -40,000 0
-77,171 -77,171 -77,171 -85,171 -8,000
-119,171 -119,171 -117,171 -125,171 -8,000
125,043 135,686 130,971 144,866 +13,895
1,124 1,124 1,160 1,165 +5

88 FY 2017 Congressional Budget Justification




Defense-Related Administrative Support

Overview

Beginning in FY 1999, funding has been provided within the Other Defense Activities appropriation to offset amounts within the DA appropriation that support defense-
related activities. This offset addresses the significant level of administrative support performed within DA in support of the Department’s defense-related programs.
DRAS represents one third of the Departmental Administration gross spending level as NNSA represents a little more than a third of DOE’s total budget. The services

provided by the offices within DA are performed without distinction between defense and non-defense related activities and provide benefit for all headquarters
organizations proportionally

Defense-Related Administrative Support
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
Defense-Related Administrative Support 118,836 118,836 118,836 119,716 +880
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Overview

Strategic Partnership Projects

The Strategic Partnership Projects (SPP) program provides funding to DOE’s multi-purpose field offices and National Laboratories to finance the cost of products and
services requested by non-DOE users, both foreign and domestic. The products and services provided by the Department under this program generally are not available
from alternate sources and are either (1) a revenue program which results from a budgeted mission of the Department or (2) reimbursable work for non-federal entities
where the sponsor is precluded by law from providing advance funding. The costs of the SPP program are offset by revenues received from the sale of products and

services to customers.

The SPP program includes a portion of the Department’s Foreign Research Reactor Spent Fuel Program. This program, which involves the receipt and storage of foreign
research reactor spent fuel, is provided for in the SPP program only to the extent of revenues provided.

The benefits for this program are: continued access to the Department’s Laboratory complex and the availability of by-products for sale to non-federal customers. The
SPP program satisfies the needs of our non-federal customers. For this reason, performance evaluation for this work is the responsibility of our customers. The success
of this program is indicated by the steady influx of business from the targeted groups.

Chicago Operations Office
Idaho Operations Office
Lawrence Berkeley Laboratory
National Energy Technology Laboratory
National Renewable Energy Laboratory
NNSA Albuquerque Complex
Oak Ridge National Laboratory
Pacific Northwest Laboratory
Richland Operations Office
Savannah River Ops Office
Washington, DC (Reserve)
Prior Year Balance Use

Subtotal, Strategic Partnership Projects

Revenues Associated with Strategic Partnership Projects

Departmental Administration

Funding ($K)

Strategic Partnership Projects

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
400 400 200 13,200 +13,000
1,000 1,000 1,000 1,000 0
1,392 1,392 4,634 1,415 -3,219
150 150 150 100 -50
360 360 510 200 -310
9,330 9,330 6,630 7,221 +591
14,768 14,768 8,968 7,567 -1,401
9,000 9,000 10,000 10,000 0
100 100 100 100 0
5,500 5,500 6,700 6,700 0
0 0 1,108 0 -1,108
0 0 0 -7,503 -7,503
42,000 42,000 40,000 40,000 0
-42,000 -42,000 -40,000 -40,000 0
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Revenues Associated with Strategic Partnership Projects
Funding (SK)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Description of FY 2017 Activities Enacted Current Enacted Request FY 2016
Chicago Operations Office 400 400 200 13,200 +13,000
e  Brookhaven National Laboratory support to University of Washington for nanoparticle
loading and standard metal loaded scintillator for optical measurements
($13,200,000).
Idaho Operations Office 1,000 1,000 1,000 1,000 0
e Support to state and local governments ($1,000,000).
Lawrence Berkeley National Laboratory 1,392 1,392 4,634 1,415 -3,219
e Additional university support for Composite for Basic Science research in Life Sciences
(5400,000);
e University of Washington for comprehensive Identification of Worm and Fly
Transcription Factors ($400,000);
e Additional university support for Composite for Basic Science Research in Genome
(5250,000);
e Lake County Seismic monitoring ($215,000); and
e National Laboratory High Energy Physics for Particle Data Group ($150,000).
National Energy Technology Laboratory 150 150 150 100 -50
e Support to state/local governments ($100,000).
National Renewable Energy Laboratory 360 360 510 200 -310

e University of Michigan for Chemistry at Harvard Macromolecular Mechanics
(CHARMM) Modernization, Performance, and Continued Development ($88,000);

e Georgia Institute of Technology for Foundational Program to Advance Cell Efficiency Il
(FPACE-II) project, which aims at breaking the cell efficiency record of a silicon solar
cell (5200,000); and

e  Support to state/local governments ($222,000).

Departmental Administration 91 FY 2017 Congressional Budget Justification



Description of FY 2017 Activities

NNSA Complex (formally NNSA Albuquerque Complex)

e Y-12 National Security Complex support to long-term supply contracts with foreign

governments to provide uranium fuel ($3,930,000);

e Lawrence Livermore National Laboratory support to State of California Ambient

Groundwater Monitoring & Assessment (GAMA) program ($1,000,000);

e Y-12’'s Global Threat Reduction Initiative support to arrange for the return of enriched

uranium from foreign countries ($750,000);

e NNSA to address multiple smaller projects for state/local governments, universities
and institutes, including work for the State of Washington Department of Health,
Maryland Transit Authority, and New Mexico Office of the State Engineer ($500,000);

e Sandia National Laboratory support to state & local governments ($300,000); and

e State of Washington aerial radiological survey of the City of Seattle performed by the

Nevada Field Office Remote Sensing Laboratory ($150,000).
Oak Ridge Operations Office

e Oak Ridge National Laboratory support to Inter-comparison Studies Program—
Bioassay Samples; New York State Department of Transportation - Research and
Analytical Support; Beam Dump Research & Development and Conceptual Design;
New York State Department of Transportation - Research and Analytical Support; etc.

($6,907,000);

e Stanford Linear Accelerator Center (SLAC) support to U.S./Japan Cooperative Program

in High Energy Physics (5500,000);

e Oak Ridge Institute for Science and Education (ORISE) support to Radiation Emergency

Assistance Center/Training courses (5100,000); and

e Thomas Jefferson National Laboratory support for research and development on

Superconducting Radio Frequency (SRF) cavity fabrication, processing and

instrumented testing at cryogenic temperatures for high performance SRF cavities

($60,000).
Pacific Northwest National Laboratory

e Maritime Radiological/Nuclear training, logistics management, and technical

assistance ($10,000,000).
Richland Operations Office

e Training in support of disaster recovery, emergency response, fire protection,
transportation, law enforcement, military readiness, technology deployment

($100,000).

Departmental Administration
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FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
9,330 9,330 6,630 7,221 4,389
14,768 14,768 8,968 7,567 -1,401
9,000 9,000 10,000 10,000 0
100 100 100 100 0
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FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Description of FY 2017 Activities Enacted Current Enacted Request FY 2016

Savannah River Operations 5,500 5,500 6,700 6,700 0
e Savannah River Forest Service Timber Management program ($5,840,000);
e Savannah River National Laboratory support to the University of Washington
(5500,000); and
e South Carolina Institute of Archaeology and Anthropology cooperative agreement to
comply with archaeological regulatory requirements needed to support the U.S.
Forest Service Savannah River timber program ($360,000).
Washington, DC (in Reserve)

e  Reserve funds set aside for use at Headquarters. 0 0 1,108 0 -1,108
Prior Year Balance Use 0 0 0 -7,503 -7,503
Total, Revenues Associated with Strategic Partnership Projects 42,000 42,000 40,000 40,000 0
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Miscellaneous Revenues
Overview
The Departmental Administration account receives Miscellaneous Revenues from the following:
e Revenues associated with Strategic Partnership Projects (SPP) represents the full-cost recovery offset to the SSP account. SPP is the program associated with
providing products and services to our customers.
e Other Revenues received from the sale of by-products that have no cost associated with the Departmental Administration appropriation. These items are by-
products of activities funded by other on-going Departmental programs and are collected as Miscellaneous Revenues. Included in this estimate are revenues
collected from the Reimbursable Work program for Federal Administrative Charges.

Miscellaneous Revenues
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
Revenues Associated with Strategic Partnership Projects -42,000 -42,000 -40,000 -40,000 0
Other Revenues -77,171 -77,171 -77,171 -77,171
Total, Miscellaneous Revenues -119,171 -119,171 -117,171 -117,171
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Other Revenues
Explanation of Major Changes ($K)

Federal Administrative Charges — Revenues collected from other federal agencies as well as non-federal entities for
reimbursable activity conducted by the Department in accordance with full-cost recovery policy.

Y-12 Site Office — Revenues generated from shipment of surplus Highly Enriched Uranium and Low Enriched Uranium for
use in foreign research and test reactors.

Pittsburgh Naval Reactors Office - The Department of Navy reimburses the Pittsburgh Naval Reactors Office for the
nuclear material burn-up while the core is in operation and when residual nuclear material is removed during core
refuelings and defuelings. While nuclear material burn-up is relatively consistent across years, major fluctuations in this
line item are attributable to the refueling and defueling schedules, which are based on ship availability and quantity of
nuclear material left in the cores.

Other Revenues, including Timber Sales - Estimate based on current rate of collections for various miscellaneous
revenues collected at all Departmental sites, including timber sales at Savannah River Site.

Total, Other Revenues
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FY 2016 FY 2017 FY 2017 vs
Enacted Request FY 2016
-30,000 -37,071 -7,071
-14,000 -14,000 0
-27,700 -21,600 +6,100
-5,471 -4,500 +971
-77,171 -77,171 0

FY 2017 Congressional Budget Justification




Office of the Secretary
Program Direction

Overview

The Office of the Secretary (OSE) provides leadership and policy direction to the Department of Energy (DOE) in fulfilling its
responsibilities for advancing the energy, environmental, and nuclear security of the United States; promoting scientific and
technological innovation in support of that mission; sponsoring basic research in the physical sciences; and ensuring the
environmental cleanup of the nation’s nuclear weapons complex. These responsibilities will be fulfilled through:

Science and Energy — DOE leads the nation in the transformational research, development, demonstration, and
deployment of an extensive range of clean energy and efficiency technologies, supporting the President’s Climate Action
Plan and an “all of the above” energy strategy. DOE identifies and promotes advances in fundamental and applied sciences;
translates cutting-edge inventions into technological innovations; and accelerates transformational technological advances
in energy areas that industry by itself is not likely to undertake because of technical or financial risk. DOE also leads
national efforts to develop technologies to modernize the electricity grid, enhance the security and resilience of energy
infrastructure, and expedite recovery from energy supply disruptions. DOE conducts robust, integrated policy analysis and
engagement to support the nation’s energy agenda. DOE is the largest federal sponsor of basic research in the physical
sciences. DOE world-leading research in the physical, chemical, biological, environmental, and computational sciences
contributes fundamental scientific discoveries and technological solutions that support the nation’s primacy in science and
innovation.

Nuclear Security — DOE enhances the security and safety of the nation through its national security endeavors:
maintaining a safe, secure, and effective nuclear weapons stockpile in the absence of nuclear testing and managing the
research, development, and production activities and associated infrastructure needed to meet national security
requirements; accelerating and expanding efforts to reduce the global threat posed by nuclear weapons, nuclear
proliferation and unsecured or excess nuclear materials; and providing safe and effective nuclear propulsion for the U.S.
Navy. As a result of the expertise developed to support these nuclear security missions, the DOE laboratories also serve as
strategic assets in support of broader national security missions.

Management and Performance — DOE leads the largest cleanup effort in the world to remediate the environmental
legacy of over six decades of nuclear weapons research, development, and production through investments in science and
technology research. As DOE carries out its mission, it employs effective and cost-efficient management, supports an
engaged workforce, and provides a modern, secure physical and information technology infrastructure. DOE remains
committed to maintaining a safe and secure work environment for all personnel and to ensuring that its operations
preserve the health, safety, and security of the surrounding communities.
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Washington Headquarters
Salaries and Benefits
Travel
Support Services
Other Related Expenses

Total, Program Direction

Federal FTEs

Other Related Expenses
Training
Total, Other Related Expenses

Departmental Administration/ Office of the Secretary/
Program Direction

Program Direction
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016

4,473 4,473 4,473 4,765 +292

529 529 529 529 0

0 0 0 0 0

6 6 6 6 0

5,008 5,008 5,008 5,300 +292

32 32 32 32 0

6 6 6 6 0

6 6 6 6 0
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Activities and Explanation of Changes

Program Direction

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Program Direction $5,008,000

$5,300,000

+$292,000

Salaries and Benefits $4,473,000

$4,765,000

+$292,000

Funding supports 32 FTEs in the Office of the Secretary,
Deputy Secretary, Under Secretary for Management and
Performance, and Under Secretary for Science and Energy.

Additional requirements will be supported through the use of
prior year balances.

Funding to fully support 32 FTEs.

The increase will support payroll
costs for 32 FTEs.

Travel $529,000

$529,000

$0

Funding for the Office of the Secretary, Deputy Secretary,
Under Secretary for Management and Performance, Under
Secretary for Science and Energy, and Special Assistants to
travel both internationally and domestically in support of the
Department’s mission.

Additional requirements will be supported through the use of
prior year balances.

Continuation of FY 2016 activities.

No changes.

Other Related Expenses $6,000

$6,000

$0

Training and course registration cost for OSE employees for
essential training activities.

Continuation of FY 2016 activities.

No changes.

Departmental Administration/ Office of the Secretary/
Program Direction
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Chief Financial Officer
Program Direction

Overview

The Office of the Chief Financial Officer (CFO) is responsible for the effective management and financial integrity of
Department of Energy (DOE) programs, activities and resources by developing, implementing, and monitoring DOE-wide
policies and systems in budget formulation and execution, finance and accounting, internal controls and financial policy,
corporate financial systems, and strategic planning.

Highlights of the FY 2017 Budget Request

The FY 2017 request is $53,084,000, an increase of $6,060,000 above the FY 2016 Enacted. The increased funds support
the development of corporate budget formulation which will allow budgets to be formulated from the bottom up across
the enterprise in a standard framework. The FY 2017 Request also includes $3,000,000 to fund implementation of the
Digital Accountability and Transparency Act of 2014 (DATA Act) which requires modifications to DOE business systems and
processes.
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Washington Headquarters
Salaries and Benefits
Travel
Support Services
Other Related Expenses

Total, Program Direction
Total FTEs

Support Services
Management Support
Corporate Business Systems
DATA Act
System Support/Other Support Services
Total, Support Services

Other Related Expenses
IT Services
Training
Interagency Agreements/Data Licenses/Other
Working Capital Fund
Total, Other Related Expenses

Departmental Administration/Chief Financial Officer/
Program Direction

Program Direction
Funding ($K)

100

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016

29,155 29,155 29,420 30,240 +820
200 200 200 200 0
9,189 9,189 9,030 14,044 +5,014
8,456 8,456 8,374 8,600 +226
47,000 47,000 47,024 53,084 +6,060
212 212 212 212 0
5,450 5,450 5,450 7,100 +1,650
0 0 0 3,000 +3,000
3,739 3,739 3,580 3,944 +364
9,189 9,189 9,030 14,044 +5,014
1,600 1,600 1,600 1,600 0
140 140 140 140 0
600 600 600 600 0
6,116 6,116 6,034 6,260 +226
8,456 8,456 8,374 8,600 +226
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Activities and Explanation of Changes

Program Direction

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Program Direction $47,024,000 $53,084,000 +5$6,060,000

Salaries and Benefits $29,420,000 $30,240,000 +$820,000

Funds 212 full-time equivalent employees (FTEs). Funds 212 FTEs. Increase (+5$820,000) covers employee pay increases.
Travel $200,000 $200,000 S0

Supports travel requirements for 212 FTEs.

Continuation of FY 2016 activities.

No change from FY 2016.

Support Services $9,030,000

$14,044,000

+5$5,014,000

The FY 2016 Corporate Business Systems (CBS) budget
funds the continued operation of the DOE financial,
procurement, and human capital systems, including
the Data Warehouse, which supports over 2,000 users
and maintains structured data from multiple data
sources; the integration of funds distribution; and
operation and maintenance of the Foreign Travel
Management System.

The FY 2017 CBS budget funds the operation of the
CBS systems and development of corporate budget
formulation to replace Excel spreadsheets and
allowing budgets to be formulated from the
bottom up across the enterprise in a standard
framework. Funding also supports DATA Act
implementation, strengthening database and
application security controls, and enabling
database activity monitoring services.

Increase funds development of corporate budget
formulation to replace Excel spreadsheets and allowing
budgets to be formulated from the bottom up across the
enterprise in a standard framework (+$1,650,000),
supports DATA Act implementation (+$3,000,000), and IT
support contracts (+364,000).

Other Related Expenses $8,374,000

$8,600,000

+$226,000

Funding supports Working Capital Fund (WCF),
interagency agreements, employee training, data
licenses, and IT support requirements for 212 FTEs.

Departmental Administration/Chief Financial Officer/

Program Direction

Continuation of FY 2016 activities.
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Increase (+$226,000) for WCF funds OPM credit monitoring
and inflation increases in existing WCF programs.
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Management
Program Direction

Overview

The Office of Management (MA) provides the Department of Energy (DOE) with centralized direction and oversight for the
full range of management, procurement, and administrative services. MA’s activities include policy development and
oversight, and delivery of procurement services to DOE Headquarters (HQ) organizations. Administrative activities include
the management of HQ facilities and the delivery of other services critical to the operation of the Department. MA also
fulfills the statutory responsibilities of the Chief Acquisition Officer and the Director, Office of Acquisition Management,
serves as DOE’s Senior Procurement Executive.

In FY 2017, MA will accomplish its mission through its program office components and associated Departmental budget

lines:

Aviation Management — Manage all DOE-owned aircraft and contract aviation services world-wide by developing
and implementing policies and procedures; provide technical and management assistance to program leaders and
field elements with aviation responsibilities; and conduct independent oversight over all DOE elements that own
or use aviation as a part of their mission.

Executive Secretariat — Facilitate quality document management of executive correspondence, departmental
actions and decision documents; ensure the timely delivery of Congressional reporting requirements, executive
commitments and information; serve as the Department’s Federal Historic Preservation Officer; serve as the
Department’s Advisory Committee Management Officer and manage the Department’s Advisory Committee
Management Program.

Information Resources — Implement the Department’s Freedom of Information Act (FOIA); oversee the Directives
Management and Delegation of Authority System; and manage the Department’s Conference Management
Program.

Acquisition Management — Provide corporate oversight, managerial leadership and assist in the development and
implementation of DOE-wide policies, procedures, programs, and management systems pertaining to procurement
and financial assistance, contract management, professional development, and related activities to provide
procurement services to Headquarters elements.

Asset Management — Develop and maintain Department-wide policies, regulations, standards, and procedures
while tracking performance pertaining to real estate, facilities and infrastructure management, and personal
property. The Director serves as the Senior Real Property Officer, as designated by the Secretary and also serves as
the Head of the Contracting Activity for Real Estate, as appointed by the Department’s Senior Procurement
Executive.

Administration — Manage HQ facilities and support services, including operations management, building
automation, lease and office space management, supply management, transportation/courier services, concession
services, exchange visitor program, and mail/printing services.

Scheduling and Advance — Manage scheduling, logistical, and advance preparations for the Office of the Secretary.
Sustainability and Performance Office (SPO) — Coordinate data collection, reporting, and analysis of DOE’s
sustainability data, including energy, water, and resource use; manage and implement DOE’s Strategic
Sustainability Performance Plan; and provide oversight of energy, water, and resource assessments at DOE sites
and National Laboratories.

Secretary of Energy Advisory Board (SEAB) — Administer and coordinate the activities of the Board and its
subcommittees for the Secretary to obtain timely, balanced, and independent external advice on issues of national
importance related to the missions of the Department.

Ombudsman — The Office of the Ombudsman is an independent, neutral, confidential and informal resource
available to all DOE federal employees. The Ombudsman staff increases organizational focus on mission critical
activities by helping senior leaders, managers, supervisors, and staff to: minimize unwarranted distractions in the
workplace; increase employee engagement; and expeditiously address individual and organization matters. In
addition, the Office elevates systemic issues and shares conflict prevention strategies with senior leaders when
appropriate.
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Highlights of the FY 2017 Budget Request

The Department requests $59,114,000 in FY 2017 for MA, which is $5,886,000 below the FY 2016 Enacted level of
$65,000,000. This net change supports a Secretarial driven initiative which results in a transfer of 24 FTEs from MA to the
newly established independent Project Management Oversight and Assessment Office (PM) within the Departmental
Administration account. In addition, the FY 2017 Request includes: (1) $1,000,000 increase for Operations Staff support for
the Office of the Under Secretary for Management and Performance; (2) $3,712,000 to cover the cost of staff and function
for Sustainability and Performance Office (SPO) program; (3) $1,210,000 Internal Evaluations; and (4) $200,000 to fund one
additional FTE for the Ombudsman’s office.
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Washington Headquarters
Salaries and Benefits
Travel
Support Services
Other Related Expenses

Total, Program Direction

Federal FTEs—MA

Federal FTEs—WCF

Support Services
Management Support

External Independent Reviews (EIRs)

Cross Agency Priority Goals

Earned Value Management System (EVMS)
Sustainability and Performance

Project Assessment and Reporting System (PARS lIl)
Acquisition Career Management Program (ACMP)
National Laboratory Operations Board (NLOB)
Contract Management Improvement

Cost Estimating/Cost Analysis Improvement

Internal Evaluation
Other Support Services
Total, Support Services

Other Related Expenses
Training

Energy IT Services

Working Capital Fund (WCF)
Other Services

Total, Other Related Expenses

Departmental Administration/
Management/Program Direction

Program Direction
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
35,383 35,383 36,140 33,233 -2,907
940 940 940 858 -82
12,619 12,619 13,436 10,246 -3,190
14,004 14,004 14,484 14,777 +293
62,946 62,946 65,000 59,114 -5,886
226 226 226 210 -16
40 40 40 40 0
2,203 2,203 2,203 0 -2,203
0 0 422 422 0
429 429 429 0 -429
0 0 0 2,912 +2,912
2,000 2,000 2,000 0 -2,000
500 500 500 500 0
0 0 95 95 0
500 500 0 0 0
1,948 1,948 2,748 0 -2,748
2,400 2,400 2,400 3,610 +1,210
2,639 2,639 2,639 2,707 +68
12,619 12,619 13,436 10,246 -3,190
143 143 143 153 +10
1,207 1,207 1,207 1,157 -50
11,170 11,170 11,650 11,983 +333
1,484 1,484 1,484 1,484 0
14,004 14,004 14,484 14,777 +293
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Activities and Explanation of Changes

Program Direction

Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016
Program Direction $65,000,000 $59,114,000 -$5,886,000
Salaries and Benefits $36,140,000 $33,233,000 -$2,907,000

Funding in support of 226 FTEs. Funding provides for
salaries/benefits, overtime, lump sum leave, and
performance awards.

Funding in support of 210 FTEs.

Net change reflects funding in support of 210 FTEs.
24 FTEs transferred from MA to the newly
established Project Management Oversight and
Assessment Office (PM) (-$4,248,000). Funding to
support an additional 3 FTEs for operations staff
for the Office of the Under Secretary for
Management and Performance (+$570,000), 4 FTEs
for SPO (+$606,000), and 1 FTE for Ombudsman
the (+$165,000). Pay increases and cost of living
adjustments will be offset by savings that result
from anticipated staff attrition.

Travel $940,000

$858,000

-$82,000

Funding in support of MA/SEAB staff travel; all travel
associated with scheduling and logistics for Secretarial
trips; travel related to meetings of the National
Laboratory Operations Board and subgroups of the
Board; travel associated with program oversight and
evaluation, procurement, construction management
activities. Includes the rental of vehicles from the
General Services Administration motor pool and the
DOE fleet.

Continuation of FY 2016 activities.

Net change reflects a transfer in funding for travel
expenses (-588,000) for PM staff and additional
funding to support travel for SPO (+$6,000).

Support Services $13,436,000

$10,246,000

-$3,190,000

Funding in support of contractual requirements,
including External Independent Reviews (EIRs)
($2,203,000), EVMS ($429,000), PARS I1 ($2,000,000),
ACMP ($500,000); Cost Estimating/Cost Analysis
($2,748,000); and Internal Evaluation ($2,400,000);
implementation of the Cross Agency Priority Goals
($422,000); NLOB ($95,000); and Other Support
Services ($2,639,000). More detail provided in
following sections.

Continuation of FY 2016 activities, with a transfer
of funding in support of PM contractual
requirements.

Transfer of funding in support of PM contractual
requirements for External Independent Reviews
(EIRs) (-$2,203,000), EVMS

(-$429,000), PARS Il (-52,000,000), Cost
Estimating/Cost Analysis (-52,748,000); and Other
Support Services (-5157,000). Increase funding for
additional support services for the Office of the
Under Secretary for Management and
Performance (+$225,000), SPO (+$2,912,000); and
Internal Evaluations (+$1,210,000).

Departmental Administration/
Management/Program Direction
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

External Independent Reviews (EIRs) $2,203,000
Finances EIRs, which provide assurance that projects

can be executed at the proposed performance baseline

(scope, cost, and schedule). EIRs are conducted for

projects greater than $100,000,000 for major programs
and greater than $10,000,000 for others lacking Project

Management Support Offices.

$0
No funding requested in FY 2017.

-$2,203,000
Transfer of PM funding in support of EIRs
contractual requirements (-$2,203,000).

Cross Agency Priority Goals $422,000 $422,000 SO
Contribution for implementation of the Cross Continuation of FY 2016 activities. No change.
Agency Priority Goals.

Earned Value Management System (EVMS) $429,000 1] -$429,000

Finances certification and surveillance reviews to
ensure contractor EVMSs comply with industry
standards. MA ensures contractors are EVMS

compliant for projects $100,000,000 or greater. EVMS
is an industry-accepted process to ensure that projects

are completed on cost, schedule, and within scope
against a baseline. EVMS enables trend analysis and
evaluation of estimated cost at completion and
provides a sound basis for problem identification,
corrective actions, and management re-planning.

No funding requested in FY 2017.

Transfer of funding to PM in support of EVMS
contractual requirements (-$429,000).

Sustainability and Performance $0
Funding not provided in FY 2016 Enacted Budget for
this activity.

$2,912,000

Funding is required to coordinate data collection,
reporting, and analysis of DOE’s sustainability data,
including energy, water, and resource use;
management and implementation of DOE’s Strategic
Sustainability Performance Plan; and oversight of
energy, water, and resource assessments at DOE
sites and National Laboratories.

+$2,912,000
Funding supports contractual requirements for the
Sustainability Performance function.

Project Assessment and Reporting System (PARS Il)
$2,000,000

PARS Il provides project status and assessment
information for senior management and other
stakeholders. Current funding will be used to provide
operations and maintenance for the existing system.
This system is critical to enable appropriate project
execution oversight, accurate monthly project
assessments, and recommendations for senior
management decision-making.

1]
No funding requested in FY 2017.

-$2,000,000
Transfer of funding to PM in support of PARS II
contractual requirements (-$2,000,000).
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Acquisition Career Management Program (ACMP)
$500,000

ACMP provides a training and career development
certification program for contracting, purchasing,
financial assistance, personal property management,
contracting officers, and contracting officers’
representatives.

$500,000
Continuation of FY 2016 activities.

]

No change.

National Laboratory Operations Board (NLOB) $95,000
Funding in support of the NLOB provides discrete
projects to be undertaken by the NLOB, including data
collection and analysis in support of efforts to improve
efficiency and effectiveness on an enterprise-wide
basis.

$95,000
Continuation of FY 2016 activities.

]

No change.

Cost Estimating/Cost Analysis Improvement
$2,748,000

Funds ongoing efforts in cost estimating and schedule
analysis capability; provides a standard Work
Breakdown Structure (WBS) for DOE Program Offices;
provides a standardized WBS cost and schedule data
extractor; provides for an IT tool that automates
schedule integrity and critical path analysis. Funds
continuing education and professional development
courses such as earned value management, cost
estimating and schedule analysis. Enables the
enhancement of our project assessment and reporting
system to provide data-driven cost analysis capabilities
and schedule analysis functionality.

1]
No funding requested in FY 2017.

-$2,748,000

Transfer of funding to PM in support of Cost
Estimating/Cost Analysis contractual requirements
(-$2,748,000).

Departmental Administration/
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Internal Evaluation $2,400,000

Enables the Under Secretary for Management and
Performance to continue an ongoing program to
conduct performance evaluation studies of selected
Departmental programs and operations. These studies
seek to document the impacts and benefits of DOE
programs, and the effectiveness and efficiency of DOE
operations. The studies will enable DOE to develop
recommendations for improvements in program or
operational effectiveness and efficiency. Such studies
will also inform and enhance DOE compliance with the
GPRA Modernization Act of 2010. All individual program
and operations evaluation studies will be centrally
managed by the Office of the Under Secretary for
Management and Performance to ensure objectivity
and consistency. Evaluations will be conducted in close
collaboration with program managers. The agenda for
the studies will be determined by the Secretary of
Energy and the Under Secretary for Management and
Performance.

$3,610,000

Continuation of FY 2016 activities. Additional
funding enables the Under Secretary for
Management and Performance to continue the
ongoing program to conduct performance
evaluation studies of selected Departmental
programs and operations.

+$1,210,000

Additional funding supports performance
evaluation studies of selected Departmental
programs and operations.

Other Support Services $2,639,000

Professional support services, studies, analyses and
evaluations; and engineering and technical services.
Areas of support include project management control
and performance; facilities and infrastructure; FAIR Act;
contract management and administration; database
maintenance; historic preservation; and aviation
assessments.

$2,707,000
Continuation of FY 2016 activities.

+$68,000

Net change reflects a transfer of funding to PM for
support services (-$157,000) and additional
funding for support services for the Office of the
Under Secretary for Management and
Performance (+$225,000).

Other Related Expenses $14,484,000

$14,777,000

+$293,000

Other related expenses to cover Training, Energy IT
Services, Working Capital Fund (WCF) and other
services necessary for organizational mission support.

Continuation of FY 2016 activities.

Net change reflects a transfer of funding to PM to
cover Energy IT Services and WCF expenses
(-$500,000). Additional WCF funding to support
employee credit monitoring/security clearances
and operational estimates (+365,000). Additional
funding also requested for the Office of the Under
Secretary for Management and Performance
(+$205,000); SPO (+$188,000) and Ombudsman
(+$35,000) training, Energy IT Services and WCF.
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Chief Human Capital Officer
Program Direction

Overview

The mission of the Office of the Chief Human Capital Officer (HC) is to provide the most efficient and effective human
resources (HR) services and human capital programs to the Department of Energy (DOE). The vision of HC is to help DOE
accomplish its mission through collaborative and responsive partnerships; proactive problem identification and resolution;
and innovative and sound human capital management services. HC advises and assists the Secretary and Deputy Secretary
of Energy (and other agency officials) in recruiting, staffing, developing, training, and managing a highly skilled, productive,
and diverse workforce, in accordance with merit system principles and all applicable statutory requirements.

Highlights of the FY 2017 Budget Request
The Department requests $25,424,000 in FY 2017 for HC. This Request sustains FY 2016 operational levels, while improving
customer service and reducing administrative overhead.

In November 2013, the Secretary of Energy approved HC's recommendation to implement a more efficient and effective HR
Service Delivery (HRSD) model across the Department. By FY17, HC will have completed implementation of DOE’s
transformation from a highly decentralized (17 separate HR offices) and delegated HR operating environment to a hybrid
model that is more centralized (5 Shared Service Centers with local HR Advisory Offices). This effort will improve the
effectiveness, efficiency and service of Human Resources, thus aligning with the President’s Management Agenda and
executing the Secretary’s DOE 2014-2018 Strategic Plan commitment to reduce employee cost of providing HR services
across the Department.

FY 2017 will focus on change and project management, employee development, and organizational skill set capabilities to
support the major transformational changes expected as a result of Human Resources Service Delivery (HRSD)
implementation. Increased visibility of needs in workforce and succession planning, retention and recruitment, as well as
performance management will be emphasized. With the completion of all five Shared Service Centers (SSCs) for
Management & Performance (October 2015), Science & Energy (January 2016), National Nuclear Security Administration
(NNSA), Bonneville Power Marketing Administration (BPA), and Power Marketing Administration (Sep 2016), HC will
continue to assess internal reassignments to support and optimize workforce capability and potential following transition
to the new HRSD operations model HC continues to be judicious with managed hiring and utilizing short-term contractor
support to fill gaps to address unplanned attrition of HC FTEs.
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Washington Headquarters
Salaries and Benefits
Travel
Support Services
Other Related Expenses

Total, Program Direction

Federal FTEs

Support Services
Management Support
Training and Education

Management Support, Other

Total, Support Services

Other Related Expenses
Other Services
Working Capital Fund
Total, Other Related Expenses

Departmental Administration/Human Capital Officer/
Program Direction

Program Direction
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016

18,965 18,965 19,034 20,074 +1,040

130 130 130 130 0

350 350 350 350 0

5,055 5,055 4,986 4,870 -116

24,500 24,500 24,500 25,424 +924

146 146 146 148 +2

100 100 100 100 0

250 250 250 250 0

350 350 350 350 0

1,218 1,218 1,214 1,214 0

3,837 3,837 3,772 3,656 -116

5,055 5,055 4,986 4,870 -116
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Activities and Explanation of Changes

Program Direction

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Program Direction $24,500,000

$25,424,000

$924,000

Salaries and Benefits $19,034,000

$20,074,000

+$1,040,000

Provides for 146 full time equivalents (FTEs). In addition to salaries and
benefits, funding is also provided for workers’ compensation payments on
behalf of all employees funded through the HQ Departmental
Administration appropriation. FTEs support core HC mission functions of:
policy, oversight and automation; learning and development; HR
operations and services (including executive resources,
staffing/classification, benefits and labor management relations); strategic
alignment and measurement of human capital management; and internal
business management.

Provides for 148 FTEs which support core HC
mission functions as well as workers’
compensation payments.

Changes reflect 2 additional FTEs and staff
within grade increases

Travel $130,000 $130,000 S0
HC staff travel includes program oversight, program evaluation, Continuation of required HC staff travel No change.
recruitment, and permanent change of station moves. Primary travel activities in FY 2016. HC will explore options to
need is associated with OPM-mandated HC/HR accountability audits; partner with other internal organizations and
these audits are critical to maintaining agency-delegated HR authority. web and video conference as feasible.
Support Services $350,000 $350,000 S0
Includes funding for: HC staff training; HC Core Contractors; and other Continuation of FY 2016 activities. Provides for No change.
minor items. Labor Relation Services and services for the
Albuquerque office. HC will use no cost training
opportunities, as feasible.
Other Related Expenses $4,986,000 $4,870,000 -$116,000

Other Related Expenses provides for Working Capital Fund (WCF) and
Energy IT Services. Includes funding for HC-internal office administration
needs (e.g., software and hardware, Council fees, small automation
system support, and rent for HC’s duty station facility in Albuquerque).
HC’s Albuquerque duty station partners with the Office of Health Safety
and Security, to utilize existing space in the local area in an effort to
reduce rent and offset WCF and Energy IT Services increases.

Departmental Administration/Human Capital Officer/
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Continuation of FY 2016 activities.
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Office of the Chief Information Officer

Overview
The Office of the Chief Information Officer (CIO) funds Cybersecurity, Corporate IT Program Support, Program Direction,
and the Digital Services Team. The CIO’s mission includes:

e Leading DOE's cyber coordination across the extended DOE enterprise, including strategic policy approach and
implementation that includes information sharing and information safeguarding;

e Increasing transparency and cooperation across the DOE enterprise on IT investment and planning;

e Enhancing collaboration on cyber programs, investments, and incident responses by continued emphasis on
streamlining DOE governance bodies;

e  Ensuring expanded participation by the entire DOE enterprise in support of the broader Energy sector; and

e  Maturing the DOE enterprise information resources, focusing on information technology, leadership, and
management.

The CIO is following the National Institute of Standards and Technology’s (NIST) Cyber Security Framework Core — identify,
protect, detect, respond, and recover — to develop and manage the Department’s cybersecurity planning operations, and
risk management processes.

By adapting our program’s operations and structure to accommodate cyber demands (beyond its security functions),
encouraging collaboration and partnership, and strengthening the DOE enterprise, we are able to advance the
Department’s mission and goals. Specifically, CIO has been striving to address and satisfy all of the goals outlined by the
Department’s Cyber Strategy, including:

e Share enterprise information more effectively with authorized users;

e Safeguard enterprise information, systems, and networks against unauthorized access, modification, disclosure,
and use;

e  Win the competition for cyber talent; and

e Mature and strengthen the energy enterprise.

The FY 2017 CIO Request supports these goals and will address these challenges.
Highlights of the FY 2017 Budget Request

For FY 2017, CIO requests a funding level of $93,074,000 to significantly improve the Department’s cyber posture through
considerable investments in DOE’s infrastructure, improved trusted internet connections, Identity Management, and
continued operational architecture improvements. This funding level positions the Office to provide more secure and cost-
effective IT services to the DOE Enterprise and to meet the requirements and responsibilities of the Federal Information
Technology Acquisition Reform Act (Title VIII, Subtitle D of the National Defense Authorization Act (NOAA) for Fiscal Year
2015, Pub. L. No. 11 3-291) (FITARA), Records Management, Privacy, Information Technology Management Reform Act of
1996 (Clinger-Cohen), Federal Information Security Modernization Act of 2014 (FISMA) and other relevant statutes.
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Chief Information Officer
Appropriated Funding (SK)

FY 2015 FY 2016 FY 2016 FY 2017 FY 2017 vs FY
Enacted Enacted Comparable Request 2016
Enacted? Comparable

Chief Information Officer
Cybersecurity
Incident Management (IM-32) 12,233 0 0 0 0
Enterprise Services (IM-33) 6,582 0 0 0 0
Policy, Guidance, and Planning (PG&P) 2,549 0 0 0 0
Programs and Reporting 0 8,402 0 0 0
Strategic Planning and Initiatives 0 12,604 0 0 0
Protecting Networks and Information (Protect) 0 0 3,180 10,700 +7,520
Detect, Analyze, and Mitigate Intrusions (Detect and Respond) 0 0 5,816 2,097 -3,719
Shaping the Cybersecurity Environment (Identify and Recover) 0 0 17,528 7,229 -10,299
Total, Cybersecurity 21,364 21,006 26,524 20,026 -6,498
Corporate IT Program Support
Corporate IT Project Management (IM-40) 1,460 0 0 0 0
IT Policy and Governance (IM-20) 3,694 4,968 0 0 0
Technology and Innovation (IM-50) 597 3,247 0 0 0
Energy IT Services (IM-60) 13,861 9,965 0 0 0
IT Modernization (IM-1) 0 2,044 0 0 0
IT Portfolio Summary 0 0 8,252 21,737 +13,485
Provisioned IT Services by Cloud Computing Service Model 0 0 0 0 0
IT Infrastructure 0 0 0 5,000 +5,000
End User- EITS 0 0 5,224 5,224 0
Policy and Performance Management 0 0 1,230 1,317 +87
Total, Corporate IT Program Support 19,612 20,224 14,706 33,278 +18,572

! Comparable Enacted column reflects the distribution of the FY 2016 budget had it been enacted in the structure presented for FY 2017.
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FY 2015 FY 2016 FY 2016 FY 2017 FY 2017 vs FY
Enacted Enacted Comparable Request 2016
Enacted Comparable

Program Direction
Salaries and Benefits 20,863 19,663 19,663 20,807 +1,144
Travel 208 208 208 208 0
Support Services 3,424 3,424 3,424 3,424 0
Other Related Expenses 8,693 8,693 8,693 11,331 +2,638
Total, Program Direction 33,188 31,988 31,988 35,770 +3,782
Digital Services Team 0 0 0 4,000 +4,000
Use of Prior Year Balances -2,205 0 0 0 0
Total, Chief Information Officer 71,959 73,218 73,218 93,074 +19,856
Federal FTEs 125 113 113 117 4
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Explanation of Major Changes ($K)

FY 2017 vs
FY 2016
Comparable
Enacted
Cybersecurity: The Cybersecurity budget has been restructured to follow the NIST Cybersecurity Framework for Critical Infrastructure and to capture -6,498
expenditures in three major categories of Cyber activity. Funds that were previously expended in the Corporate IT Program Decision unit, such as
funding for Requirements Analysis and Integration, were moved into the Cybersecurity decision unit. The request allows for the continuation of
prioritized FY 2016 activities.
Corporate IT Program Support: The Corporate IT Program Support budget has been restructured to be functional not organizational. Spending is +18,572
divided into the six major parts of the IT Portfolio Summary from the Capital Planning guidance and contains a specific focus on provisioned services,
infrastructure, and records and privacy management. Specific new funds will be used to develop an integrated, location independent Data Center
infrastructure ($5,000,000); modernize the access, distribution, and core networking layers of the network infrastructure, including expanding for
future capacity and bandwidth ($11,000,000); and further OCIO efforts to meet federal mandates related to FITARA, Records Management, and
Privacy.
Program Direction: Focus will be placed on quality improvements to existing functions to satisfy requests from senior management and program +3,782
organizations. Increases to Salaries and Benefits (+$1,144,000) reflect an additional 4 FTEs and to maintain our FY 2016 staffing level of 113 FTE's.
Additionally, an increase in Other Related Expenses (+$2,638,000) is reflective of changes to Working Capital Fund requirements and our Desktop
services (EITS fee as a customer) charges.
Digital Services Team: The Digital Services Team (DST) will be responsible for driving the efficiency and effectiveness of the agency’s highest-impact +4,000
digital services. The Department will continue its focus on the initial project identified in February 2015 — Visual Patent Search — as well as continue
efforts to identify new areas for improvement.
Total, Chief Information Officer +19,856
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Chief Information Officer
All Funding View (SK)

FY 2017
Request WCF Customer Total
Chief Information Officer
CYBERSECURITY
Protecting Networks and Information (Protect) 10,700 5,575 7,208 23,483
Detect, Analyze, and Mitigate Intrusions (Detect and Respond) 2,097 **30,632 6,136 38,865
Shaping the Cybersecurity Environment (ldentify and Recover) 7,229 1,174 8,403
TOTAL, CYBERSECURITY 20,026 37,381 13,344 70,751
CORPORATE IT PROGRAM SUPPORT
IT Portfolio Summary 21,737 21,737
IT Infrastructure 5,000 5,000
End User - EITS 5,224 32,214 60,108 97,546
Policy and Performance Management 1,317 6,500 7,817
TOTAL, CORPORATE IT PROGRAM SUPPORT 33,278 38,714 60,108 132,100
PROGRAM DIRECTION
Federal Salaries & Benefits 20,807 20,807
Travel 208 208
Support Services 3,424 3,424
Other Related Expenses 11,331 11,331
TOTAL, PROGRAM DIRECTION 35,770 0 0 35,770
DIGITAL SERVICES TEAM 4,000 0 0 4,000
TOTAL, DIGITAL SERVICES TEAM 4,000 0 0 4,000
OCIO payments into Shared Services and WCF* (2,863) (6,224) (9,087)
Total, Chief Information Officer 93,074 73,232 67,228 233,534
Federal FTEs 117 8 0

*As a customer, OCIO provides funds to Shared Services and WCF. In order to not double count those payments in the totals
available, a bottom line adjustment was made.

** Includes funding from both the CyberOne business line and the Inter-agency transfer business line.
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Chief Information Officer
Cybersecurity

Overview

Protecting the cybersecurity of our critical infrastructure is a top priority for the Nation. In February 2013, President Obama
signed Executive Order (EO) 13636: Improving Critical Infrastructure Cybersecurity. One of the major components of the
E.O. is the development of the National Institute of Standards and Technology (NIST) Cybersecurity Framework to help
critical infrastructure sectors and organizations reduce and manage their cyber risk. The core of the NIST framework
presents five functions—identify, protect, detect, respond and recover—that taken together allow any organization to
understand and shape its cybersecurity program. The CIO is incorporating the NIST framework and its five functions into our
Cybersecurity profile.

Highlights of the FY 2017 Budget Request

e Expand business processes to include extensive data analysis, metrics, and assessment of progress on against the
FISMA metrics and the Cross-Agency Priority Goals.

e Introduce, test, pilot, and operationalize new cybersecurity products or services, such as hardware, software,
applications, and equipment, designed to protect the DOE IT infrastructure.

e Develop and implement the enterprise Information Security Continuous Monitoring (ISCM) Strategy and
implementation plan in accordance with Federal requirements.

e  Establish programs and policies, as well as implement training initiatives to further the strategic cyber vision of the
Department.

Protecting Networks and Information (Protect)
This budget line covers intrusion prevention systems, trusted internet connections, identity management and
authentication, supply chain management, and network and data protection.

Detecting, Analyzing, and Mitigating Intrusions (Detect and Respond)

This portion of the Cybersecurity budget is primarily focused on Incident Response and Remediation efforts for the
operation and the continuous improvement of the Department’s Joint Cybersecurity Coordination Center (JC3). Activities
also include procuring, implementing, and operating IT security tools and systems, as well as performance of FISMA testing
and network penetration activities.

Shaping the Cybersecurity Environment (Identify and Recover)

The CIO is responsible for the strategic cyber vision for the enterprise as a whole. Key parts of that effort include
implementing the Cyber Strategy, establishing policies, ensuring the workforce is properly trained, managing investments in
initiatives to support strategic direction, and establishing programs to promote outreach and effective risk implementation.
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Budget Line: Protecting Networks and Information - Protect ($10,700,000 — request; $5,575,035 — WCF; $7,208,000 -
Customer)

Protecting DOE networks and the information that reside on them is critical element to the success of DOE and its mission.
The OCIO provides enterprise-level programs to help ensure accounts are being accessed by appropriate users through
trusted equipment that is authentic and free of tampering and that network traffic is routed through trusted internet
connections and equivalent capabilities. The OCIO also performs other activities centered on collecting data, performing
analysis, and reporting on the cybersecurity posture of the Department.

Activity: Trusted Internet Connection ($1,500,000)

The Department maintains a number of self-sustained Trusted Internet Connections (TIC) in support of Federal
mandates to reduce and consolidate external access points, enhance security requirements for network and security
operations, and increased security monitoring. This one-time funding request is to migrate to an alternative to the
present DOE-owned and managed TIC services to leverage commercially-managed TIC services, Managed Trusted
Internet Protocol Services (MTIPS), provided by vendors through the General Services Administration’s (GSA) Networx
contract.

MTIPS will provide comparable security for Departmental network traffic and complies with OMB guidance on TIC. The
investment provides the Department with a number of benefits including:
e Allowing the Department to shift from cyclic capital-intensive investments to operational-based cost and
chargeback models for secure connectivity.
e lLeveraging commercially managed capabilities provided through GSA’s Networx contract, including industry-
standard Service Level Agreements.

In addition, depending on the implementation methodology, the investment can also increase the overall security
standards for DOE’s private-IP address space (PIP) used to provide internal DOE Network connectivity.

Activity: Reporting - Data Collection, Analysis, and Metrics (51,200,000)

Perform subject matter analysis on data available to the OCIO through data calls and other mechanisms to identify
success strategies, systemic weaknesses, anomalies, root causes, etc. that can influence situational awareness for the
enterprise risk management and cybersecurity programs. Measures and metrics are essential for proper trend analysis
of threats and deployed solutions. This analysis is valuable to in understanding effectiveness of policies and technical
solutions. It also provides the ability to be alerted of vulnerabilities that may lead to a potential cyber event.

Activity: Cyber Supply Chain-Supply Chain Management ($1,500,000)

When partnered with the myriad of cybersecurity threats from the connectivity and complexity of interconnected
technology, the reliance on globally sourced ICT exposes federal information systems to the risk of exploitation through
counterfeit materials, malicious software, or untrustworthy products. Therefore, the Department deploys and sustains
an enterprise Supply Chain Risk Management Program (SCRM) to protect critical missions through comprehensive
management of supply chain risk. The Program includes policies, procedures, responsibilities, and threat analysis. The
Department will:

e Enhance and administer an open-source vendor and product risk assessment capability, including taxonomies and
processes for criticality analysis and determination of risk tolerance;

e Establish policy that ensures Supply Chain Risk Management (SCRM) is integrated into DOE programs with
mission-oriented, risk-based protection that supports information technology-based services, external access, and
collaboration;

e Align and standardize supply chain incident management processes and escalation procedures;

e Cultivate inter-Agency and intra-Departmental SCRM communications and outreach to prepare users to perform
their SCRM responsibilities, prepare personnel to react effectively to threats, and assist in understanding and
correct use of threat information and mitigation techniques to protect DOE information assets from supply chain
risks; and

e Provide vendor and product risk assessment capabilities, and develop mechanisms to assess and monitor the
overall effectiveness and efficiency of SCRM activities across the Department, including NNSA.
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Activity: Identity Management and Authentication ($6,500,000)

The goal of DOE's ICAM program is to develop Identity, Credential and Access enterprise solutions and services to
enable interoperability in the areas of Digital Identity, Credentialing, Privilege Management, Authorization,
Authentication, Audit, and Cryptography. It is intended to achieve compliance with legislative and regulatory
requirements (i.e. FISMA, OMB M-05-24, OMB M-04-04, OMB M-11-11, etc.) as well as position the agency to face
increasing complex security threats. Current ICAM efforts are focused around the issuance of PIV and other SP 800-63
Level of Assurance 4 compliant credentials for standard and privileged organizational users; implementation of new
Enterprise Public Key Infrastructure services. Implementation of ICAM is a vital enabling solution to ensuring that DOE’s
Strong Authentication efforts continue in FY 2017 and beyond. ICAM provides critical services to support DOE’s
aggressively shift from on premise traditional infrastructure and system based dedicated computing to share cloud
services which in turn supports data center consolidation.

Summary of Funding from Working Capital Fund — CyberOne business line ($5,575,035)

Cyber Federated Model (51,529,000)

The Cyber Fed Model (CFM) is a JC3 service that has driven machine-to-machine sharing of cyber threat intelligence,
speeding up proactive defense, and distributed detection for the Department’s National Laboratories and site offices.
CFM began with a pilot in FY 2004 and entered production status in FY 2009 and has distributed over 7 million bad
actor addresses to date. In FY 2014, over 1.5 million bad actor addresses were distributed with an average of 5,000 per
day. In many cyber incidents, timely sharing of information is often a second thought and CFM allows for the cyber
systems to share, act, and provide a coordinated defense 24x7x365 with minimal human interaction. CFM supports the
Deputy Secretary’s direction to operate at machine speed in responding to cybersecurity threats and incidents.

Flexible and customizable, CFM integrates the latest advancements and technologies developed by its project team
members and partners. CFM can deliver signatures and indicators of compromise to automatically update cyber
defenses, such as intrusion detection systems, intrusion prevention systems, and firewalls.

ICAM (54,046,035)
The DOE ICAM program transforms Identity, Credential, and Access Management (ICAM) from a system or facility
effort to an enterprise strategic resource for leveraging the enhancement of cybersecurity and the improvement of
efficiency of business processes in each DOE Element. Specifically, efforts within the WCF are focused on:
* PKI-to-cloud initiative to establish an enterprise Public Key Infrastructure (PKI) that is on the Federal Bridge and
provides PKI certificates for interoperable and secure information exchange internal and external to DOE. Support
for removing local certificates to comply with the Federal Bridge.
e Personal Identity Verification (PIV) enablement in support the Homeland Security Presidential Directive (HSPD)-
12 directive and Cross-Agency Priority (CAP) goal of strong authentication through continued issuance of PIV cards.

* WCF and customer fund dollars include CIO contributions

Customer funding provided as part of EITS (57,208,000) — Covers things like Antivirus Software, PKI encryption, website
filtering, and two-factor authentication.

Budget Line: Detect, Analyze, and Mitigate Intrusions — Detect and Respond ($2,097,000 - request; $30,631,804 — WCF;
$6,136,000 - Customer)

DOE continues to refine its cybersecurity capabilities to allow for nimble detection, analysis and mitigation of cyber
intrusions. The implementation of these refinements will result in a DOE-centric cyber risk management strategy that is
aligned with the NIST Risk Management Framework and meets the needs of DOE’s complex network environment. To
remain relevant in a rapidly evolving cyber environment, the Department will advance the science of cyber by investing in
innovative technologies. The Department’s cyber capabilities must support an environment to prevent, deter, and detect
cyberattacks. In addition to operational initiatives, DOE also regularly evaluates tools and technologies that can enhance
the cybersecurity capabilities necessary to defend the Department against potential cyber adversaries (e.g., information
sharing, incident response, and situational awareness). This process allows the Department to test and scale “best of
breed” solutions prior to full scale implementation. This activity also includes processes to introduce, test, pilot, and
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operationalize new cybersecurity products or services, such as hardware, software, applications, and equipment, designed
to protect the DOE IT infrastructure.

In addition, the CIO supports greater information sharing within the Department and with other federal partners. A key part
of that effort includes the use of standard tools to improve continuous monitoring and sharing of data.

e Participate in Continuous Data Monitoring (CDM) activities to include status tracking of purchases, reading room
index status activities, hosting reading rooms, training, etc.

e Develop and implement the enterprise ISCM Strategy and implementation plan in accordance with DHS, OMB and
NIST requirements.

e Monitor the security controls in federal information systems and the environments in which those systems
operate.

e Maintain ongoing awareness of information security, vulnerabilities, and threats to support organizational risk
management decisions.

e Address the requirements listed in OMB Memorandum 14-03 and the evolving Information Security Continuous
Monitoring Program (ISCM) ConOps.

e Define new ISCM requirements for inclusion in DOE Order 205.1B.

e Continue deployment of the DOE ISCM Strategy and develop tracking mechanisms for tools and services procured
through (1) CDM Congressional Funds (survey) and (2) Direct Order purchases through BPA for DOE Programs,
Laboratories, and Sites.

e Develop metrics for tools and services procured under the program.

Summary of Funding from Working Capital Fund — CyberOne business line (526,231,804)

Joint Cybersecurity Coordination Center

The JC3 provides Departmental, enterprise level, situational awareness in a rapidly increasing threat environment. At
its core, JC3 facilitates the aggregation, correlation, and de-confliction of enterprise-deployed sensor inputs like those
provided by the CPP and other data sources; provides threat analysis in coordination with DOE laboratories; conducts
attack trending and tracking of advanced persistent threats; and distributes threat information and indicators of
compromise to DOE entities in an automated manner. The JC3 provides cybersecurity enterprise services and tools to
customers Department-wide and facilitates enterprise cybersecurity training for the Department. JC3 serves as the
coordinating, monitoring, reporting, and response arm of the Department s Enterprise cybersecurity program. JC3
capabilities and activities fall within the following JC3 six primary functional areas:

¢ Information Collection and Situational Awareness

e Advanced Analytics

¢ Incident Management and Response

¢ Advise and Consult

¢ Information Sharing and Reporting

e Program Management

The JC3 integrates Departmental Incident Management capabilities and coordinates all enterprise activities including
prevention, detection, containment, and recovery for all DOE Elements. This includes activities on both unclassified
and classified networks through partnerships with DOE Programs with direct support to classified networks through the
National Nuclear Security Administration (NNSA) and the DOE Counterintelligence and Intelligence (IN). The JC3 also
coordinates communications on behalf of the DOE for cybersecurity events and cyber emergency response with United
States Computer Emergency Response Team (US-CERT) and other agency partners.

Summary of Funding from Working Capital Fund — Interagency business line ($4,400,000)
Credit Monitoring
To provide funding for credit monitoring services for employees of the Department following the OPM PII data breach.

Customer funding provided as part of EITS ($6,136,000) — Includes items such as continuous monitoring, cybersecurity
assurance and accreditation, and information systems security officer support.

* WCF and customer fund dollars include CIO contributions
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Budget Line: Shaping the Cybersecurity Environment — Identify and Recover ($7,229,000 — request; $1,174,000 - WCF)
The CIO is responsible for the strategic cyber vision for the enterprise as a whole. Key parts of that effort include
implementing the Cyber Strategy, establishing policies, ensuring the workforce is properly trained, managing investments in
initiatives to support strategic direction, and establishing programs to promote outreach and effective risk implementation.

Activity: Planning, Policy, and Management ($2,700,000)

Sub-Activity: Enterprise Risk Management ($1,000,000)

The Enterprise Risk Management Program (ERMP) builds on federal direction and guidance, Departmental policy,
and organizational best practices to organize and clarify risk management goals and provide a consistent approach
through which to make risk-based cybersecurity decisions, address risk at the: (i) organization level; (ii)
mission/business process level; and (iii) information system level, and employ common-practice processes for use as
outlined in Departmental policy. By providing foundational guidance, strategies, and implementation plans, such as
an enterprise Risk Management Approach and Methodology, and working closely with programs and sites, the ERMP
will develop, document, and deploy fundamental approach(s) to cybersecurity and risk management for use within
the DOE enterprise to include:

e An enterprise risk management approach; proof of concept; and standards, processes, and procedures;

e Implementation guidance and technical support for the DOE Risk Management Approach;

e Measures and Metrics;

e Maturity Model and self-assessment; and

Systematic and objective review of organizational implementation and metrics process.

Sub-Activity: Strategic Planning and Analysis ($1,700,000)

A foundation of the Department’s Cyber Strategy is a standards-based risk management approach, which includes a

mature governance structure, integrated management coordination, and performance measurement. The

Department leverages strategic planning to identify critical cybersecurity gaps, establishing priorities, and determine

appropriate actions are necessary to improve the Department’s Cyber posture. Strategic Planning is a continuous

process across the enterprise and includes execution of the DOE Cyber Strategy into more discreet operational
initiatives. Strategic planning includes engagement and participation in DOE’s governance framework including the

DOE Cyber Council and Information Management Governance Board. In addition, the Department participates in

governance bodies and activities coordinated by the National Security Council (NSC) including Deputies Committee,

Interagency Policy Committees (IPC), and Sub-IPCs. The Department drives completion of cybersecurity initiatives

through various working groups. Strategic Planning ensures the Department’s interests are included in the

development of federal cyber initiatives.

e Analysis and Documentation: Collecting, quantifying, and prioritizing requirements and requests, based on CIO and
Chief Information Security Officer (CISO) guidance; and developing DOE’s strategies to address new federal
programs and support the DOE mission and operations. Analysis includes the automated collection and
management of cybersecurity data and standardized reports. Analysis function also includes the collection,
quantification, and prioritization of federal and DOE new and evolving cybersecurity requirements, which drive
strategic planning. Automation in analysis and documentation improves management performance and reduces
reporting errors through streamlined workflows and common reporting platforms.

¢ Information Sharing and Safeguarding (IS&S): Supporting the Senior Agency Officer’s (SAQ’s) efforts to establish
and direct a policy-based IS&S risk management framework for DOE; and ensuring enterprise-wide alignment,
coordination and technical standardization in accordance with the National Strategy for Information Sharing and
Safeguarding (NSISS).

Activity: Requirements Analysis and Integration ($4,529,000)

The implementation of the Department’s Cyber Strategy will be critical meeting the demands of an ever-changing
cyber environment. The OCIO is charged with identifying key initiatives that will be responsive to the Cyber Strategy’s
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goals and objectives. The OCIO is responsible for collecting and helping build the enterprise architecture view and
the list of Technical and Cybersecurity Requirements that inform the implementation of the Cyber Strategy. Based on
enterprise and component requirements, solutions will be identified and a recommendation will be formed to meet
the needs of the DOE environment. The OCIO provides the Project Management processes collecting status, risks,
issues, and decision requests regularly for management escalation and reporting. Later in the project lifecycle they
remain a key Point of Contact (POC) for status on cybersecurity certifications and controls implemented, hosting
agreements, contract consolidations, and implementation approaches.

As DOE moves towards re-structuring IT applications and commaodities to service domains with brokers, providers,
and consumers, the OCIO will be key to designing and setting up the Shared Services architecture and process
workflows for requested IT services across the enterprise. At the same time some enterprise implementations of like
products with separate installations will start to see the cost savings and value of moving to shared Department
solutions. IT investments will start to standardize and centralize allowing the Department to better achieve FITARA
objectives of increased IT transparency and reduced redundancy of like investments. This evolution requires
research/discovery of options and complex integration of component architectures and systems across the
enterprise.

Summary of Funding from Working Capital Fund — CyberOne business line ($1,174,000)

Cyberfire/Inferno Training events

Cyber FIRE/Inferno training provides cyber incident responders with the highly specialized skills needed to defend
against and mitigate cyber threats. Cyber Fire provides classroom lab-style training, followed by a training exercise
in which participants test their newly acquired skills in a challenging and motivating capture-the-flag competition.
Cyber Inferno exercises are smaller-scale, week-long events that bring together advanced analysts from one or
more sites to work together on data from real incidents. This training is currently open to all Federal Agencies, to
include DOD, and there are plans open it up to Energy Sector industry partners in the near future.

* WCF and customer fund dollars include CIO contributions

OCIO Cybersecurity Crosscut

The Cybersecurity Crosscut supports central coordination of the strategic and operational aspects of cybersecurity and
facilitates cooperative efforts such as the Joint Cybersecurity Coordination Center (JC3) for incident response and the
implementation of Department-wide Identity Control and Access Management (ICAM).

FY 2017 OCIO Crosscut ($SK)

Cybersecurity Total
Cybersecurity — CIO approp 20,026 20,026
JC3 - WCF 28,935 28,935
ICAM - WCF 4,046 4,046
EITS- Shared Services* 13,344 13,344
Total 66,351 66,351

*Captures funding from Shared Services used to conduct Cyber activities. These funds are also
reflected in the EITS figures in the next section of this document.
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Cybersecurity

Activities and Explanation of Changes

FY 2016 Enacted FY2016 Comparable Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016 Comparable

Cybersecurity $21,006,000 $26,524,000

$20,026,000

-$6,498,000

Programs and Reporting

Programs and Reporting ($8,402,000)

e Provides policy, training and awareness,
reporting, and risk management
programmatic activities and programs that
directly support the Department’s overall
cybersecurity effort. This includes providing
support in promulgation of Departmental
cybersecurity requirements and directives
through Program Offices’ Risk Management
Implementation Plans.

Programs and Reporting ($0)

Programs and Reporting ($0)
e Closeout of Program Funding
Line

Programs and Reporting ($0)

e Activities under Programs and Reporting
in FY 2016 have moved under various
functional categories in FY 2017.

Strategic Planning and Initiatives/ Enterprise
Services

Strategic Planning and Initiatives/
Enterprise Services ($0)

Strategic Planning and Initiatives/ Enterprise

Services ($12,604,000)

e Supports expanded role in the federal
approach to cybersecurity through federal-
level representation and strategic input and
staffing.

e Supports short-term efforts necessary for
responding to federal tasking, improving
internal and federal reporting, and
improving internal processes related to the
management of cybersecurity programs.

e Supports cybersecurity initiatives, including
technical reviews, proof of concepts, pilots,
and first year operation and maintenance
for evaluation of new technologies and
enhanced capabilities.

Strategic Planning and Initiatives/

Enterprise Services ($0)

e Closeout of Program Funding
Line

Strategic Planning and

Initiatives/Enterprise Services ($0)

e Activities under Programs and Reporting
in FY 2016 have moved under various
functional categories in FY 2017.

Protecting Networks and Information (Protect)

Protecting Networks and Information
($3,180,000)
e Cyber Supply Chain

Protecting Networks and Information ($0)

Protecting Networks and
Information ($10,700,000)

Protecting Networks and Information
(+$7,520,000)
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FY 2016 Enacted

FY2016 Comparable Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016 Comparable

e Efforts connected to understanding
and gaining visibility and control of the
processes and practices used to create,
deliver, and maintain software and
hardware products and services.

e Reporting (Data Collection, Analysis,
and Metrics), as required by DOE
initiatives or other federal agencies.
Includes performing validation and
verification of reported Plan of Action
and Milestones (POA&M) data
collected from Departmental elements
and score-carding of Cross-Agency
Priority (CAP) status and progress.

e Continued FY 2016 programs
and initiatives include: Cyber
Supply Chain and Reporting.

e Request reflects renewed efforts in
ICAM and investment in commercial
instance of TIC.

Detect, Analyze, and Mitigate Intrusions
(Detect and Respond)

Detect, Analyze, and Mitigate Risk ($0)

Detect, Analyze, and Mitigate Risk

($5,816,000)

e Technical Initiatives ($4,376,000)
These initiatives are designed to
identify, test, and scale “best of breed”
solutions to protect DOE assets by
employing new technologies
throughout the Department.
Introduces, tests, pilots, and
operationalizes new cybersecurity
products or services, such as hardware,
software, applications, and equipment,
designed to protect the DOE IT
infrastructure.

Expand the Department’s ability
support Continuous Monitoring and
share information with departmental
and federal entities. ($1,440,000)

Detect, Analyze, and Mitigate Risk

($2,097,000)

e Continued efforts in FY 2017 on
technical initiatives, and incident
response and reporting
improvements

e Continuous Monitoring
($900,000) continued efforts
from FY2016.

Detect, Analyze, and Mitigate Risk

(-$3,719,000)

e Funding initiatives are designed to
identify, test, and scale solutions to
protect DOE assets by employing new
technologies throughout the
Department.

e The funding provided will support
cybersecurity risk management
capabilities that align with NIST
standards

e The funding provided will support the
development and implementation of an
enterprise continuous monitoring
strategy and IT security tools that will
support Federal requirements.
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FY 2016 Enacted

FY2016 Comparable Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016 Comparable

Shaping the Cybersecurity Environment
(Identify and Recover)

Shaping the Cybersecurity Environment (S0)

Shaping the Cybersecurity Environment

(517,528,000)

e Continue the OCIO efforts in
establishing cybersecurity vision and
strategic plans to meeting federal
requirements; establish policies and
programs in support of the plans;
ensure the workforce is trained and
aware; and promote outreach and
innovation through public- private
partnerships.

Shaping the Cybersecurity

Environment ($7,229,000)

e Focuses funding on Planning,
Policy and Management as well
as Analysis and Integration
activities

Shaping the Cybersecurity Environment

(-$10,299,000)

e Scope of work reduced to focus on
other Cyber-related priorities.

e Funding reductions to the areas of
Outreach and Innovation and Strategic
Initiatives allow additional funding to be
applied to higher priority sub-activities.

e The funding provided will support
Requirements Analysis and Integration
activities.

Departmental Administration/
Chief Information Officer

125

FY 2017 Congressional Budget Justification




Chief Information Officer
Corporate IT Program Support

Overview

In FY 2017, OCIO will be devoting significant attention to addressing long-standing infrastructure issues. Therefore,
approximately half of the request is to modernize DOE’s critical network infrastructure and data center. OCIO is requesting
$33,278,000 for this decision unit.

Highlights of the FY 2017 Budget Request

e Networking: Modernization of critical network infrastructure which will decrease its vulnerability to breaches and
allow for capacity expansion.

e Data Center: Procurement of an integrated, location independent infrastructure, combining multiple service
capabilities via federally-approved private/public/hybrid cloud services which will provide DOE CIO and
Departmental Elements with the scalable and cost-efficient IT infrastructure capacity it requires.

o  FITARA: Implementation of recent Federal Information Technology Acquisitions Reform Act (FITARA) which
requires DOE to develop a common baseline for roles, responsibilities, requirements and authorities for the
management, oversight, and governance of IT in federal civilian agencies and to establish a framework to manage
IT and evaluate the financial and programmatic performance of IT systems and investments.
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Budget Line: IT Portfolio Summary ($21,737,000)
Activity: IT Investments for Mission Delivery and Management Support (53,288,000)
Sub-Activity: Program Management ($400,000)
Program Management will provide governance advice and strategic recommendations for the Chief Technology
Officer (CTO), support various intra- and inter-agency collaborative federal partnerships, as required to support the
CTO. It will also maintain project management materials, such as cost, schedule, activity and deliverable reports,
financial and quality reviews, plans, reports and presentations.

Sub-Activity: Emerging and Disruptive Technologies ($275,000)

Emerging and disruptive technologies are the focal point for cutting-edge advances in IT. It will provide strategic
support in identifying and researching emerging and disruptive technology trends through a partner engagement
framework to connect with industry; and be aware of disruptive technologies that can be used by DOE and support
the DOE Technology Roadmap and mission. This work will be executed through the analysis of alternatives, the
development of a partner engagement catalog, the planning and execution of technology summits and partner demo
days, and the drafting of reports on vendors and emerging technologies.

Sub-Activity: Geospatial/ Data Management ($569,000)

Develop and promote a comprehensive vision of next-generation IT at DOE with a focus on cross-cutting initiatives
such as geospatial science and open data activities. Geospatial and open data initiatives will make geospatial data
available and easily integrated with other sources to support the core missions of the Department. It will also
support the CIO in the interagency and intergovernmental sharing of geospatial data.

Sub-Activity: IT Modernization Support Activities ($1,000,000)

e Provide support for the development of the CIO Operating Model to align with the IRM Strategic Plan.

e Facilitate sessions to review performance and implementation of the Cyber Strategy, Cyber Implementation Plan,
IRM Strategic Plan, and DOE IT Roadmap with relevant stakeholders, obtain feedback, and refine strategic
documentation as necessary.

e Provide guidance on the development of the CIO cost model(s), supporting establishment of a baseline for
understanding current costs against the Work Breakdown Structure elements, and enabling the CIO to make
informed decisions based on future spend projections.

e Monitor and measure performance of projects against the DOE IT Roadmap with the use of the CIO Balanced
Scorecard.

Sub-Activity: Cyber Strategy Implementation Plan (120-Day IT Study Implementation Support) ($1,044,000)

e Provide content development support, which will be necessary to deliver tools and content in an accelerated
manner. Items for development may include: project charter, work-plan, templates, approach for assessment and
analysis, reports, and presentations.

e Provide analysis/assessment skills and support, which is critical for providing a strong methodology, data analysis,
and accelerated delivery of leadership decisions related to future cost efficiencies.

e Provide partnership engagement and facilitated analysis support to maintain collaborative dialogue throughout
the 120-Day Study implementation with Program Office stakeholders.

e Provide objective, third-party support to facilitate regularity of pace and cooperation of the Integrated Project
Team.

e Provide enterprise-wide socialization support for information sharing among the Program Offices.

e Facilitate and support disseminating accurate and timely information.

e Develop briefings for delivery to DOE decision making elements including, but not limited to, the Secretary, Deputy
Secretary, Information Management Governance Board (IMGB), and the Information Technology Council (ITC).

Activity: IT Investments for Infrastructure, IT Security, Office Automation and Telecommunications ($11,625,000)

Sub-Activity: Spectrum Management ($625,000)
The DOE Spectrum Program is a Presidential Mandate under Title 47, U.S. Code of Federal Regulations, 901, et. seq.,
and is critical to all DOE business lines in meeting national policy objectives. The Spectrum Management Program
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mission is to plan, provide, manage and preserve DOE’s radio frequency spectrum-dependent resources throughout
the complex. Spectrum Management supports the enterprise in systems development and global operations
through analysis and coordination with international and national civil and military organizations. Spectrum
Management serves as the functional liaison between DOE and the Department of Commerce, the Federal spectrum
authority, in representing DOE’s interests in holistic telecommunications management and regulation compliance.
The DOE Spectrum Program Office is responsible for supporting and protecting the National Nuclear Security
Administration, Power Marketing Administrations, Office of Secure Transportation, and National Laboratories
spectrum-dependent assets.

The electromagnetic radio spectrum is used by DOE'’s vast scientific/technical community exclusively for research
purposes, protection of the power grid, system acquisition and operations in support of secure transportation and
nuclear non-proliferation. Spectrum Management ensures that DOE radio frequency authorizations and spectrum-
dependent system certifications, by the National Telecommunications and Information Administration (NTIA), fulfill
DOE/CIO program missions. The Spectrum Management Office serves as the functional liaison between DOE, NTIA
and federal agencies to represent DOE’s interests in telecommunications management and regulation compliance.

The Program is currently responding to the mandatory requirements of Presidential Spectrum Policy Initiatives and
implementing the recommendations in the President’s Council of Advisors on Science and Technology, (PCAST)
Report, and continued implementation of the DOE Strategic Spectrum Plan.

Sub-Activity: Network Refresh ($11,000,000)

New funding is requested to modernize the access, distribution, and core networking layers of the existing network

infrastructure, including expanding future for capacity and bandwidth. This is a two-year (FY 2017- 2018) project.

The Network Refresh activity modernizes the access, distribution, and core networking layers, to include expanding

capacity and bandwidth. The priority investments focus on:

e Cabling: Legacy wiring is pervasive throughout a number of areas within the DOE enterprise, and imposes
technology and performance limitations. Upgrading the wiring is foundational for future modernization activities
to support enhanced data delivery, connectivity, and performance. ($1,200,000)

e Equipment: The majority of the Department’s access, distribution, aggregation, and core switches have critical
end-of-life deadlines within the next year. This equipment does not support modern protocols, including Unified
Communications requirements, and will not meet continued demand. ($8,400,000)

e Resiliency: The existing infrastructure lacks extensive fault-tolerant design and support for converged capabilities,
allowing infrastructure investments including security to provide benefits for multi-protocol capabilities.
($1,400,000)

The activity benefits the Department’s connectivity and capacity. By investing in refreshing network infrastructure,
the CIO is able to enhance the network’s security services by having the capability to mitigate new attack vectors,
including strong identification/authorization and quarantine of who, what, when and how a user and their device are
connecting to DOE assets.

Activity: IT Investments for EA, Capital Planning, and CIO Functions (56,824,000)

Sub-Activity: Portfolio and Analysis Division ($1,242,000)

The Portfolio and Analysis Division manages the governance of DOE’s strategic IT investment portfolio, to ensure
alignment with DOE and CIO missions. By overseeing DOE’s Capital Planning and Investment Control (CPIC) programs,
IM-21 conducts portfolio analyses to drive investment decision-making across the Department. Tasks and initiatives
include:

e Capital Planning and Investment Control

e Budget-Related Exhibit Submission

e eCPIC Administration

Portfolio Management Training

PortfolioStat/TechStat
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Sub-Activity: Policy and Performance Management Division ($2,287,000)

The Policy and Performance Management Division provides leadership in IT planning, policy, and IT performance
evaluation through focus on: IT strategic alignment, value delivery and performance management and uses analytics
to support policy and project sustainability. IM-22 manages strategic and tactical IT policy development,
maintenance, and implementation through coordination with internal and external governance groups. IM-22 also
provides leadership and coordination for DOE’s E-Government, Open Data and Data.gov, IT Sustainability and other
federal Initiatives. Tasks and initiatives include:

e Policy Management

e Project Management

e Strategy and Performance Management

Federal Data Center Consolidation Initiative (FDCCI)

IT Sustainability

Federal-wide Initiatives (FITARA, Section 508, Information Collection, e-Government, etc.)

Sub-Activity: Information Management (IM) Governance ($694,000)

IM Governance provides oversight, support, and maintenance of government structures that enable coordination
with elements from across the DOE enterprise on issues related to cybersecurity and information management.
Functions include technical and administrative services for governance groups; research and analysis for requests
from internal and external government entities. The purpose of IM Governance is to yield effective, efficient, and
secure application of information and IT for mission enhancement, operational excellence, and risk management
through the Cyber Council, Information Management Governance Board (IMGB), and Governance Support
(Secretariats). Supported governance groups include:

Cyber Council

Information Management Governance Board (IMGB)
Investment Review Board (IRB)

e Secretariat Support

Sub-Activity: Proof of Concepts and Pilots (5601,000)

The purpose of proofs-of-concept and pilots is to showcase next generation IT solutions for the DOE enterprise. It
incorporates ClO-driven technology initiatives, as well as agency-wide feedback into the proofs-of-concept and
piloting framework for DOE enterprise solutions. It also provides direct access to commercial solutions to allow for
leading practices and industry insight on open-innovation, Facilitate Lab to Market Transitions, and Promote
Technology Transfer and Commercialization.

Sub-Activity: Federal Information Technology Acquisition Reform Act (FITARA) Implementation ($2,000,000)
Additional funding is requested to address DOE’s Implementation of recent FITARA requirements for DOE to develop
a common baseline for roles, responsibilities, requirements and authorities for the management, oversight, and
governance of IT in federal civilian agencies and to establish a framework to manage IT and evaluate the financial
and programmatic performance of IT systems and investments, as stipulated in FITARA. Work includes ensuring CIO
accountability, oversight of DOE Planning, Programming, Budgeting and Execution (PPBE) of IT requirements,
certification of IT investments, approval of IT budget requests, IT investment alignment with agency priorities,
tracking of IT acquisition strategies and procurements, review of all IT contracts, review of IT cost estimates and
incremental funding proposals, continuation of agency led TechStats for IT Programs, design of organizational and
workforce change, and operation of the governance process to oversee all of these functions.
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Budget Line: IT Infrastructure ($5,000,000)

Activity: Data Center Migration- Data Center Modernization ($5,000,000)
The CIO provides support for approximately 9,000 Federal employees and support service contractors across the
complex. ClO’s Energy IT Services (EITS) are enabled primarily by four data centers, two in the eastern United States,
and two in the western United States. As a result of technology’s accelerated maturation and innovation,
modernized and highly secure data centers and relevant services are critical to maintain continuity of mission-critical
services. For two (2) of the four (4) data centers, specifically the DOE-owned facilities, there are concerns related to
power, cooling and floor space, which challenge availability and continuity of service. Risks identified are symptoms
of the historical organic evolution of DOE and its siloed organization and technical infrastructure. Additional one-time
funding ($5,000,000) will be used to address these risks through deliberate and methodological approaches to
modernization. Specifically, CIO will procure an integrated, location independent infrastructure, combining multiple
service capabilities via federally-approved private/public/hybrid cloud services which will provide DOE CIO and
Departmental Elements with the scalable and cost-efficient IT infrastructure capacity it requires. This approach offers
a flexible, integrated data center capability that provides DOE mission-focused customers with dynamic compute
capacity while mitigating today’s limited legacy infrastructure hosting services that are at risk of overload and
systemic failure. This project is expected to be fully implemented in FY 2017 and any cost savings would result in a
reduction in billings to the customer.

Budget Line: End User- EITS ($5,224,000 — request; $32,214,000 — WCF; $60,108,000 - Customer)

Activity: EITS Payment ($5,224,000)
This funding allows EITS to pay its own bill just like any other customer. EITS moved to a full cost recovery model in
FY 2016 and the amount requested is an estimate of EITS's bill.

Summary of Funding from Working Capital Fund — Telecommunications business line ($32,214,000)

Provides connectivity for DOE Headquarters and Field operations through Local and Wide Area Networks. LAN
connections provide access to the EITS application host systems and cybersecurity for the internet, electronic mail, and
other applications for information processing and sharing through infrastructure. It also provides connectivity to the
entire national complex through DOEnet, which is a centrally managed DOE-wide area network designed to support DOE
corporate systems and carry business sensitive data to at 49 DOE customer sites. Provides an infrastructure connecting
two main Headquarters buildings and satellite buildings for internal dialing and basic line service. The infrastructure
includes communication networks and telephone processing switching equipment. Voice services includes local, long
distance, international dialing; specialized services such as operator-assisted conference calls, voice mail, call
forwarding, automatic ring-back, and custom calling cards; and trained technical personnel to install, repair and operate
the system. This service also includes wireless communications.

Summary of Funding from Customers — Shared Services direct billing (560,108,000)
End User Services
Includes asset management, Tier 1/Tier 2 phone and deskside support, platinum support, and ServiceNow support.

IT Backend Infrastructure
Includes IDW/iManage application hosting support, as well as, Database, Enterprise Services, Messaging, Platform,
Storage, and VTC support.

Program Management and Governance
Includes budget and financial support, customer care, program management and governance, and quality management.

*WCF and customer fund dollars include CIO contributions
Budget Line: Policy and Performance Management ($1,317,000 - Request; $6,500,000 - WCF)

Activity: Records Management ($614,000)
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Records management activities establish and maintain policies and procedures for the systematic management of
DOE records throughout their lifecycle in order to preserve and protect records in accordance with requirements set
forth by the National Archives and Records Administration (NARA), the Office of Management and Budget (OMB) and
other Federal agencies. A recent NARA review criticized the Department for its Records Management

efforts. Additional funds will be used to develop additional role based training for the department on records
management. Additionally, CIO plans to address legacy and emerging challenges such as: unscheduled records;
outdated schedules; records disposal reviews and processing; litigation holds and preservation notices; annual and
ad hoc reporting and responses; records process evaluations; and internal inspections. The additional funding
supports the development of guidance material and software systems to support the 2016 mandate for the
management of email records using the capstone approach, and the 2019 mandate to manage electronic records
electronically.

Activity: Privacy Information Management ($703,000)
Privacy activities establish and maintain policies and procedures that adhere to and support the Privacy Act, E-
Government Act, and OMB Privacy directives. It provides broad oversight, guidance, and specific technical support
and reviews for unauthorized disclosures of privacy information and is the principal DOE liaison with external
organizations and DOE offices for issues related to privacy management. The CIO provides oversight to ensure
compliance with federal regulations and DOE policy and promulgates training and awareness programs for all federal
and contractor employees regarding responsibilities for privacy information. Additional funding would allow the DOE
Privacy Program to proactively meet statutory and regulatory mandates involving the protection of personal
information and to be prepared to respond to incidents resulting in the compromise of personal information. The
funding is critical in order for DOE to meet existing privacy mandates including new privacy requirements that will be
forthcoming from OMB as a result of recent government-wide cyber incidents that compromised significant
collections of personal information. This funding will provide additional man-hours to support the privacy program
and well as technical tools to manage privacy search activities.

Summary of Funding from Working Capital Fund — Interagency Transfers business line ($6,500,000)

Records Storage at NARA

Inactive and active records are stored at Federal Records Centers nationwide and select records must be accessioned
to the National Archives for archiving and appropriate public access. DOE maintains an annual agreement with the
National Archives and Records Administration (NARA) to provide records services and storage consistent with approved
records schedules.

Integrated Acquisition Environment

IAE is operated under an Interagency Agreement with the General Services Administration (GSA) to provide packaged
services; reduce costs and save DOE resources by leveraging economy of services. GSA is charged with the fiduciary
responsibility to work across government to provide acquisition services to support agency missions by delivering
timely acquisition tools and services, including but not limited to, the Central Contractor Registration, excluded parties
list, electronic subcontracting reporting, federal business opportunities, federal procurement data, wage
determinations, and others, as business requirements are identified by the acquisition community.

E- Government initiatives
Initiatives include consolidation studies of lines of businesses and other intergovernmental systems.

Departmental Administration/
Chief Information Officer 131 FY 2017 Congressional Budget Justification



Activities and Explanation of Changes

Corporate IT Program Support

FY 2016 Enacted

FY 2016 Comparable Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016 Comparable

$20,224,000

$14,706,000

$33,278,000

+$18,572,000

IT Policy and Governance

IT Policy and Governance ($4,968,000)

e Funds provide for governance and
oversight of the IRM Strategic Plan
implementation, management, and
performance measurement, 120-Day
Study recommendation
implementation, and support of
Federal-wide IT initiatives. Additionally,
funds will improve IT investment
portfolio analysis, implementation of
NARA’s Capstone strategy, improve
Privacy Program Operations, and
establishment, execution, and
management of a revised Information
Management Governance model.
Funding will support:

e Portfolio and Analysis ($1,216,000)

e Policy and Performance Management
($1,910,000)

e IM Governance ($612,000)

e Records and Privacy Management
(51,230,000)

Specific details of planned activities are

provided in the highlighted section of the

budget.

IT Policy and Governance (S0)

IT Policy and Governance ($0)

e Funding realigned to new budget

structure

IT Policy and Governance (S0)

e Funding to this element has been
realigned to accommodate the
restructured CIO budget lines.

e Funding was shifted to IT Portfolio
Summary and Policy and Performance
Management line items.

Technology and Innovation

Technology and Innovation ($3,247,000)

e Funds support organizational
realignment, program management of
ICAM, the development of a proposal

Technology and Innovation ($0)

structure

Technology and Innovation (S0)
e Funding realigned to new budget

Technology and Innovation ($0)

e Funding to this element has been
realigned to accommodate the
restructured CIO budget lines.
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FY 2016 Enacted

FY 2016 Comparable Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016 Comparable

for a new Innovation and Collaboration
Center for engagement with
stakeholders and the DOE Technology
Roadmap. Funds will contribute to the
development and implementation of a
Partner Engagement framework,
development of a ConOps for an

Information Sharing platform, Spectrum
support, and the expansion and creation

of specific data services that will be
shared and accessible across the
Department. Funding will support:
e Strategic Programs
e Emerging Technology
e QOutreach and Innovation

e Specific details of planned activities are
provided in the highlighted section of
the budget.

e Funding was shifted to IT Portfolio
Summary line item.

Energy IT Services

Energy IT Services ($9,965,000)

e From FY 2016 onwards, the EITS direct
appropriation will fund a core
engineering team and technology
projects under Technology, Research
and Development and will pay the EITS
bill (EITS as their own customer).

e All service-related costs will be covered
by customer funds.

Funding will support:

e Program Management (S0)

e Cybersecurity ($0)

e Technology, Research and
Development ($4,741,000)

e Service Catalog ($5,224,000)

Energy IT Services ($0)

Energy IT Services ($0)
Funding realigned to new budget
structure

Energy IT Services ($0)

e Funding to this element has been
realigned to accommodate the
restructured CIO budget lines.

e Funding was shifted to End-User-EITS
line item.
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FY 2016 Enacted

FY 2016 Comparable Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016 Comparable

e Specific details of planned activities are
provided in the highlighted section of
the budget

IT Modernization

IT Modernization ($2,044,000)

e Funds provide for a structured analysis
of the Federal IT Service Delivery of the
Department of Energy (120-Day Study).
Additionally, funds will provide program
management support:

o |T Modernization support
(51,000,000)

e 120 Day Study Implementation
(51,044,000)

o Specific details of planned activities
are provided in the highlighted
section of the budget.

IT Modernization (S0)

IT Modernization (S0)
e Funding realigned to new budget

structure

IT Modernization (S0)

e Funding to this element has been
realigned to accommodate the
restructured CIO budget lines.

e Funding was shifted to IT Portfolio
Summary and IT Infrastructure line
items.

IT Portfolio Summary

IT Portfolio summary (S0)

IT Portfolio summary ($8,252,000)
e Funding supports activities such as:
e |T Investments for Mission Delivery
and Management Support:
$3,288,000
e |T Investments for Infrastructure, IT
Security, Office Automation and
Telecommunications: $625,000
e |T Investments for EA, Capital
Planning, and CIO Functions:
$4,339,000

IT Portfolio summary ($21,737,000)
e Funding is for the continuation of

projects and activities from FY 2016
including emerging and disruptive
technologies, geospatial management,
and modernization activities. Additional
funding is requested for Network
Refresh activities and FITARA
implementation efforts.

IT Portfolio summary (+$13,485,000)

e New line item; we are providing a

functional allocation of resources versus
an organizational allocation.

e Network Refresh ($11,000,000) new

funding is requested to modernize the
access, distribution, and core
networking layers of the existing
infrastructure. Activity details are
proved in the overview section.
FITARA Implementation ($2,000,000)
Funding required to address mandates
of the FITARA legislation
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FY 2016 Enacted

FY 2016 Comparable Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016 Comparable

IT Infrastructure

IT Infrastructure (S0)

IT Infrastructure (S0)

IT Infrastructure ($5,000,000)

e New one time funding is requested to
migrate to new, off-premise data
centers $5,000,000

e Detailed explanation of planned
activities provided within narrative.

IT Infrastructure (+$5,000,000)

eNew line item; we are providing a
functional allocation of resources versus
an organizational allocation.

eNew one time funding is requested to
migrate to new, off-premise data
centers (+$5,000,000)

End User- EITS

End User- EITS (S0)

End User- EITS ($5,224,000)
e Funding supports:
e EITS payment ($5,224,000)
This funding pays for the EITS staff as
customers of their own products.

End User- EITS ($5,224,000)
e Continued funding support for EITS
payment as a customer

End User- EITS (S0)

e New line item; we are providing a
functional allocation of resources
versus an organizational allocation.
Funding level is flat from FY 2016
Enacted.

Policy and Performance Management

Policy and Performance Management (S0)

Policy and Performance Management

($1,230,000)

e Funding supports Records and
Privacy Management and Training

Policy and Performance Management

(51,317,000)

e Funding continues current efforts in
records and privacy and requests

additional funding to address legacy and

emerging challenges.

Policy and Performance Management

(+$87,000)

e New line item; we are providing a
functional allocation of resources
versus an organizational allocation.

e Additional funding is requested in both
the Records and Privacy areas to
address significant emerging
challenges.
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Program Direction
Overview

Program Direction provides Federal staffing and associated costs for the overall management of activities carried out by the
Chief Information Officer (CIO).

A funding level of $35,770,000 is required for Program Direction to provide the federal support required to improve the
Department’s cyber posture, position the CIO to provide more secure and cost-effective IT services to the Enterprise, and to
meet requirements and responsibilities outlined in Federal Information Technology Acquisition Reform Act (Title VIII,
Subtitle D of the National Defense Authorization Act (NOAA) for Fiscal Year 2015, Pub. L. No. 11 3-291) (FITARA), Records
Management, Privacy, Information Technology Management Reform Act of 1996 (Clinger-Cohen), Federal Information
Security Modernization Act of 2014 (FISMA) and other relevant statutes.

Highlights of the FY 2017 Budget Request

Corporate budget lines (salaries and benefits, travel, training, WCF, and desktop support) play an integral role in supporting
operations within CIO. In the areas of corporate management, acquisitions/contract administration, human capital
management, and budget support, CIO will continue to support improved efficiency and effectiveness in addressing
internal, Departmental, and user community requests. The program is requesting an increase in full-time equivalents (FTEs)
of 4 FTEs, for a total of 117 FTEs in FY 2017 up from 113 FTEs in the FY 2016 Request. Program and additional federal
oversight is required to ensure effective program execution for established and new activities.

Focus will be placed on quality improvements with existing functions to satisfy requests from senior management and
program offices. Increases to Salaries and Benefits (+51,144,000) reflect funding required to fund an additional 4 FTEs and
to maintain our FY 2016 staffing level of 113 FTEs. Additionally, an increase in Other Related Expenses is reflective of
changes to Working Capital Fund requirements and our IM Desktop services (EITS fee as a customer) charges.
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Program Direction Summary
Headquarters

Salaries and Benefits

Travel

Support Services

Other Related Expenses
Total, Program Direction
Federal FTEs
Federal FTEs- Program Direction Funded
Federal FTEs- WCF Funded
Total FTEs

Support Services
Technical Support Services
Business, Finance, and Procurement
Total, Support Services

Other Related Expenses
Training
Working Capital Fund (WCF)
Desktop Services

Total, Other Related Expenses

Departmental Administration/
Chief Information Officer

Program Direction

Funding ($K)

FY 2015 FY 2016 FY 2017 ;; 1260 ;: "::;
Enacted Enacted Request 9
20,863 19,663 20,807 +1,144
208 208 208 0
3,424 3,424 3,424 0
8,693 8,693 11,331 +2,638
33,188 31,988 35,770 +3,782
125 113 117 +4
13.15 13.15 13.15 0
138 126 126 0
1,549 1,549 1,549 0
1,875 1,875 1,875 0
3,424 3,424 3,424 0
120 120 120 0
7,714 7,714 10,211 +2,497
859 859 1,000 +141
8,693 8,693 11,331 +2,638
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Activities and Explanation of Changes

Program Direction

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Program Direction $31,988,000

$35,770,000

+$3,782,000

Salaries and Benefits

($19,663,000) funding supports federal staff and
related benefits requirements for 113 FTEs

($20,807,000) Funding requested will support 117
federal FTEs. In addition to providing approximately
$715,000 for 4 additional FTEs (117 total up from our
FY 2016 request of 113 FTEs), the balance of the
increase is required to right size the budget for the
projected 113 FTEs planned to be on-board at the
start of FY 2017. Projections reflect current staffing
requirements and include planned within grade
increases, promotions and a 1% cost of living
adjustment. The current staff and planned additions
of 4 FTEs are required to provide program review and
oversight of the activities and programs managed by
the CIO program. The proposed budget is growing
significantly for the program and additional federal
oversight will be required to support this increase to
ensure effective program execution for established
and new activities, including FITARA management.

(+$1,144,000) An additional $715,000 is required to
support +4 FTEs requested for FY 2017.

Travel

(5208,000) Travel supports federal staff that is
required to attend mission-critical training and
development events. Funds are also used to facilitate
communication with field sites. Continuation of FY
2015 activities.

(5208,000) Continuation of FY 2016 activities.

(S0) No change.

Support Services

($1,549,000) Sustain operations within the front
office of the ClO. Funds support contractor activities
and memberships/subscription services for the CIO
and senior staff.

($1,549,000) Continuation of FY 2016 activities.

(S0) No change.

(51,875,000) Funding used to maintain contractor
activities in the areas of Budget and Internal Controls,
Acquisitions, and Human Capital. These activities are
critical to programmatic operations and
accomplishment of program goals.

(51,875,000) Continuation of FY 2016 activities.

(S0) No change.
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Other Related Expenses

($120,000) Training costs to ensure all FTEs are
appropriately trained to perform their duties, and
development opportunities are available to CIO’s
federal staff.

($7,714,000) WCF funding level accounts for
estimated OCIO as the customer costs, as well as
overhead expenses.

($859,000) Desktop Services funds are used to
provide IT services and hardware to employees.
Continuation of FY 2015 Desktop Services activities
(EITS fee).

($120,000) Continuation of FY 2016 training activities.

($10,211,000) Continuation of FY 2016 activities.
Funding requested will support the planned on-board
FTE's for the program as well as address the projected
requirements for the ClIO as identified by the WCF
manager. This Request will fully fund the current WCF
estimate provided to the CIO by the fund manager. In
addition to the planned Federal staff of 117 FTEs this
activity also supports an average of over 525
contractor employees located on the DOE sites.

($1,000,000) These funds provide for OCIO
requirements as a customer of the EITS program and
pays our user based billing requirements for 117
federal and contractor staff for our desktop services.
The increase will also cover anticipated adjustments
to our bill related to full-cost recovery as the EITS
program is transitioned to the WCF.

($0) No change.

(+$2,497,000) Additional funds required to cover
shared services. The estimate is required to cover
federal and contractor support. The CIO is requesting
additional funding for WCF payments to ensure that it
can meet its projected commitments to the fund in FY
2017 without impacting program activities.

(+$141,000) Additional funding required to cover
anticipated price increases to the EITS program in FY
2017.
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Chief Information Officer
Digital Services Team

Overview

The success rate of government digital services is improved when agencies have digital service experts on staff with modern
digital product design, software engineering and product management skills. To ensure DOE can effectively build and
deliver important digital services, the FY 2017 Budget includes $4,000,000 in funds to enable the Department to focus on
transforming its digital services with the greatest impact to citizens and businesses.

Highlights of the FY 2017 Budget Request

During FY 2017, DOE will continue efforts started in FY 2016 around “Visual Patent Search.” The goal of the project is to
simplify identification of DOE-owned patents that meet the application needs of small businesses, entrepreneurs and other
potential commercial and industrial sector partners by developing an improved searchable and portable database —
connecting stakeholders and members of the public with the vast array of intellectual property owned by DOE and its
National Laboratories. This application would also go one step further, mapping DOE invention and patent disclosures to
those at other agencies, such as National Aeronautics and Space Administration (NASA) or National Institutes of Health
(NIH), and provide for cross-agency discovery and portfolio comparisons. The Visual Patent Search tool would tie into a
rudimentary Customer Relationship Management (CRM) solution for DOE Labs, providing for lead tracking, measurement
and reporting across licensing and lab-to-market activities. In addition, DOE will seek additional projects that are:

® Public-facing, or have an internal impact so significant that it would be of interest to others as a model.

e High impact, meaning that it would generate or mend a public-facing tool that is responsible for a large number of
transactions between DOE and the public, or would make a large number of assets available for a low cost.

e Easily identifiable and publicly understandable benefits, such as contributing to economic activity in the U.S., major
use enhancements, or significant cost savings.
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Activities and Explanation of Changes

Digital Services Team

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Digital Services Team $0

$4,000,000

+$4,000,000

(S0) No funding enacted

(54,000,000) Funding requested to complete efforts
pertaining to identified projects and to review new
submissions for consideration.

(+$4,000,000) Funding increased to reflect support for
the Digital Services Team Initiative. Established
funding level is adequate to address the requirements
and goals of the program.
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Congressional and Intergovernmental Affairs
Program Direction

Overview

The Office of Congressional and Intergovernmental Affairs (Cl) contributes to the success of the Department by focusing on
accurate and timely communication of Administration and Departmental objectives and activities with Congress, state, local
and Tribal governments, and other stakeholder organizations. Specifically, Cl:

e Directs, manages and ensures coordination of relationships between all Departmental organizations in their interaction
with external stakeholders.

o Develops and recommends legislative strategies and engagements in connection with the Department's policy and
program initiatives.

e Monitors legislative activity to inform and advocate on behalf of the Department in the legislative process. Works with
Members of Congress, their staffs, and Committees to define, articulate and advance DOE’s position on pending
legislation and to implement national policy priorities as enacted into law by the Congress.

e  Provides timely notifications to Members of Congress, Governors, Mayors, and Tribal officials on DOE matters of
specific interest including pending awards/grants/contracts that have an impact upon the Member’s State and District.
Provides timely and full response to inquiries, requests for information, and constituents’ concerns.

e Coordinates and prepares Departmental officials for congressional briefings and meetings as well as gubernatorial and
Tribal events.

e Directs and coordinates the preparation of congressional testimony, transcripts, pre- and post-hearing questions and
answers, and inserts for the record promoting timely responses and completeness of content.

e Works with Governors and their staffs, local elected and appointed officials, as well as Tribal leaders to provide
information on DOE activities and decisions; articulate and advance DOE’s position on pending legislation; notify them
regarding pending awards/grants/contracts that have an impact upon their constituencies; and to elicit concerns and
interests to assure their consideration in DOE decision processes.

e Coordinates engagement with private industry and public interest groups to provide information and assistance in
regard to Department programs and activities of special concern.

Highlights of the FY 2017 Budget Request

The Department requests $6,200,000 in FY 2017 for Cl to maintain operational levels consistent with Departmental needs
and Secretarial priorities. Funding will ensure Cl can continue to provide accurate and timely communications of
Administration and Departmental activities and objectives to Congress, State, local and tribal governments and external
organizations.
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Program Direction

Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
Washington Headquarters
Salaries and Benefits 4,656 4,202 4,663 4,663 0
Travel 95 95 95 95 0
Support Services 234 234 254 246 -8
Other Related Expenses 1,315 1,315 1,288 1,196 -92
Subtotal, Washington Headquarters 6,300 5,846 6,300 6,200 -100
Use of Prior Year Balances -1,600* -1,1462 0 0 0
Total, Program Direction 4,700 4,700 6,300 6,200 -100
Federal FTEs 33 28 33 33 0
Support Services
Management Support
Print and electronic information subscription services 75 75 86 100 +14
Contractor support 100 100 102 110 +8
Other, including office maintenance, furniture, etc. 59 59 66 36 -30
Total, Management Support 234 234 254 246 -8
Total, Support Services 234 234 254 246 -8
Other Related Expenses
Training 25 25 25 25 0
DOECOE 238 238 243 243 0
Working Capital Fund 1,052 1,052 1,020 928 -92
Total, Other Related Expenses 1,315 1,315 1,288 1,196 -92

1 Reflects the use of prior-year unobligated balances ($1,500,000) from FY 2011 and ($100,000) from FY 2014.
2 Reflects the use of prior-year unobligated balances ($1,500,000) from FY 2011 and ($100,000) from FY 2014 and $454,000 in reprogrammings between Congressional and
Intergovernmental Affairs and International Affairs in FY 2015.
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Program Direction

Activities and Explanation of Changes

Explanation of Changes
FY 2016 Enacted FY 2017 Request EY 2017 vs EY 2016

Program Direction $6,300,000 $6,200,000 -$100,000

Salaries and Benefits $4,663,000 $4,663,000 SO

e Provides funding for 33 FTEs to include salaries e Continuation of FY 2016 activities. ¢ No change

and benefits.
Travel $95,000 $95,000 $0
¢ Funding for travel requirements to support the e Continuation of FY 2016 activities. ¢ No change

Department’s engagements with congressional,
intergovernmental and other stakeholders.

Support Services $234,000 $246,000 -$8,000

e The majority of costs associated with Cl’s support e Continuation of FY 2016 activities. e Decrease in funding reflects a shift of support
services are related to the acquisition of annual services funding for subscriptions and contractor
subscriptions to information sources which are services.

essential resources to ensure Cl staff is well-
informed of congressional and intergovernmental
activities and interests.

Other Related Expenses $1,288,000 $1,196,000 -$92,000
« Funds support business costs associated with the e Continuation of FY 2016 activities and credit ¢ Projected increases in the WCF based on
Department’s Working Capital Fund (office space, monitoring for personnel. additional FTEs have not been realized.

phones, utilities, etc.); IT equipment and support;
as well as staff development and training.
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Office of Small and Disadvantaged Business Utilization
Program Direction

Overview

The Office of Small and Disadvantaged Business Utilization (OSDBU) is responsible for maximizing contracting and
subcontracting opportunities for small businesses interested in doing business with the Department. A primary
responsibility of OSDBU is to work in partnership with DOE program elements to achieve Departmental prime and
subcontracting small business goals set forth by the U.S. Small Business Administration (SBA).

To achieve its mission, OSDBU is tasked with monitoring, enforcing, and strengthening DOE programs and policies by
implementing a wide range of initiatives that strengthen small and disadvantaged business support at the Department.

In FY 2017, OSDBU will work to enhance the Department’s small business program and enable it to more effectively
perform its statutory requirements. Priority activities include: implementation of Consolidated Appropriation Act of 2014,
Section 318, subcontracting policy, Mentor Protégé Program policy, data analysis of prime and subcontracting procurement
base (metrics and quality assurance program, consolidation of the Department’s small business forecast, and execution of
small business outreach, and collaboration with program elements to create additional small business set aside
opportunities.

OSDBU provides for 9 federal staffing responsible for the overall direction and administrative support of the office.
Highlights of the FY 2017 Budget Request

In FY 2015, the OSDBU was established as a separate program office within the Departmental Administration (DA) account.
The OSDBU and its’ support activities, along with federal staff, had a net zero effect on the DA topline.

In FY 2017, OSDBU will build upon FY 2016 activities, meanwhile shifting focus to small business outreach, program office
in-reach, policy development, and enhanced data analysis to impact policy and decision-making.
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Program Direction
Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016

Washington Headquarters

Salary & Benefits 1,013 1,013 1,545 1,745 +200

Travel 20 20 34 34 0

Support Services 1,000 1,000 1,022 1,022 0

Other Related Expenses 220 220 399 499 +100
Total, Program Direction 2,253 2,253 3,000 3,300 +300
Federal FTEs 6 6 9 11 +2
Support Services

Mentor Protégé Program 80 80 100 100 0

Policy and Data Analysis 300 300 300 300 0

Consolidated Acquisition Forecast 95 95 120 120 0

Communications and Management Support Services 140 140 160 160 0

Other Advisory and Assistance Services 385 385 342 342 0
Total, Support Services 1,000 1,000 1,022 1,022 0
Other Related Expenses

EITS 40 40 40 93 +53

Working Capital Fund 167 167 333 267 -66

Training 13 13 26 139 +113
Total, Other Related Expenses 220 220 399 499 +100
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Activities and Explanation of Changes

Program Direction

Explanation of Changes

FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016
Program Direction $3,000,000 $3,300,000 +$300,000
Salaries and Benefits $1,545,000 $1,745,000 +$200,000

Funding covers salaries and benefits for 9 FTEs.

Funding covers salaries and benefits for 2 additional full-
time Federal employees. An increase in Federal personnel
is critical for the full implementation and execution of the
functions and duties of Section 8 and 15 of the Small
Business Act (SBAct).

Funding covers salaries and benefits for 2
additional full-time Federal employees.

Travel $34,000

$34,000

$0

Funding supports travel for essential outreach to
small and disadvantaged businesses (including
women-owned, veteran owned, HUB-zone, etc.).

Continuation of FY16 activities.

No change

Support Services $1,022,000

$1,022,000

S0

OSDBU will employ support services contractors to
enhance the Department’s small business program
and enable it to more effectively perform its
statutory requirements. An abbreviated list of
priorities the support service contractors will
address include subcontracting policy, Mentor
Protégé Program policy, data analysis of prime and
subcontracting procurement base (metrics and
quality assurance program), SBA’s implementation
of the 2010 Small Business Jobs Act (Multiple
Award Contract final rule, Mentor Protégé final
rule, etc.), the Department’s small business
forecast and execution of small business outreach.

Continuation of FY16 activities.

No change

Other Related Expenses $399,000

$499,000

+$100,000

Funding provides for computer hardware and
software services, WCF contributions, space, and
necessary supplies, staff training and outreach (co-
sponsorships).

Departmental Administration/

Continuation of FY16 activities.
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Office of Energy Jobs Development
Program Direction

Overview

In 2014, the Secretary of Energy chartered a Jobs Strategy Council (Council), composed of the heads of the
Department’s program offices. The mission of the Council is to accelerate the growth of and access to jobs in all
sectors of the United States energy economy while meeting the goals of the Administration's Climate Action Plan.
In an effort to formalize and consolidate ongoing activities related to energy jobs development across the
Department (formerly tasked to the Council), the FY 2017 Request supports standing up the Office of Energy Jobs
Development (EJD).

EJD will focus on three key areas:
1. Managing the collection of annual energy jobs growth data and issuing an annual energy jobs report;
2. Coordinating the ongoing energy workforce development activities within the program offices and
laboratories and managing external partnerships with other federal agencies on energy workforce; and
3. Providing energy economic development technical services to states, municipalities, and tribal
governments.

The $3,700,000 budget would support 6 FTEs and fund program activities, including a support services contract to
compile survey data and deliver the energy jobs and workforce report that would detail job growth/shifts in the
energy and advanced manufacturing industries; fill the gaps that currently exist in Bureau of Labor Statistics data
gathering on renewable energy, energy efficiency, and advanced manufacturing jobs; and compile data on energy
job skill needs of employers and public agencies.

The budget would support staff activities in three core areas: 1) supervision of the energy jobs data collection; 2)
coordinating and leading workforce development activities in new energy technologies, curricula development,
interagency activities (e.g., supporting the Skills Working Group), and other private sector partnerships in the
utility, energy, and advanced manufacturing sectors; and 3) energy economic development, leading and supporting
the Department’s engagement on job creation strategies with municipal, regional and state governments and the
private sector.

Highlights of the FY 2017 Budget Request

The FY 2017 Request will complete the standup of the EJD, which will focus on:
e Annual national and state energy jobs and jobs skills report;
e Energy workforce development programs; and
e Energy economic development programs and technical advice.
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Program Direction
Funding (SK)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs

Enacted’ Current Enacted? Request FY 2016
Program Direction
Washington Headquarters
Salaries and Benefits 0 0 0 1,100 +1,100
Travel 0 0 0 300 +300
Support Services 0 0 0 1,822 +1,822
Other Related Expenses 0 0 0 478 +478
Total, Program Direction 0 0 0 3,700 +3,700
Federal FTEs 0 0 0 6 +6
Support Services
Technical Support Services 0 0 0 1,822 +1,822
Total, Support Services 0 0 0 1,822 +1,822
Other Related Expenses
Energy IT Services 0 0 0 90 +90
Training 0 0 0 18 18
Working Capital Fund 0 0 0 300 +300
Other Related Expenses 0 0 0 70 +70
Total, Other Related Expenses 0 0 0 478 +478

YIn FY 2015, Jobs Strategy Council activities are being carried out by the Office of the Secretary, EERE, and other Program Offices.

2In FY 2016, Jobs Strategy Council activities are being carried out by the Office of the Secretary, EERE, and other Program Offices.
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Activities and Explanation of Changes

Program Direction

FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

Program Direction $0

$3,700,000

+$3,700,000

Salaries and Benefits $0

$1,100,00

+$1,100,00

In FY 2016 the activities were carried out through the
Office of the Secretary, EERE, and other Program
Offices.

Funding in support of 6 FTEs. Funding provides for
salaries/benefits, overtime, lump sum leave, and
performance awards.

Establishment of a new office.

Travel Expenses $0

$300,000

+$300,000

In FY 2016 the activities were carried out through the
Office of the Secretary, EERE, and other Program
Offices.

Travel as required in the performance of mission
activities, particularly in the delivery of energy
workforce and economic development technical
services in the states.

Establishment of a new office.

Support Services SO

$1,822,000

+$1,822,000

In FY 2016 the activities were carried out through the
Office of the Secretary, EERE, and other Program
Offices.

Annual Energy Jobs Report managed internally by
DOE; establishment of other support services
offered by staff on economic and workforce
development programs.

Establishment of a new office.

Other Related Expenses $0

$478,000

+$478,000

In FY 2016 the activities were carried out through the
Office of the Secretary, EERE, and other Program
Offices.

Other related expenses to cover Training, Energy IT
Services, Working Capital Fund (WCF) and other
services.

Establishment of a new office.

Office of Energy Jobs Development/
Program Direction
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Economic Impact and Diversity
Program Direction

Overview

The Office of Economic Impact and Diversity (ED) advises the Secretary of Energy on the impact of energy policies, regulations,
and Department of Energy (DOE) programs on minority communities, minority institutions, and specific segments of the U.S.
population. ED is tasked with facilitating involvement of minority serving institutions, minority businesses, and other
organizations in all aspects of the energy sector, and monitoring and strengthening DOE programs and policies by
implementing a wide range of initiatives that address underrepresented populations in the Department’s activities, and the
energy workforce.

ED ensures DOE compliance with Titles VI & VII of the Civil Rights Act of 1964 and Title IX of the Education Amendments Act of
1972. ED is also responsible to the Secretary of Energy for planning and executing a strategy that promotes a diverse
workforce and an inclusive work environment, as directed by Executive Order 13583, “Establishing a Coordinated
Government-wide Initiative to Promote Diversity and Inclusion in the Federal Workforce,” along with implementation
guidance provided by the Office of Personnel Management. ED is responsible for planning and leading DOE’s Minorities in
Energy (MIE) Initiative. MIE is a national initiative supporting minority and tribal participation in the energy sector and
including businesses opportunities; science, technology, engineering, and mathematics (STEM) education; workforce
development; and energy economic development. MIE externally links academia, industry, government, and nonprofits to
address future challenges related to the energy workforce.

Highlights of the FY 2017 Budget Request

The FY 2017 ED Request includes an increase of $1,319,000 to support additional program direction dollars to build capacity to
provide statutory minority business and economic development support and execute external Civil Rights programs in
accordance with Title VI, Title IX, and Section 504 of the Rehabilitation Act of 1973 (protection from discrimination based on
disabilities). The ED Request also increases funding of the MIE Initiative, to ensure long-term engagement of minority and
tribal communities in order to achieve sustained participation in the energy sector. MIE provides critical support for
Administration Initiatives, including the President’s Climate Action Plan, My Brother’s Keeper, Women and Girls in STEM,
Women and Girls of Color, Educational Excellence for African Americans, Initiatives on Minority Serving Institutions and Tribal
Communities, Energy Efficiency, Ready to Work: Job-Driven Training, and STEM Education. Involvement of tribal and
historically underrepresented communities in energy will continue to create jobs and improve economic conditions for those
communities, positively impacting the entire nation. Broader participation in the national energy sector will support the
growing energy workforce as the national population becomes more diverse.
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Economic Impact and Diversity
Program Direction
Minority Economic Impact
Total, Economic Impact and Diversity
Federal FTEs

1 Reflects a reprogramming of $200,000 between Economic Impact and Diversity and International Affairs in FY 2015.

Departmental Administration/Economic Impact and Diversity/
Program Direction

Funding ($K)

Economic Impact and Diversity

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs FY
Enacted Current! Enacted Request 2016

6,200 6,000 10,000 11,319 +1,319

2,800 2,800 0 0 0

9,000 8,800 10,000 11,319 +1,319

28 28 37 40 +3
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Program Direction
Washington Headquarters
Salaries and Benefits

Travel
Support Services
Other Related Expenses
Total, Program Direction
Federal FTEs
Support Services
Management support
Minority Economic Impact (OMEI) [includes MIE]

Minority Business & Economic Development (MBED)
[includes MIE]

Office of Civil Rights (OCR)
Diversity and Inclusion (D&l)
Equal Employment Opportunity (EEO)
Other Support Services
Total Support Services
Other Related Expenses
Training
DOECOE
Working Capital Fund
Total, Other Related Expenses

Departmental Administration/Economic Impact and Diversity/
Program Direction

Program Direction

Funding ($K)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs FY
Enacted Current Enacted Request 2016

4,200 4,200 5,750 6,279 +529

120 120 120 120 0

3,433 3,353 2,155 2,827 +672

1,247 1,127 1,975 2,093 +118

9,000 8,800 10,000 11,319 +1,319

28 28 37 40 +3

1,400 1,400 1,009 1,315 +306

400 400 300 400 +100

400 400 496 667 +171

300 300 100 120 +20

300 300 100 100 0

633 553 150 225 +75

3,433 3,353 2,155 2,827 +672

80 78 75 75 0

115 124 370 470 +100

1,052 925 1,530 1,548 +18

1,247 1,127 1,975 2,093 +118
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Activities and Explanation of Changes

Program Direction

FY 2016 Enacted FY 2017 Request Explanation of Changes
FY 2017 vs FY 2016
Program Direction $10,000,000 $11,319,000 +$1,319,000
Salaries and Benefits $5,750,000 $6,279,000 +$529,000

Provides funding for 37 FTEs who directly support
the ED mission.

Request provides funding for 40 FTEs who directly
support the ED mission.

This change reflects an addition of 3 FTEs: 2 FTEs
for Civil Rights and 1 FTE for MBED support

Travel $120,000

$120,000

$0

Request reflects the mission requirements for Continuation of FY 2016 activities. No change.
outreach as well as regulatory activities of the

Office of Civil Rights and the Equal Employment

Opportunity function of the Office.

Support Services $2,155,000 $2,827,000 +$672,000
(51,009) Minority Economic Impact (OMEI) (51,315,000) +5$306,000

(includes MIE)

Request supports a shift in resources to MIE
initiatives, which include energy-related
engagement of MSls and minority communities.
MIE educational outreach includes K-12 and
higher education support. MIE also supports
Administration initiatives such as My Brother’s
Keeper, Initiative on Women and Girls, minority
communities, and STEM teachers. ED works
through partnerships with the Department of
Housing and Urban Development and the
Department of Education to reach minority youth
in public housing and low-income communities.

Continuation of FY 2016 activities, with addition
of resources to support additional MIE initiatives,
which include energy-related engagement of MSls
and minority communities. Expanded efforts
include mentoring programs for women and
minority students, development of energy
learning tools to directly impact pre-college
students, and programs to introduce interns to
DOE Laboratory capabilities and how to take
advantage of new technologies for business
opportunities. Resources will also support
development of relationships with community
colleges and trade schools that will focus on
training for specific skills needed in the energy
industry.

Increase establishes MIE as a DOE-wide
sustainable platform for engagement of minority
communities in the energy sector, specifically in
areas of STEM education, workforce
development, community development, and
climate change. Additional funds will be used to
build long-term relationships with federal
agencies, academic institutions, businesses,
corporations, and non-profit organizations in
order to enhance MIE capabilities

($300,000) Minority Business & Economic
Development (MBED) (Includes MIE)

Request supports development of technical
assistance programs to encourage, promote, and
assist minority business enterprises in establishing
and expanding energy-related business

($400,000)

Continuation of FY 2016 activities. ED will
continue regional activities that support minority
business participation and employment
opportunities in major regional energy
development projects. Activities and

+$100,000

Increase establishes and implements an energy
economic development framework for increased
minority business growth and participation in the
energy sector, including innovation,
commercialization, energy research and
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FY 2016 Enacted

FY 2017 Request

Explanation of Changes
FY 2017 vs FY 2016

opportunitiesin minority communities that can
provide jobs to residents. ED will bring together
communities and corporations to support minority
participation in major energy development
projects. Resource applicationsinclude support of
ED’s partnership with the Minority Business
Development Agency to plan and execute local
and regional programs that prepare minority
businesses to participate in the energy sector
work.

methodologies to implement a regional
partnership in Southwest Louisiana to create
economic growth in key areas , including local
recruitment and hiring, along with acquisition of
key goods and services locally, will inform
development of a model for impacting other,
similar regional or local efforts.

development, and other capacities. Funds will be
used to develop a model for conducting place-
based initiatives to connect minority businesses,
major energy corporations, state and local
officials, and community programs. Through
place-based initiatives, DOE will be able to assist
with linking major energy developments with
employment opportunities for minority and tribal
community workers.

(5496,000) Office of Civil Rights (OCR)

Request supports developing and delivering Civil
Rights training tailored to the DOE enterprise.
Funds support conducting investigations of civil
rights issues

($667,000)

Continue to provide Civil Rights support to DOE
staff, DOE employees seeking redress, and
address statutory requirements under Title VI,
Title VII, and Title IX. Continue to manage
processing of EEO complaints

+$171,000

OCR requires additional funding for contract
support (including training and records
management) for EEO complaint investigations.
Funding increase also supports Title IX
investigations and new Title VI reviews, which
address requirements associated with external
recipients of federal funding, and include
exploratory visits and investigations

(5100,000) Diversity & Inclusion (D&])

Request reflects a shift in activities to EEO and the
MIE Initiative. The Diversity and Inclusion staff will
continue to work closely with EEO staff to extend
the EEO principles and practices from a model EEO
program to a fully inclusive DOE work environment
that supports high performance and high
employee satisfaction, while positioning DOE to
attract a diverse workforce necessary to
accomplish the mission responsibilities.

($120,000)

Continue to work closely with the EEO staff to
extend the EEO principles and practices from a
model EEO program to a fully inclusive DOE work
environment that supports high performance and
high employee satisfaction. The Request fully
implements a multi-year action plan for achieving
DOE and OPM diversity and inclusion objectives.

+$20,000
Additional funds support employee resource
groups and workforce training.

(5100,000) Equal Employment Opportunity (EEO)
Request supports contractual resources to assist
with integration of Headquarters EEO site-based
EEO functions, as outlined in Management
Directive 715 and other EEOC directives.

(5100,000)

Continue to integrate EEO functions throughout
DOE in accordance with model program
requirements established in Management
Directive 715 and other regulatory guidance or
EEOC directives. Establish a collaborative effort
between Civil Rights, Diversity & Inclusion, and
the recently established EEO office to achieve full
spectrum support of DOE executives and

SO

Shared Resources will be required to ensure EEO
is fully functional in FY 2017, including oversight
of DOE offices across the complex and a
synergistic relationship with other ED offices.
Funds will support EEO staff training and
education, as well as training programs for all DOE
employees. Resources will enable EEO to
establish headquarters oversight across the DOE
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FY 2016 Enacted FY 2017 Request Explanation of Changes
FY 2017 vs FY 2016
managers, the DOE workforce, human capital complex.
efforts, and external requirements.
(5150,000) Other Support Services ($225,000) +75,000

Funding for internal evaluation and performance
reviews

Request reflects an increase in support service
requirements due to expanded mission
responsibilities

Request reflects an increase in support service
requirements due to expanded mission
responsibilities

Other Related Expenses $1,975,000 $2,093,000 +$118,000
($75,000) Training ($75,000) $0

Funding for existing FTE count. No significant additional training requirements No change
(S370,000) DOE-COE ($470,000) +$100,000

Energy IT Services request supports the office

desktop and any departmental mobile capabilities.

Continuation of FY 2016 activities.

Increase supports cost estimate based on FTEs and
contractors.

($1,530,000) Working Capital Fund
Working Capital Fund request supports rent and
overhead costs associated with the office.

($1,548,000)
Continuation of FY 2016 activities.

+$18,000
Increase supports cost estimate for WCF based on
FTE count.
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General Counsel
Program Direction

Overview

The Office of the General Counsel (GC) is responsible for providing legal services to all Department of Energy
offices, and for determining the Department's authoritative position on any question of law with respect to all
Department offices and programs, except for those belonging exclusively to the Federal Energy Regulatory
Commission. GC's responsibilities include the provision of legal opinions, advice, and services to administrative and
program offices, and participation in or management of both administrative and judicial litigation. GC is
responsible for the coordination and clearance of proposed legislation affecting energy policy and Department
activities. The General Counsel serves as the Department's Regulatory Policy Officer under Executive Order 12866,
and is responsible for ensuring consistency and legal sufficiency of the Department's regulations. GC administers
and monitors standards of conduct requirements, conducts patent program and intellectual property activities,
and coordinates rulemaking actions of the Department with other federal agencies.

GC includes the Office of NEPA (National Environmental Policy Act) Policy and Compliance, which provides
independent technical and policy reviews to ensure that proposed Department actions comply with the NEPA and
related environmental requirements. This office also serves as the focal point of the Department's NEPA expertise,
develops NEPA compliance strategies, coordinates with other agencies on key policy matters, and prepares
guidance and provides technical assistance to improve the efficiency and effectiveness of DOE's implementation of
the NEPA process. GC also includes the Office of Standard Contract management which manages the Standard
Contracts for Disposal of Spent Nuclear Fuel and/or High-Level Radioactive Waste between the Department and
the nuclear industry under the Nuclear Waste Policy Act. This office also manages the Department’s Nuclear
Waste Fund activities.

Highlights of the FY 2017 Budget Request
There are no major programmatic changes proposed for General Counsel.
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Washington Headquarters
Salaries and Benefits
Travel
Support Services
Other Related Expenses

Subtotal, Program Direction

Prior Year Balance Use

Total, Program Direction

Federal FTEs

Support Services
Technical Support
NEPA
Intellectual Property
Total, Support Services

Other Related Expenses

Government Agencies - Intellectual Property

Information Technology
Online Legal Resources
Law Library Materials
Working Capital Fund
Miscellaneous

Total, Other Related Expenses

Program Direction
Funding (SK)

FY 2015 FY 2015 FY 2016 FY 2017 FY 2017 vs
Enacted Current Enacted Request FY 2016
Program Direction Summary
23,050 23,050 22,984 22,739 -245
86 86 87 88 +1
928 928 938 948 +10
8,936 8,936 8,991 9,225 +234
33,000 33,000 33,000 33,000 0
-2,000 -2,446 0 0 0
31,000 30,554 33,000 33,000 0
145 145 145 145 0
Support Services and Other Related Expenses
918 918 928 937 +9
10 10 10 11 +1
928 928 938 948 +10
351 351 354 358 +4
1,450 1,450 1,405 1,428 +23
700 700 735 742 +7
192 192 155 156 +1
6,061 6,061 6,158 6,356 +198
182 182 184 185 +1
8,936 8,936 8,991 9,225 +234

! Reflects the use of prior-year unobligated balances ($2,000,000) from FY 2014 and a reprogramming of $446,000 between General Counsel and International Affairs in FY 2015.
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Program Direction

Activities and Explanation of Changes

Explanation of Changes
FY 2016 Enacted FY 2017 Request FY 2017 vs FY 2016
Program Direction $33,000,000 $33,000,000 S0
Salaries and Benefits $22,984,000 $22,739,000 -$245,000
Provides funding for 145 FTE to include salaries, Same as FY 2016. Prior year balance use of Additional prior year balances may be used to offset
benefits, overtime, etc. $1,513,000 will be applied to offset Salaries and cost for Salaries and Benefits for FY 2016.
Benefits.
Travel $87,000 $88,000 +$1,000
Provides funding for travel for hearings, Same as FY 2016. Inflationary increase.

depositions, court proceedings, site visits,

conferences, and training.

Support Services $938,000 $948,000 +$10,000

(5928,000) NEPA Provides contractor support for ($937,000) Same as FY 2016. (+$9,000) Inflationary increase.
technical analysis of Environmental Impact

Statements and other information required by the

National Environmental Policy Act.

(510,000) Intellectual Property Provides for ($11,000) Same as FY 2016. (+$1,000) Inflationary increase.
outside patent law firms to process the

Department’s intellectual property actions.

Other Related Expenses $8,991,000 $9,225,000 +$234,000
(5354,000)Government Agencies-Intellectual ($358,000) Same as FY 2016. (+$4,000) Inflationary increase.
Property - Provides for U.S. Patent Office costs of

processing/maintaining DOE patents, trademarks,

copyrights, etc.

(51,405,000) Information Technology Provides for ~ ($1,428,000) Same as FY 2016. (+$23,000) Inflationary increase.
all GC IT service including desktop workstations

and support (DOE/COE), database systems

hosting, FISMA reviews and reporting, etc.

(5735,000) Online Legal Resources Provides for ($742,000) Same as FY 2016. (+$7,000) Inflationary increase.
legal research resources such as Westlaw,

LexisNexis, etc.

($155,000) Law Library Materials Provides for legal ($156,000) Same as FY 2016. (+$1,000) Inflationary increase.
research materials.
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Explanation of Changes
FY 2016 Enacted FY 2017 Request EY 2017 vs EY 2016
($6,158,000) Working Capital Fund Provides for ($6,356,000) Same as FY 2016. (+$198,000) Inflationary increase plus a 2.5% GSA rent
rent, telecommunications, I-Manage, supplies, increase.
copiers, printing, etc.
(5184,000)Miscellaneous Provides for training, E-  ($185,000) Same as FY 2016. (+$1,000) Inflationary increase.

Gov, office furniture, supplies, etc.
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Energy Policy and Systems Analysis
Program Direction
Overview
The Office of Energy Policy and Systems Analysis (EPSA) serves as the principal policy advisor to the Secretary of Energy on
energy and related integration of energy systems. The Office serves as a focal point for policy coordination within the
Department on the formulation, analysis, and implementation of energy policy and related programmatic options and
initiatives that could facilitate the transition to a clean and secure energy economy.

EPSA carries out strategic studies and policy analysis, and maintains and coordinates a supporting set of analytical
capabilities. EPSA carries out assessments of the strength, resiliency, and anticipated challenges of national energy systems
and identifies and prioritizes ways in which DOE programs may be strengthened to contribute to the economic well-being,
environmental quality, and national energy security of the United States. EPSA advises the Secretary on DOE’s energy policy
and program strategies. EPSA coordinates with and helps to orchestrate technical assistance and advice to State and local
entities on various energy policies and measures. Much of EPSA’s work is connected to expertise or information in the
various program offices across the Department and EPSA works closely with other offices to harmonize activities, maximize
results, and avoid duplication.

EPSA also serves as the Secretariat of the multi-agency Quadrennial Energy Review (QER), and provides systems analysis to
support this Administration’s initiative. The QER is the cornerstone of the Administration’s commitment to establishing a
comprehensive, integrated review of energy policy that is formulated with the active engagement of interagency and
external stakeholders.

EPSA is comprised of five program offices and two support offices:

Program Offices

e Climate, Environment, and Efficiency (EPSA-20) serves as the Departmental focal point for the development,
coordination, and implementation of DOE-related aspects of climate change and environmental policies and strategies
to address impacts and vulnerabilities, including technical programs and initiatives.

e  Energy Security (EPSA-30) serves as the focal point for policy analysis, analytic support, and advice relating to energy
supply and demand and energy markets. It assists in developing long-term strategies to ensure energy security and to
prepare for and respond to energy supply disruptions.

e Energy Systems and Integration (EPSA-40) analyzes complex interactions within the energy system, which requires
integrating overlapping policies, including those related to all aspects of energy supply and demand, such as the electric
grid and natural gas delivery infrastructure.

e Energy Finance, Incentives and Program Analysis (EPSA-50) serves as the focal point within the Department for
coordinating the development of policies and programs to accelerate investment and deployment of clean energy
technologies that make use of innovative financing incentives. This group provides technical analytic support and
identifies opportunities that will promote investment and financing in the energy sector.

e State and Local Cooperation (EPSA-60) serves as the Departmental focal point for developing and carrying out
coordinated strategies for assisting State and local authorities in assessing and implementing energy policies, programs
and related activities.

Support Offices

e The Office of the Chief Operating Officer (EPSA-10) manages all budgetary, financial, procurement, human capital,
security, travel, training, and other administrative functions for EPSA in support of the Secretary’s priorities.

e Secretariat for the Quadrennial Energy Review (EPSA-90) provides secretariat functions, including multiagency
coordination and analytical support, for the development of the Administration’s Quadrennial Energy Review.

Highlights of the FY 2017 Budget Request

EPSA is the Department’s lead office for energy policy and syst